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Tomcat : clientAuth="want" D2

TRMTHA K >1dPEYy T4 5 > H—/\EIBAEDERE > Back-Channel DERE] ® 2. SOAPE&TE! Tserver.xmliZ clientAuth="want” &5%E L TW
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$ openssl x509 -in sp-certificate.pem -noout -text | grep -A 1 ’X509v3 Extended Key Usage:’

X509v3 Extended Key Usage:
TLS Web Server Authentication

® clientAuth(TLS Web Client Authentication) % L
® serverAuth(TLS Web Server Authentication) @ V)

LDAP

LDAPZ OF 4 —/\ : EELDAPH — N\AEIFDLDAP O F > H—NEBEHE
[dPH S EHE DLDAPHY — N\ DIERA BB T 24OICFERTBLDAPTOF VY —NJREAEZEERICEF EHFE L, ELDAPH—/NELDAPT OF VR
LDAPSH:S % 72 (3 Start TLSHEE A 725D & LE T, SHMIEPDFERA BRI L,

1 TOFRVY—NEEETIE 0S4 VEECTAATBID (ShibbolethWETldprincipal e RIBINEF) ICDVWT, A—DIDHEHDLDAP
Y —LICFEELBRVWI EERRLTCEIY, 2 TRATNIEBUHEIRES CRENREE L E T, vidb'ZOREEBLILVGEEIE. X—ILT
RLRAPRERS - UBEBRSSHOLDAPEMAZEY T A#RF LTI W,
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1 BIRERAER. R—DIDA2DDLDAPY ) — EICHFIEY 2 ERIRBEICA Y £T DT, uidh' I DRMZH S R WERIEMDLDAPEM%ID
(principal)& LTES £HICLTLRES W,

LDAPH —/NIZStartTLS = FIF 9 % /5 3A(LDAPH — /%' CentOS 5015 5)

CentOS 51Z#Mopenldap-servers/\y 7 — U TLDAPY — N\ AR L ZRIEICE W T, IdPH SLDAPH —/\ICStartTLS T T 25 EICDOWTREH L £
ER

LDAPH —/N(Z7R X b4 Lldaptestl.gakunin.nii.ac.jp & L CERBAL 9, LDAPTOF T H—/\: EHELDAPHY —/\EIFDOLDAP T O+ ¥ H—/\KEH
35 @ TLDAPH— /5% (Idaptest1)] %#BZEIC /etc/openldap/slapd. conf DEREET o> TLEEIV, ZOFRATHAT 2AAEDERIE TLDAPH—N
%7 (Idaptest1)] DEREICELE T,

IdPTI& login.config , attribute-resolver.xml [CIE FEREDEREEITWET, LDAPH—/SDCASEBAZ (L /etc/pki/tls/certs/gakuninca. pem & L CTHEE
BELTWEY,
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/opt/shibboleth-idp/conf/login.config D&

ShibUserPassAuth {
edu. vt.middleware. ldap. jaas.LdapLoginModule required

ldapUr l="ldap://ldaptestl.gakunin.nii.ac. jp”
baseDn="dc=ni i, dc=ac, dc=jp”
userFilter="uid={0}"
subtreeSearch="true”
tls="true”
sslSocketFactory="{trustCertificates=file:/etc/pki/tls/certs/gakuninca. pem}”

< TLSZHBMICL. CASERAZEZR/ELXT

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="ldap://ldaptestl.gakunin.nii.ac. jp”
baseDN="dc=ni i, dc=ac, dc=jp”
principal="cn=Directory Manager, dc=nii, dc=ac,dc=jp”
principalCredential="skssksorsxkkkork”
useStartTLS="true”>

< StartTLSZ=BMICL £
<dc:FilterTemplate>
<I[CDATAL
(uid=$requestContext. principalName)
1>
</dc:FilterTemplate>
<dc:StartTLSTrustCredential xsi:type="security:X509Filesystem” xmlns:security="urn:mace:shibboleth:2.0:security” id="MyCredenti
al”>
{security:Certificate>/etc/pki/tls/certs/gakuninca.pem<{/security:Certificate>
</dc:StartTLSTrustCredential)

< CASIFAEZRELF T
</resolver:DataConnector>

BEDSPADTH—2a VEESIELARWVWEE

PRTREMERAE#EL LT, 7H—2a Y (dPTEMRL-FAEDOBESOIER)ESPICESRICIIESETRE(SHOULD)TH B EEDTWVWET(*1)
M. Google Apps®Office 36572 ED & HICHESIL L7277 H—> 3 VAR IFFIFRWVWSPEEEL £, Shibboleth IAPDT 7 # )L k DEEE, £ TODSP
ICR L TCEETET7Y—arvaBEESET2LIICR>TVWETDT, ZOLOIRBFEDSPICH L TEETZ7H—ra v aRBSELBRWVWE D ICHRET
ZHEEUTICEHLET.

o () FREMHEREAE (2017F3R13EFREN—Y 3 2.2)

2.2) FRFEIE
(.BE.)S 51, A7V —> 3 ICH LT, BEEEITNETH S,

relying-party. xmldD<DefaultRelyingParty> D TIRD K S ICHFEDSPICH T 2% EEEML £9, SPDentityID OEF & IdPDentityID OERS % EH)
ICBEMZTLEIW, F, RelyingParty> IDBREARE (FEFR) IFIAPICE Y EARY 2T DT, BEFED<DefaultRelyingParty> D FEHRAIE—L
TH A L. encryptAssertions# & UencryptNamelds% “never” ICEE T 5 LD ICLTLEI W,


https://www.gakunin.jp/?action=pages_view_main&active_action=repository_view_main_item_detail&item_id=216&item_no=1&page_id=85&block_id=227

<RelyingParty id="SP(MentityID”
provider="IdP®MentityID”
defaultSigningCredentialRef="IdPCredential”>

<ProfileConfiguration xsi:type="saml:SAML2SSOProfile”
includeAttributeStatement="true”
assertionLifetime="300000"
assertionProxyCount="0"
signResponses="conditional”
signAssertions="never”
encryptAssertions="never”
encryptNameIds="never” />

<{/RelyingParty>

* SEIFR
O 1FHRIT: https://www.gakunin.jp/ml-archives/upki-fed/msg00615.html
O BEDSPADTH—2avaEBSELARVWT &ICET 2K > —0EH:
http://marc.info/?t=136497370800001 &r=1&w=2

IdPORBEEEEICEET V€A L ETDIS—KRFBIMAE

IdPOREEE CTL— YN EBTEZLS—DO—RNALDE LT, SPERALTICTvI~Y—7, BE. R2R9VENSIIPOREREICEET /R
LTLESIEVWSIEDAHY FT,

idp.warlo&E N Bloginjspa B DRBYBET S & T, SPERAETICIAPORIEREICEET7 IV EALLBAIEIS—2RRIBEHIEHNTEE
EDS

login.jsplic LAFORNBEBEL £ T,

<%@ page import="edu. internet2.middleware.shibboleth. idp.util.HttpServletHelper” %>
<%@ page import="org.opensaml.util.storage.StorageService” %>
%@ page import="edu. internet2.middleware. shibboleth. idp.authn.LoginContext” %>

<%
StorageService storageService = HttpServletHelper.getStorageService(application);
LoginContext loginContext = HttpServletHelper.getLoginContext(storageService, application, request);

%>
<% if (loginContext == null) {%>

- IS—WILRRTEIA v E—VEEIIEHLET, UTRIZ—XvE—YDFITY., >
<p><font color="red”>Error:<{/font> Direct access to this page is not supported.</p>

<%} else {
I-- FREIEEmOO VAV 7 4 —LBAPEDIS—HICRTIIT LAV EIELICEBEHLET, >

<% Y B

f) IdP 2.4.05 7 #JU b Dlogin.jspER—R IC LRBABRAHEA L =188
SPAERAE L7GED@EDIdPERELE®E
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INFETREATIE. 2—HICBET 3 1ERIEB M (Attribute) & L TIAPHSSPAETHED & LTERBAL TE £ L7z, FEShibboleth®dSPRISAMLEZE Tld.
BMETIEA<NamelDE WS EDEN L TCA—YHINFEETLOICERT 25D/ HDYVET, DF V., BEDePPNEBUEAENLAZZIFELTIEI £<
HEELEtE A,

Z D& S #SPICx L TeduPersonPrincipalName(ePPN) B D fE % NamelDIC AN TES Ak EE £,

ePPNEFIE LTUVWETHA, £DuidPZFDMOHEINFAEZELIBABLEANICIEALTYT, 70— /NILARREETEDOTIEARL, B4DSPICRHLTT 4L
FEREETRO>TLIEI Y,

B, AhY) (ePPNEMEE L TES D NamelDE LTES D) HBRAZEIF T, ePPNEEDZ E VI TAICITEVDYHY Tt A, BABROINYHEWG
CNCNBEEICBBRWLEY,
(NamelDZBES{E Y REREANH o7V E LETOTHEICRELZIZENHY T BSLE21EI T 20200 50 ZEDEWVTY)

BB, TI7AIPRETIENamelDICIFAHEASRWVNE WS ZETIEAL, transientldE WY EDHA> TRIFEINE T, transientldid. LWk BIdP
LTy avIDOLIREDT, IIPTRILT 21-CICERAZIDLEYHTONET,

EI, SPAITOA VYTV MRISEOI—YRHEICAVLONET, (BFVvr—FIRE, SPAITI—HEHINLTVWAWVBEDET, FEDLDICIK
IdPRIDH O BETT, )

attribute-resolver.xmID&E
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NamelD & L TePPN% 4 X 9 % AttributeDefinition(id=nameldEPPN) % attribute-resolver.xmI~BiI L £ ¥,

<resolver:AttributeDefinition id="nameIdEPPN” xsi:type="Template”
xmlns="urn:mace:shibboleth:2,0:resolver:ad”>
<resolver:Dependency ref="eduPersonPrincipalName”/>
<resolver:AttributeEncoder xsi:type="SAML2StringNameID”
xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
nameFormat="urn:o0id:1.3.6.1.4.1,5923,1,1.1.6” />
<Template>
<I[CDATAL
${eduPersonPrincipalName}@<2 31— 7>
1>
</Template>
<SourceAttributededuPersonPrincipalName</SourceAttribute)
</resolver:AttributeDefinition)>

attribute-filterxm| D& 5E

Bl Z £, entitylD="https://example.org/shibboleth-sp" MSPIZHt LNamelD& L TePPNAXEH T % I1C1E. TR DERE % attribute-filterxmlIZEM L
ERS

KEERHA RICiE > THBEINIIPTIK. EENamelDIZEtransientldBMfEbNTH Y., T 72 )L N TLTOSPICT LTI DNamel DI EH SN BERE
ICR>TVWET, 1207 —YavICERDONamelDAEANS Z EIETERWESD, TiLiCiktransientid®NamelDEEH I R WAEHDREN A>T
WEY,

<afp:AttributeFilterPolicy id="PolicyforExampleOrg” xmlns:afp="urn:mace:shibboleth:2.0:afp”>
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString”
value="https://example.org/shibboleth-sp” />
<afp:AttributeRule attributeID="transientId”>
<afp:DenyValueRule xsi:type="basic:ANY” />
{/afp:AttributeRule>
<afp:AttributeRule attributeID="nameIdEPPN”>
<afp:PermitValueRule xsi:type="basic:ANY” />
{/afp:AttributeRule>
</afp:AttributeFilterPolicy>

id¥valueldSPBICEDL Y DT, TRESEICRSPICEDETREL TKESI WL,

BER4A =
4
AttributeFilterP | id RYY—RBELT—BREEZRELTLESIV, flZIE, FBWebt A b IdP - SP—ED0EFEERIFT =27 ILTIE"
oicy Policyfor<SP&>"& LTWE T,

PolicyRequiremen | value @ BHEXEHEDentityDEZRELET,
tRule

1 IdPICTNamelDZERES{LT ZREICL TV RIFE, LRBRELFTEI ECEETERVTEMELHY XY, ZOHEE. HEDSPADT
Y= 3 VEBESELAVEREESEIC, encryptAssertionsid<DefaultRelyingParty>MD&E %8| E#E, encryptNamelds7: (F % "never"ICZE
BLTLES W,

BEDSPICH L XA—ILT7 RL A%ENamelDICANWTEBZBESE

HEAWAHEIZePPNAZNamelDICANTESBAERLTY,

attribute-resolver.xmID & &

NamelD& L TX—IL7 R L R &% T % AttributeDefinition(id=nameldEmail) % attribute-resolver.xmI~EiI L £ 3,


https://www.gakunin.jp/participants/

<resolver:AttributeDefinition id="nameIdEmail” xsi:type="Simple”
xmlns="urn:mace:shibboleth:2,0:resolver:ad”
sourceAttributeID="mail”)
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="SAML2StringNameID” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
nameFormat="urn:oasis:names:tc:SAML: 1, 1:nameid-format:emai lAddress” />
</resolver:AttributeDefinition>

attribute-filter xmID & E

5 Z 1. entitylD="https://example.org/shibboleth-sp" MSPIZ¥ LNamelD& LTA—ILT7 KL 2 & ZEHT 5 ICIE. FELDERE % attribute-filter.xmliC
EBmMLEY,

<afp:AttributeFilterPolicy xmlns:afp="urn:mace:shibboleth:2.0:afp”>
<afp:PolicyRequirementRule xsi:type="basic:AND”)>
<basic:Rule xsi:type="basic:AttributeRequesterString” value="https://example.org/shibboleth-sp” />
<basic:Rule xsi:type="basic:PrincipalNameString” value="test001” />
</afp:PolicyRequirementRule>

<afp:AttributeRule attributeID="transientId”>
<afp:DenyValueRule xsi:type="basic:ANY” />

<{/afp:AttributeRule>

<afp:AttributeRule attributeID="nameIdEmail”>
<afp:PermitValueRule xsi:type="basic:ANY” />

{/afp:AttributeRule>

{/afp:AttributeFilterPolicy>

id¥PvalueldSPEICED Y FTDT, FTRESEICESPICEDETREL TSI,

ER4 B BER
%
AttributeFilterP | id RYS—ZE LT—EBREERELTLEIW, FIZIE. ZBWebt 1 b IdP - SP—EOEEERIFY =2 7ILTIE"
oicy Policyfor<SP&>"& LTWE T,

PolicyRequiremen  value @ EBHEEHEDentityIDERELE T,
tRule

1 IdPICTNamelDEBESEY 2REICL TWRIHE, LRBRELI T ECERBTERVARELHY Y. ZOHAIE. FEDSPADT
Y- avAEESELAWVWEREESEIC, encryptAssertionsid<DefaultRelyingParty>D iR E %8| E#t &, encryptNamelds7Z |} % "never"ICZE
BLTLEETW,

B P8 4

B CEHLE# Y 4TI hiLeduPersonTargeted DD &R 5%

1 IdPV3THREBDAETHARL T A attribute-resolver.xml’saml-nameid.properties2 B8 $ 2 & 3 ICA> TV BIFEIE, V—RAEERDE
HlEsaml-nameid.propertiesDEZHEFTDEETHALL T ZS W,

eduPersonTargetedID(ePTID) A 4K d % & ZICLDAPLDEM & L Cuida T e LEBHEISFIAINE TN, ThOoOBMETIIEEY Y TOMED
HYET, FlAlEuide LT test001 ZFE> TOWEALREICAY., SSICEANIR> TRALUdEFEVZWEWI ADBEDLNEZBEICIETOEEEIY Y
TTLEHIZEIFTEEFE A, TNIESPRIT uid=test001 & WS BEHEEZEICEMR I N/ePTIDTEAZHR L TWHZEIC, BEY LA TRIOAE.
BEYYTEDOAMERBNTESTA—ANEAR L THEEVYTRHOTHY Y POBREZFMALTLESI 2 (HALPERLAWRYTEL) MRS
=T,

ePTIDTStoredIDEFIAL TWBIFAICIEEKRDUNIEEITS CETHLWePTIDEER T B I ENTEZZ DS, BEYYTIhIEMESAY—R&L
FLETHEEY U THICKMT 2L TERLAETT, SEEFROAZESE LT, vidDFMERE L TLDAPT Y b Y) OEMEFRE (createTimestamp) % il
ZIfExEY—2E LTePTIDE4ERT 2 HEEHAEL £ L1z, HlAIE <uid>-<createTimestamp> D& S IZ2DDEMEE /N1 7 > TDRRIFT test001-
20130314110740Z &£ \W o /%Y —R & L TePTIDEERTNIE, uidBEIYW BT EDRMUEBAFRELRY ET, L. BEIYETORICHKHT

TERBEE] DAEBEINDEIICTHYY MEBRLEBE T3 2 EMFIHREARY £, (LDAPTY M) ZBFIAT % & 5 AEM TldcreateTimestampHZE
BINARWATREMAH Y £9)


https://example.org/shibboleth-sp
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T8 TIELDAP_E®Duid & createTimestamp% ¥V — R & L 7-ePTIDO A KB % THBA W L £ 9. ComputedIDENR—RICEREHEEZBNL TWETH,
StoredI DDZELRKRTY

® eduPersonTargetedIDDAttributeDefinitionld T 7 A )L b DX £ CHAEFTEETT,

<{I-- Attribute Definition for eduPersonTargetedID —->

<resolver:AttributeDefinition id="eduPersonTargetedID” xsi:type="SAML2NameID” xmlns="urn:mace:shibboleth:2. 0:resolver:ad”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
sourceAttributeID="computedID”>
<resolver:Dependency ref="computedID” />

<resolver:AttributeEncoder xsi:type="SAML1XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:0id:1.3.6.1,.4.1.5923,1,1.1.10” />

<resolver:AttributeEncoder xsi:type="SAML2XMLObject” xmlns="urn:mace:shibboleth:2. 0:attribute:encoder”
name="urn:o0id:1.3.6.1.4.1.5923.1,1,1.10” friendlyName="eduPersonTargetedID” />
</resolver:AttributeDefinition)>

® Template Attribute DefinitionC uid-createTimestamp M X% % & § AttributeDefinition % &% L T. ComputedIDfDataConnector®
sourceAttributelD, Dependency#Z B L9, T I TlE ltemplateePTID] & WD ZRTERAWET,

+ 4+ A+ A+ A+ A+ A+ +

<{I-- Computed targeted ID connector --)>
<resolver:DataConnector xsi:type="ComputedId” xmlns="urn:mace:shibboleth:2.0:resolver:dc”
id="computedID”
generatedAttributeID="computedID”
sourceAttributeID="uid”
sourceAttributeID="templateePTID”
salt="s#xkxxYOUR_SALTskxx”>
<resolver:Dependency ref="myLDAP” />
<resolver:Dependency ref="templateePTID” />
</resolver:DataConnector>

<resolver:AttributeDefinition id="templateePTID” xsi:type="Template” xmlns="urn:mace:shibboleth:2,0:resolver:ad”>
<resolver:Dependency ref="myLDAP” />

<Template>
<I[CDATAL
${uid}-${createTimestamp}
D
<{/Template>

<SourceAttribute>uid</SourceAttribute>
<{SourceAttributedcreateTimestamp</SourceAttribute>
</resolver:AttributeDefinition>

® |LDAPH 53BN CereateTimestamp % EXf8 3 % 7= 8 ICLDAP DataConnectoriCReturnAttributes# E& L £ 9,

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="Ldap://localhost”
baseDN="0=Test Organization, dc=ac, c=JP”
principal="cn=olmgr, o=Test Organization, dc=ac, c=JP”
principalCredential="#kk* YOUR LDAP Password xkk”>
<dc:FilterTemplate>
<I[CDATAL
(uid=$requestContext. principalName)
»
<{/dc:FilterTemplate)
<dc:ReturnAttributes>* createTimestamp</dc:ReturnAttributes)
</resolver:DataConnector>

Async SLO(Asynchronous Single Logout) D& 5 %

ShibbolethiZ&1F 5Async SLODREA EZZHL T,

LE7 =


https://wiki.oasis-open.org/security/ASLO

IdP/SPIZZNEFNUTDON—Ya v THhs I & ariRELE T,

e |dP:2.4.0
® SP:253

IdPDREE

X & 5F—4& ~<SingleLogoutService>% &1

IdP ® X 4 5 — & IZ<IDPSSODescriptor>®DFE#& & L T<SingleLogoutService>%ZBML £¥., UTREEDTFVTL—rBYDAYT—4IEBML
BEDHITY, Location® KR hFZERS (idp.example.ac.jp)lLEEFHAEZ T T IV, IAPAEFHRARETRITINIE TR MEHBOOAEDLENIEHED
YEEA

<I-- (&1]) >
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
<{/KeyDescriptor>
-] zzhrsem il >
<SingleLogoutService xmlns:aslo="urn:oasis:names:tc:SAML:2.0:protocol:ext:async-slo” aslo:supportsAsynchronous="true”
Binding="urn:oasis:names:tc:SAML:2,0:bindings:HTTP-Redirect”
Location="https://idp.example.ac. jp/idp/profile/SAML2/Redirect/SLO” />
<SingleLogoutService xmlns:aslo="urn:oasis:names:tc:SAML:2.0:protocol:ext:async-slo” aslo:supportsAsynchronous="true”
Binding="urn:oasis:names:tc:SAML:2, 0:bindings:HTTP-POST”
Location="https://idp.example. ac. jp/idp/profile/SAML2/POST/SLO” />
A== 111 ZZFTEMTTT >
<{NameIDFormat>urn:mace:shibboleth:1.0:nameldentifier</NameIDFormat>
<{NameIDFormat>urn:oasis:names:tc:SAML:2, 0:nameid-format:transient</NameIDFormat)>
<SingleSignOnService Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest” Location="https://idp.example.ac. jp/idp
/profile/Shibboleth/SS0”/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST” Location="https://idp.example. ac. jp/idp
/profile/SAML2/POST/SS0”/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect” Location="https://idp.example.ac. jp/idp
/profile/SAML2/Redirect/SS0”/>
</IDPSSODescriptor>
<AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol urn:oasis:names:tc:SAML:2.0:
protocol”>

- (&8 >

1 A T—IHADEREFBVIENRE > TVWEEDLHY FTITDOTERL T LTV, FFIC<IDPSSODescriptor>DFEHRICD W TIF TR DIESE
& 723 & 5 IZ<SingleLogoutService>%& A L TL 2E LY,

md:Extensions
md:KeyDescriptor

md:ArtifactResolutionService
md:SingleLogoutService
md:ManageNamelDService
md:NamelDFormat
md:SingleSignOnService
md:NamelDMappingService
md:AssertionIDRequestService
md:AttributeProfile
saml:Attribute

TR LTWBREDH

IdPT24.0& WRETON—2 3 Y THEAL TVWERELSIZH VTV IHEE. REFFTRLTWIHBESrHY ET, UTEREEL. FTRELTWVWRHRED
HoIBHIFEEEML T LI W, BAMBIXIAPA YA =Xy Fr—I5RBRLT 1 L2 b D src/installer/resources/conf-tmpl/ LA FICSH
BAZTVTIL—h 774 NLESEICLTLLEE N, (FER SR Trelying-party.xmliZ D W T & SAML2ArtifactResolutionProfile M. handler.xmlicD
WT Ik SAML2ECP DRICARYW £9, )

® relying-party.xml
<DefaultRelyingParty>ERICUTAREINTVWE I &



<rp:ProfileConfiguration xsi:type="saml:SAML2LogoutRequestProfile”
signResponses="conditional”/>

1 o OFDEET7 7 A LOMDERICEDETLREW, rp: ZHERLAVWE IS —ICRZIHEIHY T,

® handler.xml
DFAZESINTVWSZ &

<ph:ProfileHandler xsi:type="ph:SAML2SL0O” inboundBinding="urn:oasis:names:tc:SAML:2,
oasis:names:tc:SAML:2.0:bindings:
oasis:names:tc:SAML:2,0:bindings:
oasis:names:tc:SAML:2.0:bindings:
oasis:names:tc:SAML:2.0:bindings:

outboundBindingEnumeration="urn:
urn:
urn:
urn:

<ph:RequestPath>/SAML2/Redirect/SLO</ph:RequestPath>

</ph:ProfileHandler>

<ph:ProfileHandler xsi:type="ph:SAML2SL0O” inboundBinding="urn:oasis:names:tc:SAML:2,
oasis:names:tc:SAML:2.0:bindings:
oasis:names:tc:SAML:2,0:bindings:
oasis:names:tc:SAML:2.0:bindings:
oasis:names:tc:SAML:2.0:bindings:

outboundBindingEnumeration="urn:
urn:
urn:
urn:

<ph:RequestPath>/SAML2/P0ST/SL0</ph:RequestPath>

</ph:ProfileHandler>

<ph:ProfileHandler xsi:type="ph:SAML2SL0O” inboundBinding="urn:oasis:names:tc:SAML:2,
oasis:names:tc:SAML:2,.0:bindings:
roasis:names:tc:SAML:2,.0:bindings:
oasis:names:tc:SAML:2.0:bindings:
roasis:names:tc:SAML:2.0:bindings:
<ph:RequestPath>/SAML2/POST-SimpleSign/SL0O</ph:

outboundBindingEnumeration="urn:

urn

urn:

urn

</ph:ProfileHandler>

<ph:ProfileHandler xsi:type="ph:SAML2SL0O” inboundBinding="urn:oasis:names:tc:SAML:2,
outboundBindingEnumeration="urn:

RequestPath>

oasis:names:tc:SAML:2.0:bindings

<ph:RequestPath>/SAML2/S0AP/SL0</ph:RequestPath>

</ph:ProfileHandler>

0:bindings:HTTP-Redirect”
HTTP-Redirect
HTTP-POST-SimpleSign
HTTP-POST
HTTP-Artifact”>

0:bindings:HTTP-POST”
HTTP-Redirect
HTTP-POST-SimpleSign
HTTP-POST
HTTP-Artifact”>

0:bindings:HTTP-POST-SimpleSign”
HTTP-Redirect
HTTP-POST-SimpleSign

HTTP-POST

HTTP-Artifact”>

0:bindings:SO0AP”

:S0AP”>

<ph:ProfileHandler xsi:type="ph:SAML2SL0” inboundBinding="urn:mace:shibboleth:2.0:profiles:LocallLogout”>

<ph:RequestPath>/Logout</ph:RequestPath)>
{/ph:ProfileHandler>

1 ph: OFBRET 7 AL OMOEBICEDETI LI W, ph: ZLTHIBRLABAWE IS —ICRZIBADVHYET,

SPORE

shibboleth2.xmlMDSessionsEFZM DLogoutBEFRICUTD & 3 IC"SAML2"ARERESNTWEMRENHYET, TIAILMEETTOT, EELTVWARWNE
BIFEMBREITETT, "SAML2"OBAMHEIBRI N TVWBIHEIFEBML T EET L,

<Logout>SAML2 Local</Logout)

ERREICE Y. IdPD XY F—4IZ<SingleLogoutService>HNERINTWBIFAICIEK, O 7Y MLETSPOEY ¥ a v &HIRL, IdPOOS T Y b

R—U~BBLET,
nEv.

5E:

Qg7 Mg

IdPEnableSLO
IdPSAML2LogoutRequestProfileConfig
NativeSPServiceLogout
NativeSPLogoutlnitiator

ZOFE, IdPEIOEy v a v BHlBREIhET, EESINTVWAWGEIE, O—ALOT 7o MIRY, SPOEY > 3 VETEIRS


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158276
https://wiki.shibboleth.net/confluence/display/SHIB2/IdPEnableSLO
https://wiki.shibboleth.net/confluence/display/SHIB2/IdPSAML2LogoutRequestProfileConfig
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPServiceLogout
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPLogoutInitiator

SPKMLTEDL S RS EHES BB 5%

attribute-resolver.xml*¥>attribute-filterxmIFDEEET o> 72H &, SPICFH L TED & S RBMHEAEH I N B HHERT % 729 ICIEShibboleth IAPFED
aaclishdY Y R&FIRTBIENTEET, IdPEI—HtomcatlER TEMES € TWBIBADFBAKIE TEEDOEBY TY,

$ sudo -u tomcat env JAVA HOME=$JAVA HOME /opt/shibboleth-idp/bin/aacli.sh ——configDir /opt/shibboleth-idp/conf --principal="21—1"
H&” --requester="|@ M X H & FEER L /= L\SPDentityID”

aaclisha <> RDE#RIE https://wiki.shibboleth.net/confluence/display/SHIB2/AACLI % TSR & W, T CRE,HBLITLED MSTIL
Ya—T4 VY OEREITBREITL,

IdPODEEEAEEFH D A%

A4 K (GakuNinShibinstall > Home > #1574 K > IdP > IdPzv 5 1 >4 > IdP Key Rollover) ICFIBNSEH I TWET, XY TF—FRBEHDIE
BEEHMFIE (IdP) ESRBLTLEIW,

IdPD b SR MNPV H—ICHERCAIIFAE%ZBAT 2 5%

i1 R (GakuNinShiblnstall > Home > A4 K > 1dP > IdPE YT 14 V¥ > IdPO NS XA M7V h—DWER & VERCATIAEZEDEAN) ICFIEHLEE
HEINTWET, IdPONTR N7 Y H—DRREVERCATIHAZEDNEAN 2S5B LTIV,

SPREEIFER
Embedded DS

REDEHETHRTY 277K
Embedded DS, 757 DRTFEERELRML CRRT ZEBLRUVETH. BEOSAETRRLAVBADOHEEN FRICBEINTET,

DISCOVERY-71 - SRR = BSH... 27F—4 R

SRADIIPEBRTE2E5 10T 255

HIBINDSPT, HHlE L TERHDIAPEBEEDDSORKH Y ICEmbedded DSDIAP Y R MIKRRES B 20D AEEZH L T, HAIE https://meat
wiki.nii.ac.jp T DHEEFE->T, OFA VTR EZICRRINSBIAPD Y R MMZOpenldP7i EDZEMAIAPEEML TWET,

1. discoveryTemplate.html % /etc/shibboleth (CECE L £§, XEABHICEBELTLEIL,

1 B meatwiki'OBA R TEHFDOY —ERZIEEL T EI L, (2577

2. JavascriptT Y 7L — b D4 U O— K HSlavaScriptI o721 #IREH L7 7 1)L % RF¥ 2 XV Mb— METEIZ IE/var/www/html)iZ js
/embedded-wayf_config.js & L CEREL X9,
a. BEICADHE T wayf_URL, wayf_sp_entitylD, wayf_sp_handlerURL, wayf_return_url Z{EE L T EE L,
b. DSD 1) X MZEAL 7=WIdP% wayf_additional_idps ICERE L TL &L, fi:

var wayf additional idps = [

{name:”AdditionalIdP”,

entityID:"https://idp.example.ac. jp/idp/shibboleth”,

SAML1SSOur L:"https://idp. example. ac. jp/idp/profile/Shibboleth/SS0”},
1;

3. /etc/shibboleth/shibboleth2.xm| DZEEZE L X T,
a. BIH D discoveryTemplate.html & &> & 5 IZSessionlnitiatorZEEL £9,

<{SessionInitiator type="Chaining” Location="/DS” isDefault="true” id="DS">
<SessionInitiator type="SAML2” template="bindingTemplate.html”/>
<Sessionlnitiator type="Shibl1”/>
<SessionInitiator type="SAMLDS” URL="https://ds.gakunin.nii.ac. jp/WAYF"/>
+ <{SessionInitiator type="Form” template="discoveryTemplate.html”/>
</SessionInitiator)>

b. JavaScriptfE#hBFD 7= /Shibboleth. sso/LoginTCentral DSANBB T2 L D ICEREL X9, (entityIDDHIER & discoveryURLDIE
)


https://wiki.shibboleth.net/confluence/display/SHIB2/AACLI
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10227010
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10227010
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/IdP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/IdP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19431563
https://nii-auth.atlassian.net/browse/DISCOVERY-71
https://meatwiki.nii.ac.jp
https://meatwiki.nii.ac.jp
https://meatwiki.nii.ac.jp/confluence/download/attachments/10226458/discoveryTemplate.html?version=2&modificationDate=1621392095000&api=v2
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/Embedded+DS

<SS0
discoveryProtocol="SAMLDS” discoveryURL="https://ds.gakunin.nii.ac. jp/WAYF”>

c. embedded-wayf_config.jsdwayf_additional_idpsiCIBIN L 72IdPD X ¥ 57— 4% &R AL O DR EEEBML X, FRIICIAPOITY
FAT4AYT—9%EB LT, /etc/shibboleth/metadata/ ICEEEL THWTL ZE L,

{MetadataProvider type="XML” path="metadata/example idp-metadata.xml”/>

H—/\EEEA&
SAML 1DSP$ £ U'SAML 2 TBack-Channel #{E 3 3SPDIHE

Back-ChannelBFICSPOEIBAZE#FHWT I 54 7> MM T ADN S Z & 548E L T, ExtenedKeyUsagelZclietAuth(TLS Web Client Authentication)
AEHY—/NGEEAE (% L < l[dExtendedKeyUsage BN FIE LA WH—/\EERRE) 2AWVD &2 HEL X T,

$ openssl x509 —in sp-certificate.pem —noout -text | grep -A 1 ’X509v3 Extended Key Usage:’
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication

® clientAuth(TLS Web Client Authentication) & V)
® serverAuth(TLS Web Server Authentication) 4 )

Back-ChannelZ AW TEEETAD & EICTROMAZEEAVLHBEICIESPO IS4 7Y MRANZHR/IFTONTICIAPTI S — & T2RELHD LD
<9,

$ openssl x509 -in sp-certificate.pem -noout -text | grep -A 1 ’X509v3 Extended Key Usage:’
X509v3 Extended Key Usage:
TLS Web Server Authentication

® clientAuth(TLS Web Client Authentication) 7 L
® serverAuth(TLS Web Server Authentication) & Y

Jaobkan
DS%E A I mElICHEDIIPICER T 4%

SP3%Fix

ApacheDERE T require shib-session £ L < | require valid-user ZEL. ZOAVFUVILT IV EZALEBERTDSAVS AL 7 hENE, &V
SDONERICEIZEEO7O—DNERWVWETH, ApacheDBREICUTEEBMT NI MDA ENREFE TIIDSERATTICIEE LIPICER) 1L
JbhLEY,

ShibRequestSetting entitylD https://idp.example.ac.jp/idp/shibboleth
ZOfts, LTFOELIRURLICT VRS EZ & T, BELAIPTRA S H/RICIBE L/ZURLICBR IS Z &M AEETT,

https://sp.example.ac.jp/Shibboleth.sso/DS?entitylD=https%3A%2F%2Fidp.example.ac.jp %2Fidp %
2Fshibboleth&target=https%3A%2F%2Fsp.example.ac.jp%2Fsecure % 2F

entityIlD= DEHT (YT A—REINTVWTHNWICKWTTA) . VFM L7 hIEWIdPDentitylDEIEEL T,
target= (Cid, FREERZHIRICU AL 7 T B%EDSPLEDURLEIEELE T,

(D #%EODOURLBD"/DS"DERS &, shibboleth2.xmlT<Sessionlnitiator>EF# %81 L TWAWEEIE"/Login"& AW £3,

(D BEOURLIKT 7 ERFT2E, SPEY Y a VAT CIREETZNEINMCELOFTIAPISERB LES, IdPICTE Y Y a VAEET 3BT
DEESPICRY £9, REMINEIISPOE Y v avidtEEIhE T,



BE. TM1 P R2ETHEEDIIPOAIRRET ZHE. FIAIEERAY—ERDLIAEDIIDOVTIE, FTRERA—VESEICUKIIPOHIEEET DL ICE

ELTLEZTW,
5> FRYRTLELTHEREYTZIFBADHRE B LR X9 T— 9 FORKEDIIPOAHFAEEFATT 5 HE

F=FoVE1 Loy ERY S ZBMBORL

Shibboleth SPE T 7 # )L hDFRECTHALLBEKI—YEEBOARBY A MCUFAILINTEIEHTERZF—TVVFML U5 LTHEET DM
BEHHY EF, Shibboleth SP2.42H05) 41 L Y NOBBEARLT 24 T a v RBIhTUWET,

redirectLimit4 7°> 3 VICIZWLK DAEEAH YV ET DT, BH A4 NTEICHEYARA TS a vAEBIRL T XV, FiRICRKRM A /etc/shibboleth
/shibboleth2.xm| DR EFI(iIfER) 2B FE T,

® 'exact'EIRETDIETY T ALY MEDRRAMEPR— I RENYSA LI FTDSPERRIC—HIT 2L DL IFICHIRT 22 &L TRETYT,

@@ -50,7 +50,8 @@
security of your site. Stealing sessions via cookie theft is much easier with this disabled.
-—>
{Sessions lifetime="28800" timeout="3600" relayState="ss:mem”

- checkAddress="false” handlerSSL="false” cookieProps="http”>

+ checkAddress="false” handlerSSL="false” cookieProps="http”

+ redirectLimit="exact”)

<I--
Configures SSO for a default IdP. To allow for >1 IdP, remove

® 'exacttallow'#IEET B I ETHRTIA NYRMERAWEY AL I NEDFIRNATRETT ., BHODHKR hEZ TVirtual HostiRE AT/ > TW 315
BICHIBT 3N EESNET,

@@ -50,7 +50,8 @@
security of your site. Stealing sessions via cookie theft is much easier with this disabled.
-
<Sessions Llifetime="28800" timeout="3600" relayState="ss:mem”
checkAddress="false” handlerSSL="false” cookieProps="http”>
checkAddress="false” handlerSSL="false” cookieProps="http”
redirectLimit="exact+allow” redirectAllow="https://servicel.example.ac. jp/ https://service2.example.ac. jp

N

<I--
Configures SSO for a default IdP. To allow for >1 IdP, remove

ZDREEZFTWAERURLICER L LD E LAEBEIRUTOIS—ERYET,

ol

opensaml::SecurityPolicyException at (https://sp.example.ac. jp/Shibboleth. sso/SAML2/POST)

Blocked unacceptable redirect location.
Shibboleth SP 3.4 18 LU ZNUBETIEF = v /b IN, TI72NL MOEZEDHBESEBHFICOJICEENBHEINDLIICRYELE, UTDLD
ROVHREFINTVBBEIEINICKELETOT, EEOLIICHREERBELTLEIL,

2023-01-19 14:07:39 WARN Shibboleth.Application : redirectLimit not set, system will operate as an open redirector if not corrected

Shibboleth SP 2.5.0h 5 D& HEE

Web7 74— aryoas 7o b 7AO—~A®DShibbolethd 27 MLIEDHEA

Shibboleth SP 2.5& ¥ requireLogoutWith AEEE N E L7, requireLogoutWith TIFIEE & N7=URLGEH IZShibbolethd O 479 NURLEEE)ICE
BLEZOBIC, TOR—VDRED &V ANEBNABEIMICITRADNET,

ShibbolethzREEICA > TWB /R R (BIAE /secure ) DHFICWeb7 Py —vavpAs 7o MUBOR—SERELEY, O 77 MUEBR—JIZRIC /
secure/logout & L XY,

® ApacheDERE


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158282

$ cat /etc/httpd/conf.d/shib. conf

(...B&...)

<Location /secure>
AuthType shibboleth
ShibCompatWith24 On
ShibRequestSetting requireSession 1
require shib-session

</Location)

Web7 7Y r—oa>ond 7o NMLIB~R— /secure/logout I3 L TRDApache DERE%ENNT % & requireLogoutWith (CIEE SN TS /Shibbol
eth. sso/Logout IZTShibboletht v & 3~ DIEZEE /secure/logout IC&K BWeb7 U r—2avnas 7y NUBA—EDEIEE L TITRDNhET,

<Location /secure/logout>

require shibboleth

ShibRequestSetting requireSession false

ShibRequestSetting requireLogoutWith ”/Shibboleth. sso/Logout”
</Location>

requireLogoutWith (ZBS9 % 5L https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPContentSettings & TS 72X L\,

Z 9" Shibboleth SP@O A4 7 b (/Shibboleth.sso/Logout) 1T\, T TWeb7 7TV —> 3 D057 ML (/secure/logout) NEIT X
nExd, DFY /secure/logout TOMIE(FShibboleth®BHICHKFE LAWK D ICTEFRLLEIV, BRARFHICAMETOURLOEBRIZLLTOD &
IICHRYET,

[16:29:57.120] GET https://sp.example. ac. jp/secure/logout [HTTP/1.1 302 Found 16ms]

[16:29:57.326] GET https://sp.example. ac. jp/Shibboleth. sso/Logout?return=https%3A%2F%2Fsp. examp le. ac. jp%2Fsecure%2F Logout%
3Fshiblogoutdone%3D1 [HTTP/1.1 302 Found 17ms]

[16:29:57.328] GET https://sp.example. ac. jp/secure/logout?shiblogoutdone=1 [HTTP/1.1 200 OK 57ms]

1 SP25.0TI& /secure/logout DURLICEHR/NRS X =9 5 X 15RICE L CABEShAVWHEIERIATVWET, AIAEOI 7Y hR—
IANDIRT A=Y %5 Z B1-8IZ /secure/logout?param=aaa & W > 72URLICT 7 £ R L/<I5E(C param=aaa DE A A [&] TREUILNT, &
REQICY) 414 L2 N & BURLA /secure/logout?param=aaashiblogoutdone=1 & 72V ¥, (param=aaa %5 A 72\\\5A L /secure/ logout?
shiblogoutdone=1 & 724 £9),

ZDRREIE SP2.5.1 TEBESNTWETDT, SP2L 1O IHAEZBTIHWZLET, https://issues.shibboleth.net/jira/browse
/SSPCPP-518

Attribute Checker Handler

Shibboleth SP 2.5 & V) Attribute Checker Handlerd"s=E S 1L L7z, B L < Shibboleth SP 2.5H 5 D#EE T #H S sessionHookE B ETHEAT R Z &
T, AP SMHERBEMNMNESNTWENFIVvITBIENTEELT, ApplicationDefaultsDE M & L TsessionHook%#ERE L. SessionsDREIC
Attribute Checker Handler& B89 % Z & TZ DOHEEAFIATE X,

NativeSPHandler® =R — I (Z{iLy, SPTeduPersonPrincipalName & displayName DB & B & T 25D ERNREZHEHIRLET,

® ApplicationDefaultsiCsessionHook D% E % B AN (3£ 38)

<ApplicationDefaults id="default” policyld="default”
entityID="https://sp.example.ac. jp/shibboleth-sp”
REMOTE USER="eppn persistent-id targeted-id”
- signing="false” encryption="false”>
+ signing="false” encryption="false” sessionHook="/Shibboleth.sso/AttrChecker”>

® SessionsD KR ICAttribute Checker Handler & Bi0(FI B AR ICEHE TEIR)
© eduPersonPrincipalName & displayName D@14 % 78 & 9 % (ANDSAF)


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPContentSettings
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPHandler#NativeSPHandler-AttributeCheckerHandlerVersion25andAbove
https://issues.shibboleth.net/jira/browse/SSPCPP-518
https://issues.shibboleth.net/jira/browse/SSPCPP-518

<Sessions>

(...B&%...)

<!-- Checks for required attribute(s) before login completes. -->
<Handler type="AttributeChecker” Location="/AttrChecker” template="attrChecker.html”
attributes="eppn displayName” flushSession="true”/>

<Sessionlnitiator ...

(...B&...)
</Sessions>

HELKIEUATOEEATEH

<Sessions>

(...B&...)

<{1-- Checks for required attribute(s) before login completes. ——>
<Handler type="AttributeChecker” Location="/AttrChecker” template="attrChecker.html”
flushSession="true”>
<AND>
<Rule require="eppn”/>
<{Rule require="displayName”/>
</AND>
</Handler>

<Sessionlnitiator ...

(...B%...)
</Sessions>

© eduPersonPrincipalName & displayName® &5 50— A DEM % B & T 5155 (OREH)

<{Sessions>

(...B&%...)

<Handler type="AttributeChecker” Location="/AttrChecker” template="attrChecker.html”
flushSession="true”>
<OR>
<Rule require="eppn”/>
<Rule require="displayName”/>
</0R>
</Handler>

<SessionInitiator ...
(...B&...)
{/Sessions)

F v IRD eppn ® displayName & W\ o> 7=EIE4IE /etc/shibboleth/attribute-map. xml TEZRINTWBERHRBICR > TRRTIHVELIHY ET,
Z DI template="attrChecker. html” MERSIC template="/var/www/html/Error.html” O LD ICO—AND T 7 A4 I AIEET B Z & T, Attribute
Checkerll & > TRREINZ IS —R—VELETEHIEELARETT,

FI7AIMDIZ—EEIFLLTD & S IZ"We're sorry, but you cannot access this service at this time."CIRE 2 REDNXEE R >THEW EFT, RKEDY
v U IE<Errors>EFRDhelpLocationBENRMINE T O TIAPEEERAITOEETREBMEEHRBPLAR—VEBRELTHELVTLE D,

We're sorry, but you cannot access this service at this time.

This service requires information about you that your identity provider did not release. To gain access to this service,
your identity provider must release the required information.

You were trying to access the following URL:
https://meatwiki.nii.ac.jp/cenfluence/login.action?logout=true

For more information about this service, including what user information is required for access, please visit our
information page.

Attribute Checker HandleriZ B89 % 5£#ll(E https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPHandler#NativeSPHandler-
AttributeCheckerHandlerVersion25andAbove % TS B 72X,

2w


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPHandler#NativeSPHandler-AttributeCheckerHandlerVersion25andAbove
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPHandler#NativeSPHandler-AttributeCheckerHandlerVersion25andAbove

SSL7 V€5 L—9 ROCHEKICEET 28E WK

Shibboleth SPORIERICSSLT 75 L —4% %#3R$1HA. Shibboleth SPABEEL TWEH—RDHRRAMZEANSRIZHRRA NEDER>TWEY, #
BEZITBR—F - AXF—LHTTP/HTTPS) A EAR>TWW T B2 & THREBICADIGEANHYET,
FRERIBMLOLUTA SR E DXL v RESE(ICApached & U'Shibboleth SPOFRE %A ZHEER 123 W,

® [upki-fed:00386] IdP & DSPHEMHEEIRD TS —ICDWT

O https://www.gakunin.jp/ml-archives/upki-fed/thrd8.html
® [upki-fed:276]SSLT7 75 L —4&iE

O https://www.gakunin.jp/ml-archives/upki-fed/thrd6.html

E 5725 15%KRIE. ShibbolethFAFETARM L TWB TFRER—Y (HFE) 2ITSRCET W,

® Deploy the Service Provider behind a Reverse Web Proxy
https://wiki.shibboleth.net/confluence/display/SHIB2/SPReverseProxy
XSSL7 J 5 L —#IL"SSL offloading" ¢ RSN TWET, SSL7 /I L—FYBEEICRTIHRELRRINTVETH, JmARIELTLES
W,

RHERLNS, V—RIPPRLANSSL7 7S L —YDEDICEAEINS Z &IC& 2T, shibboleth2.xmlDE&E T checkAddress="true” & L TW3 &
RENRETZERBDONETOTIT IR EL, £/, consistentAddress="true” |[3ERRFT 2EE%Z LA\ (FliZconsistentTH B EHIESI N, £
avhgmIhiawn) EBhbhEd,

G) checkAddress/consistentAddress ICDWT, LA RDApacheiffETAY P FHI DY —RIP7 RLZAASRBTEZAREMELIHYEFT, <hihd
EEICEEFOMRBEITV. £LTTIHDHD X-Forwarded-For Ay FHSPICEIELARWZ & (BAYTELTERWI L) 2THRAOLEIME
AW,

ShibRequestSetting REMOTE ADDR X-Forwarded-For

/Shibboleth.sso/ D3k L

Shibboleth SP% A4~ X h—JL L7t 4 b (virtual host TIEREDH A &R > TLRFEIED R EEZDIED1D) THE. /Shibboleth.sso/LL T %
mod_shibEY a—ILHBNY RY YV TTIRELNHYET, FIZIE IdPHSREEINALTH—2a VI D/RARICH BURL (BHFMIICIE /Shibboleth.
sso/SAML2/POST &) TR IT X,

BEOWeb7 7Y r—2a v THA MRFEERBEDEV 2 —LELLENY RTELKIERIYTRNTNAY RY VY TT 2L ICh>TVWERHEIEF. UTF
DELLNDHETHRL TLEET W,

1) /Shibboleth.sso/ L T % k&4
RAREDSEEIWeb 7 TV r—> a v OBRICK W ERY £T, HIZIE Y1 b2EETomcatFICTOF Y L TWBIHEEIK. TOFVEREDRICUT
DEIBRTEBMLTHRALTLEI Y,

ProxyPass /Shibboleth. sso ! < ZDfT%EBM
ProxyPass / ajp://localhost:8009/

2) /Shibboleth.sso/IC LTy RS LB EHRE
/Shibboleth.sso/MA F&mod_shibEY 2—ILTNY RY VI FTBEIICUTORYBARMICEREEL TLEZT W,

<Location /Shibboleth. sso>
SetHandler shib
</Location>

5E:
® Making URLs Used by mod_shib Get Properly Routed

® SetHandler 74 L2747
® ProxyPass 74 L o547

A9 TF—IhOREDIIPOHFIAEFA T2 HE


https://www.gakunin.jp/ml-archives/upki-fed/thrd8.html
https://www.gakunin.jp/ml-archives/upki-fed/thrd6.html
https://wiki.shibboleth.net/confluence/display/SHIB2/SPReverseProxy
https://wiki.shibboleth.net/confluence/display/SHIB2/SPReverseProxy
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPApacheConfig#NativeSPApacheConfig-MakingURLsUsedbymod_shibGetProperlyRouted
http://httpd.apache.org/docs/2.2/ja/mod/core.html#sethandler
http://httpd.apache.org/docs/2.2/ja/mod/mod_proxy.html#proxypass

TITL—avAd9T—9DLIIERDIAPHERMINTVWEA YT =I5, BFEDIIPOHAEEEL, thDIdPASDFRAAETT I2HELNH S5
&121F, Include MetadataFilter »FIETE 9, HIZIE, BE7zTL—YavICBMLTWAIAPEZRICEEL/O—HILSPTEE (FMiH4 R
>SSP>SPEY T AV >BERVRATLELTHEETZHEDRE) §HEZICUTOLIICERTEET, T3F52&T. O—HISPLEICIAPX %
F—YERBBTIVEN DL, IAPAYTF— I BHBFICO—NILSPRIOEHREEAEBRTEDEVWSIFEI’HYET,

A—ALSPTERI7IFL—YavIlBMLTWAIAPE EE T 2IFADREFNEUTICEEHLET,

{MetadataProvider type="XML” validate="true”
url="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”
backingFilePath="federation-metadata.xml” maxRefreshDelay="7200">

{MetadataFilter type="RequireValidUntil” maxValidityInterval="1296000"/>
{MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017.cer” verifyBackup="false”/>
{MetadataFilter type="Include”)>

<Include>(...IdP®MentityID...)</Include>

= IncludeDfT&IEP T I & T, EET BIAPEEL ST I ENTEEY
<{/MetadataFilter>

<{/MetadataProvider>

SPOEIEAREHM DI &

i 4 K (GakuNinShiblnstall > Home > i 4 K > SP > SPt v 5 1 >4 > SP Key Rollover) ICFIBASEHINTWE T, X ¥ T — ¥ CH DA
EZEMFIE (SP) EBRLTLEI,

SPOMSRA NP A—ICHERCAIIAEZEAT BHE

A4 K (GakuNinShibinstall > Home > i1 K >SP>SPEvF 4V J >SPO NS A NT Y H—DHEREVERCATIHEDEAN) ICFIEHIE
BIhTWEST, SPONSZA MY H—OHRENERCASIHAEZOEA #BBLTLEI L,

REZXEH,N CERBEEEZINEST 55%

BEEEHN SEEXBUEEZIRFT 2 &N TE 20D ApacheDHERY £, HOWeb — N TRERANY I EN L TEBMEEEZRGT 2HENHY £
ER

BIEMEIL. phpinfo() (BB :IdP& DSPEHRAERR) PRAMAS K > Bl OR—YTREALTW2 BERZRAPHPTOI S A 2AWVWTHRT 2 ENT
B

Apache N ORECRMEELZDET 2 HE

@ Shibboleth SP/N—< 3 >3 TS 7TUAEEIFICH LWAECERMELZERB T2 &N TEET, UTORRIEFHVWEDTT,

BHRDEY . ApacheAHDWebH — N TIEBRAY ST EN L TEBMEEZRET I &ICRY ET,

ZDH, BMfiAM4 K> B OR—IJTRARLTWS BUHEREZEAPHPT O/ S 4 AZ0FXAATEAWVGELHY T, Ihix BUEEZEAPHPT O
T L BEMAA RTRTEY CentOS + Apache DIREZHAFAT 2 Z L 2R1IRE LTEShTWSH T, BUHEIZEEAPHPI O/ 54 58BT3
7=HICIFEREE (OS. Webt—/3, SPOY I hI T - N—=Taviy) ICEDETWELELKMBENGHZ-HTT,

ISHFEAVWTEMEEZRET 21581&. phpinfo() (B :IdPE DOSPHEHGHESE) RETHLINULDHERGEMIBEL TN,

ZEATRM L TW B attribute-mapxml (BB : 7> 7L — k) #HWT. Apache TEETE 2BREBLZHEZ LIISEPHPTIEB TE 3 EREZONBREUT
ICRLET (2013F12BYUBOBRTH D 7-DF AT ZISD/N—T 3 VPASP.NET, PHPO/NN—Y 3 U TERZ I EDHY ET)

attribute-map.xml® ApacheDig & IISEPHP DA BE. ¥RHIEHET MR
<Attribute>ERDidDfE (ZRideRA—)
Shib-Identity-Provider A HTTP_SHIBIDENTITYPROVIDER | -
eppn eppn HTTP_EPPN eduPersonPrincipalName

persistent-id

persistent-id

HTTP_PERSISTENTID

eduPersonTargetedID

o o HTTP_O organizationName

jao jao HTTP_JAO jaOrganizationName

ou ou HTTP_OU organizationalUnitName
jaou jaou HTTP_JAOU jaOrganizationalUnitName

unscoped-affiliation

unscoped-affiliation

HTTP_UNSCOPEDAFFILIATION

eduPersonAffiliation


https://shibboleth.atlassian.net/wiki/spaces/SP3/pages/2063696201/IncludeMetadataFilter
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158282
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19431537
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158272
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=13502421
https://meatwiki.nii.ac.jp/confluence/download/attachments/13502421/index.zip?version=3&modificationDate=1390890378000&api=v2
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=13502421
https://meatwiki.nii.ac.jp/confluence/download/attachments/13502421/index.zip?version=3&modificationDate=1390890378000&api=v2
https://meatwiki.nii.ac.jp/confluence/download/attachments/13502421/index.zip?version=3&modificationDate=1390890378000&api=v2
https://meatwiki.nii.ac.jp/confluence/download/attachments/13502421/index.zip?version=3&modificationDate=1390890378000&api=v2
https://meatwiki.nii.ac.jp/confluence/download/attachments/13502421/index.zip?version=3&modificationDate=1390890378000&api=v2
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158272
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158175

affiliation affiliation HTTP_AFFILIATION eduPersonScopedAffiliation

entitlement entitlement HTTP_ENTITLEMENT eduPersonEntitlement
mail mail HTTP_MAIL mail

givenName givenName HTTP_GIVENNAME givenName
jaGivenName jaGivenName HTTP_JAGIVENNAME jaGivenName

sn sn HTTP_SN surname

jasn jasn HTTP_JASN jaSurname
displayName displayName HTTP_DISPLAYNAME displayName
jaDisplayName jaDisplayName HTTP_JADISPLAYNAME jaDisplayName

@ %2 : https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPAttributeAccess

LFER—YOEKREIC, PHPUAD IOV S IV /SR TEMELZRET 2BXOEHIHY FTDTSEIC L TL LIV, (Java, Cold Fusion,
ASP, ASP.NET)

RubylCDW T TFER—YDY VI HESEICLTLEIL,
GakuNinShiblnstal:Web7 7)) 5 —> 3 v DY R L X1k

DSEIE &R
PHP

CentOS SEZE#EDphp/Sy o — T & AW 5E 12 /WAYF/IDProviders.jsonlic 7 7 £ 2§35 & T 5—

CentOS S1ZE#Dphp/Sy 7 —J1FPHP 5. 1% T#H % 7=8. GakuNinDSD https://ds.example.ac.jp/WAYF/IDProviders.json IC7 7 ZA$ % & FicdDT
S—hHEAIhET,

Fatal error: Call to undefined function json encode() in /var/www/html/GakuNinDS/WAYF on Lline 668

Z DI Z—IEPHP 5.11ZF%json_encode() A FEE LB WEBHICHAZIN B EDTY, json_encode()lEPHP 5.2 THR— I TWET DT,
CentOS 5D /IRy r—I & LTRESNTWSphps3/8y 5 —J(PHP 5.3) WS Z & TR LE T,

PHP 5.3 TDTimezonellFd 5T 5 —

CentOS 5D php53/8y 47— $Cent0S 6Mphp/Sy or—I 7 ¥, PHP 53 AFERA L TWA Y Y TGakuNinDSZEIN T & F(ZiE, httpddD TS5 —0O
TICTFROEENHAINB /DY £,

[Fri Mar 09 15:26:17 2012] [error] [client xxx.xxx.xxx.xxx] PHP Warning: date(): It is not safe to rely on the system's timezone
settings. You are required to use the date.timezone setting or the date_default_timezone_set() function. In case you used any
of those methods and you are still getting this warning, you most likely misspelled the timezone identifier. We selected 'Asia
/Tokyo' for JST/9.0/no DST" instead in /var/www/html/GakuNinDS/functions.php on line 484, referer: https://sp.exapmle.
com/

LEROEENAHAINTWVWTHGakuNinDSOEEICIERIREDH W) FHAD,. FEED L D IZ/etc/php.inilc Tdate.timezone# E&H T 5 Z & T DEESITHA
INBLLRYET,

——- php. ini 2012/06/18 08:12:14 1.1
+++ php. ini 2012/06/18 08:19:26
@@ -943,7 +943,7 @@

[Date]

; Defines the default timezone used by the date functions

; http://www. php. net/manual/en/datetime. configuration. phpffini.date. timezone
-;date. timezone =

+date. timezone = "Asia/Tokyo”

; http://www. php. net/manual/en/datetime. configuration. phpffini.date.default-latitude
;date.default_latitude = 31,7667


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPAttributeAccess
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158191
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