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1. BRE 7 7 1 LDEITIC commons-configurationZ 4 75 1) #RA L TW5 78, FiBURLEL Y commons-configuration-1.X-bin.zip (B R
DEFHRIE1.10) ZAFL T, BELRIART 7 1 )L commons-configuration-1.X.jar % /opt/shibboleth-idp/lib/ & & O
S{CATALINA_HOME}/webapps/idp/WEB-INF/lib/ ICBCE 9 %,
http://commons.apache.org/configuration/

2. SampleFilterPerSP.java & QY /X( L %,

$ for jar in /opt/shibboleth-idp/lib/serviet-api-*. jar ¥
/opt/shibboleth-idp/lib/opensaml-*, jar ¥
/opt/shibboleth-idp/lib/openws—%. jar ¥
/opt/shibboleth-idp/Llib/shibboleth-common-%. jar ¥
/opt/shibboleth-idp/lib/shibboleth-identityprovider—*, jar ¥
/opt/shibboleth-idp/Llib/commons-collections—*. jar ¥
/opt/shibboleth-idp/Llib/commons-lang-*. jar ¥
/opt/shibboleth-idp/lib/commons—configuration—*. jar

> do

> export CLASSPATH=${CLASSPATH:+${CLASSPATH}:}$jar

> done

$ javac -encoding shift jis -Xlint:unchecked SampleFilterPerSP. java

3. av /A )b I 7z SampleFilterPerSP.class% S{CATALINA_HOME}/webapps/idp/WEB-INF/classes/ LLFICECE Y 2.
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$ mkdir -p ${CATALINA HOME}/webapps/idp/WEB-INF/classes/plugin/idp
$ cp -p SampleFilterPerSP.class ${CATALINA HOME}/webapps/idp/WEB-INF/classes/plugin/idp/
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1. ${CATALINA_HOME]}/webapps/idp/WEB-INF/web.xml IC F52%B5E Y %, /3T X —% % Config DIEIZEIRY 5 FPSP DIRET 7 1 LD/
&5,

<1-- SampleFilterPerSP -->
<filter>
<filter-name>SampleFilterPerSP</filter-name>
<filter-classd>plugin. idp. SampleFilterPerSP<{/filter-class>
<init-param)>
<param-name>Conf ig</param-name>
<param-value>
/opt/shibboleth-idp/conf/SampleFilterPerSP allow. xml
</param-value>
</init-param>
</filter>

<filter-mapping>
<filter-name>SampleFilterPerSP</filter-name>
<url-pattern)/profile/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>FORWARD</dispatcher>
</filter-mapping>

X 9 TIC uApprove.jp B Y A R —JILENTWBIAPIZA Y R b—ILF B35E&1E. uApprove.jp O filter & & T filter-mapping & U & EICHEA L
TLESWY,

2. LEB1D/5 X —4 4% Config TERE L7 7 1)L (SampleFilterPerSP_allow.xml) % /opt/shibboleth-idp/conf/ ICERE Y %,

3. Shibbolet IdP=BREY 3,

#f /sbin/service tomcat6 restart

SampleFilterPerSP.java

TERERBDI7 7489 0—RT2 (VI ETHEI Yy I LTI VIEEZERELTLREIW)

Copyright (c) 2011, National Institute of Informatics

Licensed under the Apache License, Version 2.0 (the "License”);
you may not use this file except in compliance with the License
You may obtain a copy of the License at

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an ”AS IS” BASIS
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

*
*
£
*
*
*
* http://www. apache. org/licenses/LICENSE-2, 0
£
*
*
*
*
* limitations under the License


https://meatwiki.nii.ac.jp/confluence/download/attachments/12158554/SampleFilterPerSP.java?version=2&modificationDate=1445854045000&api=v2

*/

package plugin. idp;
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java.io.File;

java. io.FilelnputStream;

java. io.FileNotFoundException;
java. io. IOException;
java.util.Collection;
java.util.HashMap;
java.util,HashSet;

java.util. Iterator;
java.util.Map;

java.util. Set;

org. apache. commons. configuration. Configuration;
org. apache. commons. configuration, ConfigurationException;
org. apache. commons. configuration. XMLConfiguration;

edu, internet2. middleware. shibboleth, common. attribute. AttributeRequestException;

edu, internet2. middleware. shibboleth. common. attribute. BaseAttribute;

edu, internet2. middleware. shibboleth, common. attribute. provider. SAML2AttributeAuthority;

edu, internet2. middleware. shibboleth, common. profile. AbstractErrorHandler;

edu. internet2. middleware. shibboleth. common. profile. provider. BaseSAMLProfi leRequestContext;

edu, internet2. middleware. shibboleth, common. relyingparty.RelyingPartyConfiguration;

edu. internet2.middleware, shibboleth, common. relyingparty.provider. SAMLMDRe lyingPartyConfigurationManager;
edu. internet2. middleware. shibboleth, idp. authn. AuthenticationException;

edu, internet2. middleware. shibboleth, idp. authn. LoginContext;

edu. internet2. middleware. shibboleth. idp.util.HttpServletHelper;

javax. servlet.Filter;
javax.servlet.FilterChain;

javax. servlet.FilterConfig;

javax. servlet.ServletContext;

javax. servlet.ServletException;
javax.servlet.ServletRequest;

javax. servlet.ServletResponse;
javax.servlet.http.HttpServletRequest;

org. opensaml, saml2. metadata, provider. MetadataProvider;
org.opensaml, saml2. metadata, provider.MetadataProviderException;

public class SampleFilterPerSP implements Filter {
/%% web. xmlD/ISS A —H F— %/
private static String CONFIGFILES = "Config”;
/*% ServletContext */
private ServletContext m servletContext = null;
/*x SPEMDDattribute” 1 LY DIE */
private Map<String, Map> allow config;
/**% BIEDContext  */
private SAML2AttributeAuthority m saml2AttrAuth;
/%% RelyingParty®Context */
private SAMLMDRelyingPartyConfigurationManager m samlRelyingPartyConfMan;

@0verride
public void destroy() {

}

// TOD0 BEERINEAV Y K- 24T

@0verride
public void doFilter(

ServletRequest servletRequest, ServletResponse servletResponse,
FilterChain filterChain) throws IOException, ServletException {
HttpServletRequest httpServletRequest = (HttpServletRequest) servletRequest;

/] 714G EERRNMGEILRD T 1 LI~

if (allow config. isEmpty()) {
filterChain.doFilter(servletRequest, servletResponse);
return;

}

// Shibboleth @O Y 1 ViR
// see also: https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAuthUserPass
LoginContext loginCtx = HttpServletHelper.getLoginContext (
HttpServletHelper.getStorageService(m servletContext), m servletContext, httpServletRequest);



https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAuthUserPass

if (loginCtx == null) {
/) FREOATAY LTWAWERIERO T A VREA
filterChain.doFilter(servletRequest, servletResponse);
return;

}

// BT A VERHE

AuthenticationException authenticationFailure = loginCtx.getAuthenticationFailure();

if (authenticationFailure != null) {
filterChain.doFilter(servletRequest, servletResponse);
return;

}

// BTAYA—HESPOIYFT 1T 11D

String spEntityId = loginCtx.getRelyingPartyId();

String userName = loginCtx.getPrincipalName();

// BHERY 7 TR NBAOER
BaseSAMLProfi leRequestContext requestCtx = new BaseSAMLProfileRequestContext();
// SPICXtIid BRelyingParty
RelyingPartyConfiguration relyingPartyConfiguration =
m samlRelyingPartyConfMan. getRelyingPartyConfiguration(spEntityId);
/] X8 TF—4 FTONA FTIER

MetadataProvider metadataProvider = m samlRelyingPartyConfMan. getMetadataProvider();

// TdPODTVF 45 141D
String idpEntityld = relyingPartyConfiguration.getProviderId();

// VIR MERERE
try {
requestCtx. setRelyingPartyConfiguration(relyingPartyConfiguration);
requestCtx. setInboundMessagelssuer (spEntityld);
requestCtx. setOutboundMessagelssuer (idpEntityld);
requestCtx. setPrincipalName(userName);
requestCtx. setLocalEntityId(idpEntityId);
requestCtx. setPeerEntityId(spEntityId);
requestCtx. setLocalEntityMetadata(metadataProvider.getEntityDescriptor(idpEntityId));
requestCtx. setPeerEntityMetadata(metadataProvider. getEntityDescriptor(spEntityId));
requestCtx. setMetadataProvider (metadataProvider);
} catch (MetadataProviderException e) {
e.printStackTrace();
filterChain.doFilter(servletRequest, servletResponse);
return;

}

// BHEEIRE
Map<String, BaseAttribute> attributes = null;
try {
attributes = m_saml2AttrAuth, getAttributes(requestCtx);
} catch (AttributeRequestException e) {
e.printStackTrace();
}
if (attributes == null) {
filterChain.doFilter(servletRequest, servletResponse);
return;
}
// AV T 4 TDERE & B
System. out. println(”SampleFilterPerSP spEntityld = ” + spEntityld);
if (allow config.containsKey(spEntityId)) {
Map filterpersp = allow config.get(spEntityld);
for (BaseAttribute baseattrval : attributes.values()) {
if (filterpersp.containsKey(baseattrval.getId())) {
Set val = (Set)filterpersp.get(baseattrval.getId());
for (Object obj: baseattrval.getValues()) {
if (obj I= null & lobj. toString(). trim().equals(””)) {
String attrval = obj.toString();
if (val.contains(attrval)) {
// for debug
System. out. println(”SampleFilterPerSP checked ” + baseattrval.getId() +
filterChain,doFilter(servletRequest, servletResponse);
return;

n_n

+ attrval);

}
}
// for debug
System. out.println(”SampleFilterPerSP don’ t match any attributes.”);



for (BaseAttribute baseattrval : attributes.values()) {
for (Object obj: baseattrval.getValues()) {
if (obj != null & lobj.toString().trim().equals(””)) {
String attrval = obj.toString();
System. out. println(”SampleFilterPerSP 7 + baseattrval.getId() + ”=" + attrval);

}
}
}
doError(servletRequest, servletResponse, spEntityld, userName);
return;
}
filterChain.doFilter(servletRequest, servletResponse);
}
/%%

* TZ5—DHELTS—HNEART
* @param servletResponse
% @param spEntityId
* @param userName
* @throws IOException
*/
private void doError(ServletRequest servletRequest, ServletResponse servletResponse,
String spEntityld, String userName) throws IOException, ServletException {
final String PAGE ERROR = ”/error. jsp”;
final String errmsg = "Deny you(” + userName + ”) login to Service Provider

”

+ spEntityld;

/[l TS—AYvE—YDRRBE
Throwable error = new Exception(errmsg);

servletRequest. setAttribute(AbstractErrorHandler. ERROR KEY, error);
m servletContext. getRequestDispatcher (PAGE ERROR). forward(servletRequest, servletResponse);

}

@0verride

public void init(FilterConfig filterConfig) throws ServletException {
// web.xmldIAY T 4 TR E
m servletContext = filterConfig.getServletContext();
allow config = new HashMap<String, Map>();

String configfilename = filterConfig.getInitParameter (CONFIGFILES);
if (configfilename I= null) {
File conffile = new File(configfilename);
if (conffile.exists()) {
/] T 7AIDRIERE
try {
XMLConfiguration xml config = new XMLConfiguration(conffile);

for (int i = 0; i < xml config.getList(”EntityDescriptor[@entityID]”).size(); i++) {
String spEntityId = xml config.getString(”EntityDescriptor(”+i+”)[@entityID]”);

if (allow config.containsKey(spEntityId) == true) {
System. out.println(”SampleFilterPerSP WARNING: ignore duplicated ” + spEntityId
+ ” because it is already configured”);
continue;

}

Map<String, Set> submap = new HashMap<String, Set>();
String[] attributeID = xml config.getStringArray(”EntityDescriptor(”+i+”).Attribute[@attributeID]”);
String[] attribute = xml config.getStringArray("EntityDescriptor(”+i+”).Attribute”);
for (int j = 0; j < attributeID. length; j++) {
if (submap.containsKey(attributeID[j]) == false) {
submap. put (attributeID[j], new HashSet<String>());
}
submap. get (attributeID[j]).add(attribute[j]);
}
allow config.put(spEntityId, submap);
}
} catch (ConfigurationException e) {
throw new ServletException(e);
}
}

System. out. println(”SampleFilterPerSP config-key-value:”);
for(Map. Entry<String, Map> e : allow config.entrySet()) {



System. out. println(”SampleFilterPerSP
+ e.getkey() + 7 : 7 + e.getValue());

}

// BB LEBHER
m saml2AttrAuth =
(SAML2AttributeAuthority) filterConfig.getServletContext().getAttribute(”shibboleth. SAML2AttributeAuthority”);
// relying-party D1E%R
m samlRelyingPartyConfMan =
(SAMLMDRe Ly ingPartyConfigurationManager) filterConfig.getServletContext().getAttribute(
”shibboleth. RelyingPartyConfigurationManager”);

SampleFilterPerSP_allow.xml
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<?xml version="1,0" encoding="UTF-8" 7>

<IDOCTYPE EntitiesDescriptor [
<IELEMENT EntitiesDescriptor (EntityDescriptort)>
<IELEMENT EntityDescriptor  (Attributet)>
<IELEMENT Attribute (#PCDATA)>

<IATTLIST EntityDescriptor entityID CDATA #REQUIRED)>
<IATTLIST Attribute attributeID CDATA HREQUIRED>
»

<EntitiesDescriptor>
<EntityDescriptor entityID="https://shiken-sp00.nii.ac. jp/shibboleth-sp” >
<Attribute attributeID="eduPersonAffiliation”> -
student
<{/Attribute)
<Attribute attributeID="eduPersonAffiliation”)>
member
</Attribute>
</EntityDescriptor>

<EntityDescriptor entityID="https://shiken-sp@1.nii.ac. jp/shibboleth-sp” >
<Attribute attributeID="organizationalUnitName”)> -
Test Unitl
</Attribute>
<Attribute attributeID="eduPersonAffiliation”)
student
<{/Attribute>
</EntityDescriptor)
<{/EntitiesDescriptor>

GEE1 : BEL entitylD #8BEIEHRT D &I TETEHA)

GER 2 : B8O Attribute NEBR I N TWVWBIHEIFORFHICHY XT)

CERE 3 : FHICHEATEZ 2 Attribute IFHEZSPICEESND B D (DF Y attribute-filterxml ETT7 4 L ThTWARWLWED) IZBRY XT)
GEE 4 : attributelD IC5B § 2 BRI attribute-resolverxml TEZHL TWB R E —RIERIFhIERY FHA)

ZOFITIE, UTEZRBGEELTRHRELAZEICRY ET, FMIEY—R2—REITBEBLEIL,

® https://shiken-sp00.nii.ac.jp/shibboleth-sp (X L T. B eduPersonAffiliation A student & L < I& member @ E5 5 MIC—HT 2B EIC
TH—2avERELES, ThUADBEEFIZI—ICRYET,

® https://shiken-spO1.nii.ac.jp/shibboleth-sp IZXf L T. B organizationalUnitName #° Test Unit1 & L < (£ eduPersonAffiliation A°
student DEBLMI—HFT IHFEICTH—YavaEELET, ThUADBERFTS—ICARY ET,
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https://meatwiki.nii.ac.jp/confluence/download/attachments/12158554/SampleFilterPerSP_allow.xml?version=1&modificationDate=1371448192000&api=v2
https://shiken-sp01.nii.ac.jp/shibboleth-sp
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