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Bl AT RLAVEEES - BBEHESE. thOLDAPEMZMED J & 2R L TIRE W,
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IdPDERE TEREDLDAPY ) —H W EEHDLDAP Y —/\ & BB 2 A Shibboleth Wiki:LDAPAuthnConfiguration®"DNResolution"DIBICH W £7,
HEHDH ("Single Directory with multiple branches"®"Extensible Matching") (XLDAPH—/\A"—ED#H TRI]ET R EEHODLDAPY Y =14 TV 1) —
DEARICH ZIRIEMIT T, Ldap. propertiesDHDEE TRGEHNAEETT, idp. authn, LDAP. baseDNDH 7Y ) — %4458 % & S idp. authn. LDAP.
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/opt/shibboleth-idp/conf/Idap.properties DX EHI

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator

# for AD: CN=Users, DC=example, DC=org

idp. authn, LDAP, baseDN = o=test o, dc=ac, c=JP

idp. authn. LDAP. subtreeSearch = true < true%:%%E

idp. authn. LDAP. userFilter = (&(|(ou:dn:=Test Unit1) (ou:dn:=technology)) (uid={user})) < o=test o, dc=ac,c=JPDH TV ) —,
ou=Test Unitl&ou=technology##R%&d 5 & D& E

RD22 D ("Single Directory with multiple branches - Aggregate DN Resolver"# & U""Multiple Directories") (&#8#8DLDAPY Y —HH 7Y 1) —& L
THRALDWEE, HUIZLDAPH — A EBDEBIER T T, Lldap. properties & ldap-authn-config. xmlZZEL £,

LDAPH —/\/LDAPY |) —D#UCIiG U T, Ldap. propertiesAMIBEE %3E10 L Tauthn-ldap-config. xnl CZEN LA BBTZLIICLET,

Tl INSOPIIRIINEBOHDBRERD T, SPAZEHTZEMUAZLDAPHSEE L TWBIBEIZattribute-resolver. xmlZZ & L, ldap.
propertiesiZEHN L 7-IEH % SR ¢ 5LDAP DataConnector& 8L £ ¥,

® |DAPH—N\DN—EBTHYWEHDLDAPY ) =AY TV 1) —& LTRARBRWIHEDH


https://meatwiki.nii.ac.jp/confluence/download/attachments/10226458/ldapproxy.pdf?version=1&modificationDate=1434101130000&api=v2
https://wiki.shibboleth.net/confluence/display/IDP30/LDAPAuthnConfiguration#LDAPAuthnConfiguration-DNResolution

/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% 5§l

<bean name="aggregateAuthenticator” class="org. ldaptive.auth.Authenticator”)
{constructor-arg index="0" ref="aggregateDnResolver” />
{constructor-arg index="1" ref="aggregateAuthHandler” />
</bean>
<bean id="aggregateDnResolver” class="org. ldaptive.auth, AggregateDnResolver”>
<constructor-arg index="0" ref="dnResolvers” />
</bean>
<bean id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler” p:

authenticationHandlers-ref="authHandlers” />

<util:map id="dnResolvers”>
<entry key="filter1” value-ref="dnResolver1” />
<entry key="filter2” value-ref="dnResolver2” />
</util:map>
{l-- Define two DN resolvers that use anonymous search against the same directory ——>
<{bean id="dnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp. authn.LDAP.baseDN}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP.userFilter}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
<bean id="dnResolver2” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp.authn.LDAP. baseDN2}”
p:subtreeSearch="%{idp.authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP.userFilter2}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
{I-- Use the same authentication handler for both DN resolvers -->
<util:map id="authHandlers”>
<entry key="filter1” value-ref="authHandler” />
<entry key="filter2” value-ref="authHandler” />
</util:map> < </beans>DEIITIBM

</beans>

/opt/shibboleth-idp/conf/Idap.properties D% 7EHl

idp.

authn. LDAP. authenticator = aggregateAuthenticator < Lldap-authn-config. xmlIZ3BH0 L /=class="org. ldaptive. auth

Authenticator” Mbean®Mname | ZH

(€=1:2))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp.
idp.
idp.
idp.
idp.

authn. LDAP. baseDN = LDAP*Y |) —1(DBaseDN < Z &
authn. LDAP. baseDN2 = LDAP'Y !) —2(MBaseDN <« BN

authn, LDAP, subtreeSearch = true

authn.LDAP. userFilter = (LDAPY ) —1 D%+ —={user}) « Z&
authn, LDAP. userFilter2 = (LDAPY |) —2Diasa+F —={user}) < &M

(&88)
# LDAP attribute configuration, see attribute-resolver.xml
# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations

idp.
idp.
idp.
idp.

attribute. resolver.LDAP. ldapURL = %{idp. authn. LDAP. LdapURL}

attribute. resolver.LDAP. baseDN = %{idp. authn. LDAP. baseDN:undefined}
attribute, resolver.LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} <« 3&1N
attribute. resolver.LDAP.bindDN = %{idp. authn.LDAP. bindDN:undefined}



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp.attribute. resolver.LDAP. baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
»
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated¥%{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate)>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver. LDAP. LdapURL}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificate>%{idp.attribute. resolver.LDAP, trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

® LDAPH —/N\HEHTH 2IZE DA

/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% & FI

<alias name="%{idp.authn.LDAP. sslConfig2:certificateTrust2}” alias="sslConfig2” />
<bean id="certificateTrust2” class="org. ldaptive.ssl.SslConfig”>
<property name="credentialConfig”)
<bean parent="shibboleth. X509ResourceCredentialConfig” p:trustCertificates="%{idp.authn.LDAP. trustCertificates?2:
undefined}” />
<{/property>
</bean>
<bean id="keyStoreTrust2” class="org. ldaptive.ssl.SslConfig”)>
<{property name="credentialConfig”>
<bean parent="shibboleth.KeystoreResourceCredentialConfig” p:truststore="%{idp.authn.LDAP. trustStore2:undefined}”
/>
<{/property>
</bean>
<bean name="aggregateAuthenticator” class="org. ldaptive.auth. Authenticator”
c:resolver-ref="aggregateDnResolver”
c:handler-ref="aggregateAuthHandler” />

<{I-- Aggregate DN resolution -->
<bean id="aggregateDnResolver” class="org. ldaptive.auth. AggregateDnResolver”
c:resolvers-ref="dnResolvers”
p:allowMultipleDns="true” />
<util:map id="dnResolvers”>
<entry key="directoryl” value-ref="bindSearchDnResolver1” />
<entry key="directory2” value-ref="bindSearchDnResolver2” />
</util:map>

<l-- DN resolver 1 -=>

<bean id="bindSearchDnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN:undefined} . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”
p:userFilter="#{ %{idp.authn.LDAP. userFilter:undefined}’ .trim()}”



<bean

<bean

<bean

<bean

<bean

p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactoryl” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPooll” />

id="bindSearchConnectionPool1” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory1”

p:name="search-pool1” />

id="bindSearchConnectionFactory1” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfigl” />

id="bindSearchConnectionConfigl” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer1”

p: ldapUr [="%{idp. authn. LDAP. ldapURL}” />

id="bindConnectionInitializer1” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn. LDAP. bindDN:undefined}’ . trim()}”>

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential:undefined}” />

<{/property>
</bean>
<I-- DN resolver 2 ——>

<bean

<bean

<bean

<bean

<bean

<bean

id="bindSearchDnResolver2” class="org. ldaptive. auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN2:undefined}’ . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”

p:userFilter="#{ %{idp.authn. LDAP. userFilter2:undefined}’ .trim()}”
p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactory2” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPool2” />
id="bindSearchConnectionPool2” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory2”

p:name="search-pool2” />

id="bindSearchConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfig2” />
id="bindSearchConnectionConfig2” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer2”

: ldapUr 1="%{idp. authn. LDAP. ldapURL2}”
:useStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
p:sslConfig-ref="sslConfig2” />

id="bindConnectionInitializer2” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn, LDAP. bindDN2:undefined} . trim()}”>

T T T T

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential2:undefined}” />

</property>
<{/bean>

<{l-- Aggregate authentication —->

<bean

<util:

id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler”
p:authenticationHandlers-ref="authHandlers” />
map id="authHandlers”)>

<entry key="directoryl” value-ref="authHandler1” />
<entry key="directory2” value-ref="authHandler2” />
</util:map>

<I-- Authentication handler 1 -=>

<bean

<bean

<bean

<bean

<bean

id="authHandler1” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactoryl” />
id="bindPooledConnectionFactory1” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool1” />

id="bindConnectionPool1” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactoryl”

p:name="bind-pool1” />

id="bindConnectionFactoryl” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfigl” />

id="bindConnectionConfigl” parent="connectionConfig”

p: ldapUr L="%{idp. authn. LDAP. ldapURL}” />

<l-- Authentication handler 2 -->

<bean

<bean

<bean

<bean

<bean

id="authHandler2” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactory2” />
id="bindPooledConnectionFactory2” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool2” />

id="bindConnectionPool2” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactory2”

p:name="bind-pool2” />

id="bindConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfig2” />

id="bindConnectionConfig2” parent="connectionConfig”

p: ldapUr l="%{idp. authn. LDAP. ldapURL2}”



ruseStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
:sslConfig-ref="sslConfig2” /> « </beans>DHEIIZIEN

T T T T

</beans>

/opt/shibboleth-idp/conf/Idap.properties D& EH

idp. authn. LDAP. authenticator = aggregateAuthenticator < ldap-authn-config. xmlIZ3B0 L 7=zclass="org. ldaptive. auth.
Authenticator” MbeanMnamellZ &

## Connection properties #
idp. authn. LDAP, ldapURL

LDAPH—/NTDURL <« ZEHE

idp. authn. LDAP. ldapURL2 = LDAPH—/N2MURL « 810
idp. authn. LDAP. useStartTLS = true
idp. authn. LDAP, useStartTLS2 = true
#idp. authn, LDAP, useSSL = false

3000

#idp. authn. LDAP. connectTimeout

## SSL configuration, either jvmTrust, certificateTrust, or keyStoreTrust

idp. authn, LDAP, sslConfig = certificateTrust

| Bin(certificateTrusthkeyStoreTrust & FEE T BB IL ldap-authn—config. xmLIZ3B A0 L 7=LDAPH—/ 2 (Dclass="org. ldaptive. ssl.
SslConfig” MbeanMid% HE7E)

idp. authn. LDAP, sslConfig2 = certificateTrust?2 <« B0

## If using certificateTrust above, set to the trusted certificate’s path

idp. authn. LDAP. trustCertificates = LDAPH—/N1DFFEAE « T&E

idp. authn. LDAP. trustCertificates2 = LDAPH—/\2MDEFEAE <« BN

## If using keyStoreTrust above, set to the truststore path

idp. authn. LDAP. trustStore = LDAPH—/N1DF—A N7 « THE
idp. authn, LDAP, trustStore2 = LDAPH—/2DF — A N7 <« BN
(€=1:2))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp. authn, LDAP, baseDN = LDAPH—/\1(DBaseDN « Z =

idp. authn. LDAP, baseDN2 = LDAPH —/X2(MBaseDN « Bl

idp. authn. LDAP. subtreeSearch = true

idp. authn. LDAP. userFilter = (LDAPH —/N1D1RZFRF —={user}) <« E&
idp. authn. LDAP. userFilter2 = (LDAPH —/2DtR3EF —={user}) < &M

# bind search configuration
# for AD: idp.authn, LDAP. bindDN=adminuser@domain. com

idp. authn. LDAP. bindDN = LDAPH—/N1MBindDN « ZE&

idp. authn. LDAP. bindDN2 = LDAPH—/N\2MBindDN « BHN

idp. authn, LDAP, bindDNCredential = LDAPH—/N1MDBindDN/X AT — K « ZE
idp. authn, LDAP. bindDNCredential2 = LDAPH—/X2MBindDN/X R 7 — K « 381N
(&88)

# LDAP attribute configuration, see attribute-resolver.xml
# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations

idp.attribute. resolver. LDAP. LdapURL = %{idp. authn, LDAP. ldapURL}

idp.attribute. resolver. LDAP, LdapURL2 = %{idp. authn, LDAP. ldapURL2} <« &N

idp.attribute. resolver. LDAP. baseDN = %{idp. authn. LDAP. baseDN:undefined}

idp.attribute. resolver. LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} < &0

idp.attribute. resolver.LDAP. bindDN = %{idp. authn. LDAP. bindDN:undefined}

idp.attribute. resolver. LDAP. bindDN2 = %{idp.authn. LDAP. bindDN2:undefined} <« &0

idp.attribute. resolver.LDAP,. bindDNCredential = %{idp.authn. LDAP. bindDNCredential:undefined}

idp.attribute. resolver.LDAP. bindDNCredential2 = %{idp.authn, LDAP. bindDNCredential2:undefined} <« &N
idp.attribute. resolver.LDAP, useStartTLS = %{idp.authn. LDAP. useStartTLS: true}

idp.attribute. resolver. LDAP. useStartTLS2 = %{idp.authn. LDAP. useStartTLS2:true} <« BN

idp.attribute. resolver.LDAP. trustCertificates = %{idp.authn.LDAP. trustCertificates:undefined}

idp.attribute. resolver.LDAP. trustCertificates2 = %{idp.authn.LDAP. trustCertificates2:undefined} < &N
idp.attribute. resolver.LDAP. searchFilter = (LDAPH—/N1D# %+ —=$resolutionContext.principal) « ZTHE
idp.attribute. resolver.LDAP, searchFilter2 = (LDAPH—/\2M# % ¥ —=$resolutionContext. principal) < BN

idp.attribute, resolver.LDAP, returnAttributes = cn, homephone, mai |



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
D
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated}{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver.LDAP. ldapURL2}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN2}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential2}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver.LDAP. useStartTLS2:true}”>
<{dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver,LDAP. searchFilter2}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<{sec:Certificated%{idp.attribute. resolver.LDAP. trustCertificates2}</sec:Certificated
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

attribute-filter.xmlDZ & (XDataConnector "myLDAP" ICTF— 9 AR DM SARWMEA TS —E LTHRILDICL, 7ML FA—N—EBE LT
DataConnector "myLDAP2" B 5O TT — ¥ 5 RFRT DREICHRY X T,

1 1DBOHEERRK. A—OIDAEROLDAPY Y — LICHEET 2 CHEICAY £ DT, uidh 2 ORHEHL S BWEE I MDOLDAPEE %
ID(principal)& LTES &SI LTI L,



	複数台のLDAPサーバを参照するための方法

