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attribute-resolver.xml¥attribute-filterxmIFE DR EZTo/dH &, SPICH L TED L D mBHNELE TN 2 M FEERT 5 /=9 ICI1dShibboleth IdPfHED
aaclishd<Y Y REFIAT R ENTEET,

MEAE RUCHDBEROMIILLTOEY TY,

$ /opt/shibboleth-idp/bin/aacli.sh ——principal="1—H4%” --requester="|@M%EH = FEE2 L /=L \SPDentityID”

{

"requester”: "SPMentityID”,
"principal”: "a—44%”,
“attributes”: [

"name”: "eduPersonEntitlement”,
“values”: [
"StringAttributeValue{value=XXXXXXXXXXXXXXXXXXX}” ]

"name”: "eduPersonTargetedID”,
"values”: [
"XMLObjectAttributeValue{value=org. opensaml. saml.saml2. core. impl. NameIDImp l@8728d3}” ]

"name”: "displayName”,
"values”: [
"StringAttributeValue{value=XXXXXXXXXXXXXXXXXXX}” ]

"name”: "eduPersonPrincipalName”,
“values”: [
"ScopedStringAttributeValue{value=L—4'%, scope=+kx.ac. jp}” ]

aaclishd~ > RDEMIE —help £/zid -h 7> 3V THERT B H.  https://wiki.shibboleth.net/confluence/display/IDP4/AACLI % ZTH B £ &
LY,

HRITA X LE=NamelDAEEENZ I EEHETBDICIF, 7V ay —sanl2 £ L < & —sanll ZHFTEITLTLEIL, JSONFERTAL
NamelD% EHREDT7H— 3 VOXMUER THAI N B LS ICRY X T,

F#IC. Encoderz H R4 <4 XL TSAML2.0TDH, &L IZSAMLT.TOATBENEEINE I EAHIALEWESE,. ERA TV avasFEN<
=W,

NamelDEE
BRI D R—J ICFE

NameIDikconf/attribute-filter. xmlIZE25h L 74 < THconf/saml-nameid. properties& conf/saml-nameid. xmlDEEEIC & Y. SPA 4 F—4 D<NameIDForm
at>ICE> T TFROBYERFLET,

SPX 4 57 —4 M<NameIDFormat>D{E EETIRYE
urn:oasis:names:tc:SAML:2, 0:nameid-format:transient | transient-id

urn:oasis:names:tc:SAML:2, 0:nameid-format:persistent  persistent-id


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21433661
https://wiki.shibboleth.net/confluence/display/IDP4/AACLI
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154

<{NameIDFormat>AH 72 L) saml-nameid. properties®idp. nameid. saml2. defaultiCHED,

57 # ) Midurn:oasis:names:tc:SAML:2. 0:nameid-format:transient

SPA 9 T —# BB DNameIDFormat> ' dh 2B EE. SPA YT — Y DU PIETEETEEABUEEZEE L X T, persistent-idDFEEET> TWARLRE
REEFTMEEABMEN R WSEEIE, //sanl2:Subject/sanl2:NameIDEAEMEE I ERH A,

<{NameIDFormat>h 7% L\SP D35 4& & <NameIDFormat>ASurn:oasis:names:tc:SAML: 2, 0:nameid-format:persistentDIFED//saml2:Subject/saml2:NameIDD
BlaTREICRLET,

® <NameIDFormat>h % L\SPDIHE

<saml2:Subject>
<{saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”
NameQualifier="https://idp.example. ac. jp/idp/shibboleth”
SPNameQualifier="https://spl.example. jp/shibboleth-sp”>AAdzZWNyZXQxgUnobM3,/AN3fn8DfZPDqBp
/GnKNxc5JR4nxXAXDAXZZSgOAZSrDh1Sip1f L9JGY rm2NWj L8zHKxHmbsgS/mFZ1Z 1SYQ2U
/Kz7tCQ+SDswixwLRcGg3tDvVSAY8imKSrE LGNSm5gMM45D4rkeQONJYr790Z13</saml2:NameID)>

® <NamelDFormat>#turn:oasis:names:tc:SAML:2, 0:nameid-format:persistentDIFH

<{saml2:Subject>
<saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
NameQualifier="https://idp. example. ac. jp/idp/shibboleth”
SPNameQualifier="https://sp2.example. jp/shibboleth-sp”>0iUiApwGnBP8pS3HZJ02ZW/a0TI=</saml2:NameID>

transient-id DX E

transient-idDF 7 #JU M &CryptoTransientIdICZEEICA Y F L7, CryptoTransientldDfERAFI % FEICRLE T,

<{saml2:Subject>
<saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”
NameQualifier="https://idp.example. ac. jp/idp/shibboleth”
SPNameQualifier="https://spl.example. jp/shibboleth-sp”>AAdzZWNyZXQxgUnobM3,/AN3fn8DfZPDqBp
/GnKNxc5JR4nxXAXDAXZZSgOAZSrDh1Sip1f L9JGY rm2NWj L8zHKxHmbsgS/mFZ1Z 1SYQ2U
/Kz7tCQ+SDswixwLRcGg3tDvVSAY8imKSrE LGNSm5gMM45D4rkeQONJYr790Z13</saml2:NameID)>

IdP 2% & B L W transient-id AW WMESII TROLEFEATVET,

® conf/saml-nameid. properties
idp. transientId.generator® 7> X~ b LT, {E%shibboleth. StoredTransientIdGeneratoricZ&®E L £ 7,

conf/saml-nameid.properties

# Set to shibboleth,StoredTransientIdGenerator for server-side transient ID storage
idp. transientld, generator = shibboleth.StoredTransientIdGenerator

=5

# Set to shibboleth.StoredTransientIdGenerator for server-side transient ID storage
-#idp. transientId. generator = shibboleth.CryptoTransientIdGenerator
+idp. transientld, generator = shibboleth,StoredTransientIdGenerator

StoredTransientIdDfEMAFI%E FERICRLE T,



<{saml2:Subject)
<saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”
NameQualifier="https://idp. example. ac. jp/idp/shibboleth”
SPNameQualifier="https://spl.example. jp/shibboleth-sp”> £358fb015b9b45¢7d18a4a2647e79¢33</saml2:NameID>

B9:E: [Shibboleth Wiki] Disable use of internal encryption key
persistent-id D&% €
computedld

computedld TOEELE FERICRLET,

® conf/saml-nameid. xml
<ref bean="shibboleth, SAML2PersistentGenerator” /> # 7Y AX Y ML TAMICLET,

conf/saml-nameid.xml

<1-- Uncommenting this bean requires configuration in saml-nameid.properties. ——>

===
<ref bean="shibboleth. SAML2PersistentGenerator” />
== >

=5
<I-- Uncommenting this bean requires configuration in saml-nameid. properties. ——>
- -
+ == =>
<ref bean="shibboleth, SAML2PersistentGenerator” />
- -
+ == ->

@. —ERDSPIC 7 Fpersistent-id & 325 L2 WBA, UFEMATYIAX Y MEFIC, UTAEBEATZENRSPEIEETZENTEE
R

<bean parent="shibboleth. SAML2PersistentGenerator”>
<property name="activationCondition”)>
<bean parent="shibboleth.Conditions.RelyingPartyld” c:candidates="#{{’ https://test-spl.gakunin.nii.
ac. jp/shibboleth-sp’, "https://test-sp2.gakunin.nii.ac. jp/shibboleth-sp’}}” />
</property>
</bean>

® conf/saml-nameid. properties
idp. persistentId.generator® > 7 #JU b (ZComputedIdDEEFED7=8. idp.persistentld.sourceAttribute idp. persistentld.saltDH %G E

LEY, idp.persistentld.saltiCiZtE AN TERWS VY LAREEIEELTLEI W, HWIAPHSEREEBIEHCIBAIIRALEEEEL
TLEEW,

conf/saml-nameid.properties

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

idp. persistentId. sourceAttribute = uid

#idp.persistentId.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s like divulging your private key.
#idp. persistentId.algorithm = SHA

idp. persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX


https://wiki.shibboleth.net/confluence/display/IDP30/Disable+use+of+internal+encryption+key

=5

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

-#idp.persistentId. sourceAttribute = changethistosomethingreal

+idp. persistentId. sourceAttribute = uid

#idp.persistentld.useUnfilteredAttributes = true

#f Do *NOT* share the salt with other people, it’s like divulging your private key.
#idp.persistentId.algorithm = SHA

-#idp.persistentld.salt = changethistosomethingrandom

tidp.persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

® conf/attribute-resolver. xml
idp. persistentld. sourceAttribute TIEE L =BHEILDAPTERI N T WS DH Teonf/attribute-resolver. xmlDXF T Bresolver:
AttributeDefinition A XY K7 RSN TWBIBEIK, Hikresolver:AttributeDefinitionE 7> aAX Y ML FET, (LLTFidsourceAttribute
& LTuidai8E L7=mE Df))

conf/attribute-resolver.xml

<l-- Schema: Core schema attributes-->

A== —>

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”

encodeType="false” />
</resolver:AttributeDefinition>

<1--
=0

<I-- Schema: Core schema attributes-->
- <!__
+ ===

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”
encodeType="false” />
<{/resolver:AttributeDefinition)
+ L=

@ fDRRICER LA WESldresolver:AttributeEncoderM24TIE I A Y R FU M LTH XV E R A,

Shibboleth IdP 3.1 D&
computedld TDEELE FERICRLET,

® conf/saml-nameid. xml
<ref bean="shibboleth, SAML2PersistentGenerator” /> Z 7Y aAX Y KL THEMICLET,

conf/saml-nameid.xml

<1-- Uncommenting this bean requires configuration in saml-nameid.properties. ——>
==

<ref bean="shibboleth. SAML2PersistentGenerator” />

== >



® conf/saml-nameid.properties

idp. persistentId.generator®F 7 # JL k(& ComputedIdDERFE D=, idp.persistentld.sourceAttributed idp.persistentld.saltDAH%EERE
L9,

conf/saml-nameid.properties

# Set to shibboleth.StoredPersistentIdGenerator for db-backed storage
# and uncomment/name the PersistentIdStore bean to use
#idp.persistentId. generator = shibboleth. ComputedPersistentIdGenerator

# Otherwise for computed PersistentIDs set the source attribute and salt.
idp. persistentId. sourceAttribute = uid4persistentId
idp. persistentId.salt = changethistosomethingrandom

® conf/attribute-resolver. xml& conf/attribute-filter.xml
idp. persistentld. sourceAttribute CIEE L 7B LDAP TEZ S T WS DA Teonf/attribute-resolver. xmldDresolver:
AttributeDefinitionTEZ I N TUWAWEAIZ, PersistentIdGeneratorHNSZBTELEEADTUTDL I ICEZE L. conf/attribute-
filter. xml CEEREATVWET, MOBRICHEA LA WESresolver:AttributeEncoder D24TIEARETT,

conf/attribute-resolver.xml

<I-- -=>
<I-- PersistentId Definition -=>
<I-- -

{1-- Attribute Definition for %{idp.persistentId.sourceAttribute} -->
<resolver:AttributeDefinition id="%{idp.persistentld.sourceAttribute}” xsi:type="ad:Simple”
sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<{/resolver:AttributeDefinition)

conf/attribute-filter.xml

{l-- Release to anyone -->
<afp:AttributeFilterPolicy id="PolicyforAnyone”>
<afp:PolicyRequirementRule xsi:type="basic:ANY” />

<afp:AttributeRule attributeID="%{idp.persistentId.sourceAttribute}”>
<afp:PermitValueRule xsi:type="basic:ANY” />
{/afp:AttributeRule>

</afp:AttributeFilterPolicy>

® conf/intercept/consent-intercept-config. xml

I—YEEBEmEICT%{idp. persistentId. sourceAttribute} R L AWV & S I, util:list{@id="shibboleth.consent.attribute-release.
BlacklistedAttributelDs"](C%{idp. persistentld. sourceAttribute} BN L £ 9,

conf/intercept/consent-intercept-config.xml

<util:list id="shibboleth. consent.attribute-release.BlacklistedAttributeIDs”>
<value>transientId</value>
<valuedpersistentId</value)
<valued>eduPersonTargetedID</value>
<valued%{idp.persistentId. sourceAttribute}</value>
<Jutil:list>

storedld
storedld CDERE%E TERICRLE T,

@ MySQL EIZF—#4 RX—2 shibboleth AEFEHET 22 £ &RIRE LTHY £J, £7. MySQL Connector/J (mysgl-connector-java-5.1.xx-bin.
janEA Y2 =L LTHNTL EE W,



® conf/saml-nameid. xml
<ref bean="shibboleth. SAML2PersistentGenerator” /> A7V AX Y ML TAMICLET,

conf/saml-nameid.xml

<I-- Uncommenting this bean requires configuration in saml-nameid.properties. -->

===
<ref bean="shibboleth. SAML2PersistentGenerator” />
===

=5
<{l-- Uncommenting this bean requires configuration in saml-nameid.properties. —->
- <!__
+ == =>
<ref bean="shibboleth. SAML2PersistentGenerator” />
- -
+ == =>

@. —ERDSPIC 7 T persistent-id 345 L= WS, YUKEAATYIAY METIC. UTEEBAT 2 EMRSPAIEET 22N TEE
7,

<bean parent="shibboleth. SAML2PersistentGenerator”)>
<property name="activationCondition”>
<bean parent="shibboleth.Conditions.RelyingPartyId” c:candidates="#{{ https://test-spl.gakunin.nii.
ac. jp/shibboleth-sp’, ’"https://test-sp2.gakunin.nii.ac. jp/shibboleth-sp’}}” />
<{/property>
</bean>

® conf/saml-nameid. properties
idp. persistentId. sourceAttribute, idp.persistentld.salt, idp.persistentId.generator& idp.persistentld.storexs88FEL X3, idp
persistentld. saltiCIFMEAASHEA TERWVWS VI AREEEEL TLEIW, HWIAPALEREESIEHCIZEIIRACEEEEL TLEI W,

conf/saml-nameid.properties

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

idp. persistentId. sourceAttribute = uid

#idp.persistentld.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s like divulging your private key
#idp. persistentId.algorithm = SHA

idp.persistentId, salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

# To use a database, use shibboleth,StoredPersistentIdGenerator

idp. persistentId.generator = shibboleth. StoredPersistentIdGenerator

# For basic use, set this to a JDBC DataSource bean name:

idp. persistentId, dataSource = MyDataSource

# For advanced use, set to a bean inherited from shibboleth, JDBCPersistentIdStore
#idp.persistentld.store = MyPersistentIdStore

# Set to an empty property to skip hash-based generation of first stored ID

#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator



=5

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

-#idp.persistentId. sourceAttribute = changethistosomethingreal

+idp. persistentId. sourceAttribute = uid

#idp.persistentld.useUnfilteredAttributes = true

#f Do *NOT* share the salt with other people, it’s like divulging your private key.
#idp.persistentId.algorithm = SHA
-#idp.persistentld.salt = changethistosomethingrandom
tidp.persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

# To use a database, use shibboleth.StoredPersistentIdGenerator
-#idp.persistentld. generator = shibboleth. ComputedPersistentIdGenerator

+idp. persistentId. generator = shibboleth, StoredPersistentIdGenerator

# For basic use, set this to a JDBC DataSource bean name:
-#idp.persistentld.dataSource = PersistentIdDataSource

+idp. persistentId.dataSource = MyDataSource

# For advanced use, set to a bean inherited from shibboleth. JDBCPersistentIdStore
#idp.persistentld.store = MyPersistentIdStore

# Set to an empty property to skip hash-based generation of first stored ID

#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator

® conf/attribute-resolver. xml
idp. persistentId. sourceAttribute TIEE L BMEDLDAPTER I N T WS DH Teonf/attribute-resolver. xmlDXF T Bresolver:
AttributeDefinitionAAX Y M7 REINTWBIBE, Hi&kresolver:AttributeDefinition 7> A XY ML X9, (LA TFIEsourceAttribute
& L TuidaigE LBE DA

conf/attribute-resolver.xml

<I-- Schema: Core schema attributes——>

A== —>

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”

encodeType="false” />
</resolver:AttributeDefinition>

<I--
=n

<I-- Schema: Core schema attributes-->
- <!__
+ ===

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342,19200300.100.1.1” friendlyName="uid”
encodeType="false” />
</resolver:AttributeDefinition>
+ L=

(} D FERICHERE LARWES Eresolver:AttributeEncoder 24T I X Y A7 R LTHEVE A,

® shibpid7—7ILDIERK
shibpidF— 7L &2 ER L T,



shibpid

CREATE TABLE shibpid (
localEntity VARCHAR(255) NOT NULL,
peerEntity VARCHAR(255) NOT NULL,
persistentId VARCHAR(50) NOT NULL,
principalName VARCHAR(50) NOT NULL
localld VARCHAR(50) NOT NULL,
peerProvidedId VARCHAR(50) NULL
creationDate TIMESTAMP NOT NULL,
deactivationDate TIMESTAMP NULL
PRIMARY KEY (localEntity, peerEntity, persistentld)

) ENGINE=InnoDB DEFAULT CHARSET=utf8;

® conf/global. xml
conf/global, xmnl Tbean MyDataSourceA#EZEL ¥, 1—FEEBEDIEREMYSQLICIREFET ZRED L < [JulApprovel PETREEZH»DIZE. &
BERBEHIDERITETT,

conf/global.xml

<I-- Use this file to define any custom beans needed globally. ——>

{l-- A DataSource bean suitable for use in the idp.persistentld.dataSource property. -—>
<bean id="MyDataSource”

class="org. apache. commons. dbcp2. BasicDataSource”
:driverClassName="com. mysql. jdbc.Driver”
url="jdbc:mysql://localhost:3306/shibboleth”
username="username”
password="password”
maxTotal="10"
maxIdle="5"
maxWaitMillis="15000"
testOnBorrow="true”
validationQuery="select 1”
validationQueryTimeout="5" />

©

T T T T T T T T T

=5
<l-- Use this file to define any custom beans needed globally. -->

<1-- A DataSource bean suitable for use in the idp.persistentId.dataSource property. ——>
<bean id="MyDataSource”
class="org. apache. commons. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
rurl="jdbc:mysql://localhost:3306/shibboleth”
:username="username”
:password="password”
:maxTotal="10"
:maxIdle="5"
:maxWaitMi L lis="15000"
1testOnBorrow="true”
:validationQuery="select 1”
:validationQueryTimeout="5" />

y

+ A+ A+ A+ A+ A+ A+ A+ A+ +

T T T T T T T T T

Shibboleth IdP 3.1 D&%

® conf/saml-nameid. xml
<ref bean="shibboleth. SAML2PersistentGenerator” /> 7>V AV NLTEMICLE T,


https://meatwiki.nii.ac.jp/confluence/display/GakuNinShare/Shibboleth+IdP+3#ShibbolethIdP3-MySQL
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=13501031

conf/aml-nameid.xml

<1-- Uncommenting this bean requires configuration in saml-nameid.properties. —->

===
<ref bean="shibboleth. SAML2PersistentGenerator” />
== >

® conf/saml-nameid. properties
idp. persistentld. generator, idp.persistentld.store, idp.persistentld.sourceAttribute & idp.persistentld.salt s E L £ 9,

conf/saml-nameid.properties

# Set to shibboleth.StoredPersistentIdGenerator for db-backed storage
# and uncomment/name the PersistentIdStore bean to use

idp. persistentId. generator = shibboleth, StoredPersistentIdGenerator
idp.persistentId, store = PersistentIdStore

# Set this to null to skip hash-based generation of first stored ID
#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator

# Otherwise for computed PersistentIDs set the source attribute and salt.
idp. persistentId. sourceAttribute = uiddpersistentld
idp. persistentId.salt = changethistosomethingrandom

® conf/global. xml
idp. persistentId, storeM{&E%conf/global. xnl CEZL X,

conf/global.xml (Tomcat 7DH&)

<l-- Use this file to define any custom beans needed globally. —-->
<bean id="MyDataSource”
class="org. apache, tomcat. dbcp. dbcp. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
p:url="jdbc:mysql://localhost:3306/shibboleth”
p:username="username”
p:password="password”
p:maxActive="10"
p:maxIdle="5"
p:maxWait="15000"
p:testOnBorrow="true”
p:validationQuery="select 1”
p:validationQueryTimeout="5" />

<bean id="PersistentIdStore”
class="net. shibboleth. idp. saml. nameid. impl. JDBCPersistentIdStore”
p:dataSource-ref="MyDataSource” />



conf/global.xml (Tomcat 81z &)

<{I-- Use this file to define any custom beans needed globally, -->
<bean id="MyDataSource”
class="org. apache. tomcat. dbcp. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
p:url="jdbc:mysql://localhost:3306/shibboleth”
p:username="username”
p:password="password”
p:maxIdle="5"
p:maxTotal="10"
p:maxWaitMillis="15000"
p:testOnBorrow="true”
p:validationQuery="select 1”
p:validationQueryTimeout="5" />

<bean id="PersistentIdStore”
class="net.shibboleth. idp. saml. nameid. impl. JDBCPersistentIdStore”
p:dataSource-ref="MyDataSource” />

@ Tomcat 8{FEDDBCP2A 5., p:maxActiveldp:maxTotaliZ, p:maxWaitidp:maxWaitMillisiCZEICAY F L7,

® conf/attribute-resolver. xml&conf/attribute—filter. xml
idp. persistentld. sourceAttribute TIEE L BN LDAPTEZR I N T WS D& Teonf/attribute-resolver. xmlMDresolver:
AttributeDefinitionCEZI N TWAWESIL, PersistentIldGeneratorhSZBTE X EADTUTDL I ICESE L. conf/attribute-
filter. xml CREEREEITVWET, thOAERICER LA WEEresolver:AttributeEncoderD2{TIZFRETT,

conf/attribute-resolver.xml

<I- ->
<I-- PersistentId Definition -=>
= ->

<l-- Attribute Definition for %{idp.persistentld.sourceAttribute} -->
<resolver:AttributeDefinition id="%{idp.persistentId.sourceAttribute}” xsi:type="ad:Simple”
sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
</resolver:AttributeDefinition)

conf/attribute-filter.xml

<l-- Release to anyone -->
<afp:AttributeFilterPolicy id="PolicyforAnyone”>
<afp:PolicyRequirementRule xsi:type="basic:ANY” />

<afp:AttributeRule attributeID="%{idp.persistentId.sourceAttribute}”>
<afp:PermitValueRule xsi:type="basic:ANY” />
</afp:AttributeRule)>

{/afp:AttributeFilterPolicy>
® conf/intercept/consent-intercept-config. xml

I — Y EREEICT%{idp.persistentld.sourceAttribute} = &R L2 W & S 12, util:list{@id="shibboleth.consent.attribute-release.
BlacklistedAttributelDs"]IC%{idp. persistentId. sourceAttribute} BN L £ 9,



conf/intercept/consent-intercept-config.xml

Cutil:list id="shibboleth. consent.attribute-release.BlacklistedAttributeIDs”>
<value>transientId</value>
<valuedpersistentId<{/value>
<valuededuPersonTargetedID</value>
<value>%{idp.persistentId. sourceAttribute}</value>
Jutil:list)

eduPersonTargeted DR DE(F
NameID& (B //saml2:AttributeStatement/saml2:Attribute[@FriendlyName="eduPersonTargetedID”]& L TeduPersonTargetedDEM A %ET R E
[ TFEEDBY T,

computedid

computedld COREE FERICTRLET, persistent-idDEREEH SN LHEITLTHE L ZEHRHRT. EHE I Nizconf/saml-nameid. properties® 7O
NR71ZBRLTVET,

® conf/attribute-resolver. xml

conf/attribute-resolver.xml

<I-- -=>
<I-- Attribute Definitions ->
<I-- -

<{I-- Schema: eduPerson attributes ——>

<{l-- Attribute Definition for eduPersonTargetedID -->
<resolver:AttributeDefinition id="eduPersonTargetedID” xsi:type="SAML2NameID” xmlns="urn:mace:shibboleth:2,0:resolver:ad”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
sourceAttributeID="computedID”)>
<resolver:Dependency ref="computedID” />
<resolver:AttributeEncoder xsi:type="SAML1XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:0id:1.3.6.1.4,1.5923.1.1.1.10” />
<resolver:AttributeEncoder xsi:type="SAML2XMLObject” xmlns="urn:mace:shibboleth:2,0:attribute:encoder”
name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” />
</resolver:AttributeDefinition)

<1-- -
<I-- Data Connectors -—>
<1 ->

<1-- Computed targeted ID connector —->

<resolver:DataConnector xsi:type="ComputedId” xmlns="urn:mace:shibboleth:2.0:resolver:dc”
id="computedID”
generatedAttributeID="computedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>

<resolver:Dependency ref="%{idp.persistentId.sourceAttribute}” />
</resolver:DataConnector>

® conf/attribute-filter.xmlD|


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154#NameID-computedId

conf/attribute-filter.xml

<l-- Release to sp.example.jp ——>
<afp:AttributeFilterPolicy id="PolicyforSP1ExampleJP”>
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString” value="https://sp.example. jp/shibboleth-sp” />
<afp:AttributeRule attributeID="eduPersonTargetedID”>
<afp:PermitValueRule xsi:type="basic:ANY” />
</afp:AttributeRule>
</afp:AttributeFilterPolicy)

storedid

storedld TDREE TRICRL £, persistent-idDFEEEHOHDLHETLTH K T EARIHRT. EES NL/zconf/global. xmldDbean MyDataSource & ¢
onf/saml-nameid.properties® 7O/NF 1 #ZBLE T,

® conf/attribute-resolver. xml

conf/attribute-resolver.xml

<I-- -—>
<I-- Attribute Definitions -
<I-- -=>

<l-- Schema: eduPerson attributes -->

{l-- Attribute Definition for eduPersonTargetedID —-->
<resolver:AttributeDefinition id="eduPersonTargetedID” xsi:type="SAML2NameID” xmlns="urn:mace:shibboleth:2,0:resolver:ad”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
sourceAttributeID="storedID”)
<resolver:Dependency ref="storedID” />
<resolver:AttributeEncoder xsi:type="SAML1XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:oid:1.3.6.1.4.1,5923.1.1.1,10” />
<resolver:AttributeEncoder xsi:type="SAML2XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” />
</resolver:AttributeDefinition)

<I-- -=>
<I-- Data Connectors -—>
<I-- -

<l-- Stored targeted ID connector ——>
<resolver:DataConnector xsi:type="StoredId” xmlns="urn:mace:shibboleth:2, 0:resolver:dc”
id="storedID”
generatedAttributeID="storedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentId.sourceAttribute}” />
<BeanManagedConnection>MyDataSource</BeanManagedConnection>
</resolver:DataConnector>

® conf/attribute-filter.xmlaDFl

conf/attribute-filter.xml

<{l-- Release to sp.example.jp ——>
<afp:AttributeFilterPolicy id="PolicyforSP1ExampleJP”>
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString” value="https://sp.example. jp/shibboleth-sp” />
<afp:AttributeRule attributeID="eduPersonTargetedID”>
<afp:PermitValueRule xsi:type="basic:ANY” />
<{/afp:AttributeRule>
{/afp:AttributeFilterPolicy>


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154#NameID-storedId

B CELER Y 4T Ehi\eduPersonTargetedIDD £ 7%
BRI D~ — B

eduPersonTargetedID(ePTID) & £ T % & ZICIZLDAPLDEM S L CuidaRFE LEZBHEIFIASINETH, ThoOBHETIIHREY Y TOME
rHy£ET,

BlZI1Euid& LT test00T1 ZfE> TWEADRENCHRY, SSICEAME > TELUdEFEWEVWE WD ADBRELIWAEIZEICIEZOFFHYETTLED
ZEIFETEEHA, TNIISP AT uid=test00T & W) BHEZEICER S NePTIDTEAZFR L TWEIZAIC, BRIV L TRHIOADE, BEIYHT
BONYERBITETEA—APERBRLTHEVETHOT AT Y FPOBREFALTLEI & (MAPBHELBRWAYTEHEL) PRI ZEHTT,

ePTIDTStoredIDEFIA L TWRIGEICIEERDUIEBEAEITO CETHLWePTIDZERTZEZ 2 D5, BEWYHTINIBEMREEXZY —R&LELETHR
YU TRHCEA T2 E TERNUTRETT., SEIZBDAEE LT, LDAPLDUidDI ISR E L TLDAPT v MY DYEELEER (createTimestamp) & il A
JExY—RELTePTIDEERT 2HEEBNLET (ComputedIDER—RICHREHEZEBNLTWE T, Stored DOIFAEEREKTY) &

5 Z 1E <uid>-<createTimestamp> D & S IZ2DDEMEE /NA 7 > TDORRIFT test001-20130314110740Z & W o 7= fE% Y — R & L TePTIDE AR T NI,
UIdBEIW YT EDRMUBARBERY ET, 727L. BEIYLUTORICKLT MEHREERE] N"EEINBEIICTHY Y MEBRLEAE T 5 2 & AR
ERYET, (LDAPTY MY EBHAT 3 & S MEA TldcreateTimestamp BRI N WATREMEAH Y £9)

® eduPersonTargetedIDMDAttributeDefinitionld T 7 4 )L b DX £ CHAFTEETT,

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

{I-- Attribute Definition for eduPersonTargetedID (computedID) -->
<resolver:AttributeDefinition xsi:type="ad:SAML2NameID” id="eduPersonTargetedID”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent” sourceAttributeID="
computedID”)
<resolver:Dependency ref="computedID” />
<resolver:AttributeEncoder xsi:type="enc:SAMLI1XMLObject”
name="urn:o0id:1.3.6.1.4,1.5923.1.1.1.10” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2XMLObject”
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” encodeType=

4

false” />
</resolver:AttributeDefinition)>

® Template Attribute DefinitionT uid-createTimestamp DX F 5% R ¥ AttributeDefinition& £% L T. ComputedIDFDataConnector®
sourceAttributelD, Dependency THRTE 5L ICLET, T I TiE NemplateePTID] EWD ZRIEZAWVWET,

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<{l-- Computed targeted ID connector -->
<resolver:DataConnector id="computedID” xsi:type="dc:ComputedId”
generatedAttributeID="computedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentld.sourceAttribute}” />
</resolver:DataConnector>
| LR D17 %38
<{resolver:AttributeDefinition id="templateePTID” xsi:type="Template” xmlns="urn:mace:shibboleth:2.0:resolver:ad”>
<resolver:Dependency ref="myLDAP” />

<{Template>
<I[CDATAL
${uid}-${createTimestamp}
1D
</Template>

<SourceAttribute>uid</SourceAttribute>
<{SourceAttributedcreateTimestamp</SourceAttribute>
</resolver:AttributeDefinition)>

/opt/shibboleth-idp/conf/saml-nameid.properties DX E

# For computed IDs, set a source attribute and a secret salt:
idp.persistentId. sourceAttribute = templateePTID <« ZE

® |LDAPH 53BN CereateTimestamp % X8 3 % 7= 8 ICLDAP DataConnectoriCReturnAttributes® E& L £ 9,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21433657

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”

ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<dc:FilterTemplate>

<I[CDATAL

%{idp.attribute. resolver.LDAP. searchFilter}

1>
{/dc:FilterTemplate>
{dc:ReturnAttributes>* createTimestamp</dc:ReturnAttributes> <« JBfN(dc:FilterTemplateDEZ THBIZNELHY FT)

</resolver:DataConnector>

SAML 2 persistent IDTDAttribute QueryDEF
Z DEIXcomputedld&F > TWEIBEIFFERTE XA, T storedldEfED LD ICFREZERL TL I,

® conf/c14n/subject-c14n.xml
conf/c14n/subject-c14n. xmLdD<ref bean="c14n/SAML2Persistent” />&E TV IXV ML X T,

conf/c14n/subject-c14n.xml

<{l-- Handle a SAML 2 persistent ID, provided a stored strategy is in use. ——>
<ref bean="c14n/SAML2Persistent” />

=5

<{l-- Handle a SAML 2 persistent ID, provided a stored strategy is in use. ——>
- <l-- <ref bean="c14n/SAML2Persistent” /> -->
+ <ref bean="c14n/SAML2Persistent” />

SAML1T 70y M F ¥ RJVICAttributeStatement2 S H 28 E

@ UFIE2TOSPICR L TERYT2AHETY, FEDSPICH L TOHEAT 2HEIE. TDSPADbean% RelyingPartyOverridesiCfERR L. 7
A7 7 AT OREEIT> TS,

® conf/relying-party. xml
bean[@parent="Shibboleth. SS0”]IZp:includeAttributeStatement="true” =&ML £,



conf/relying-party.xml

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”)
<list>
<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” p:includeAttributeStatement="true” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2. SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
</property>
</bean>

=5

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
- <bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
+ <bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” p:includeAttributeStatement="
true” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
<{/property>
</bean)

BEDSPADTH— 3V ERESELAVEE

® conf/relying-party. xml
LAF®D & S iCshibboleth.RelyingPartyOverrides®FESRE L THEASPRAITOREEBML T I L,
- SPDentityIDIE B2 HDICEEH|A TSV,
- B ERIRICT B-OEKRMICIZEREIZE 7 7 1 JLDshibboleth. DefaultRelyingParty®iEE &R L < L. SAML2. SSO0ICp:
encryptAssertions="false” 3B L T < 72 &\, DefaultRelyingPartylC®% 2 fidDbeant HEASAE—&R—XA ML TL I,
- fibiC B RelyingPartyOverridesD FEBHR A H V) U4 SPH b Doverridelc T TICBRB I N TV EIBE, Y—JVIITHONEFLADTRAEDREICA
BEIICTDUCFEDBEDICLTLES W,



conf/relying-party.xml
<{l-- Container for any overrides you want to add. —-->

Cutil:list id="shibboleth.RelyingPartyOverrides”>

<bean p:id="example.NoEncryptAssertions” parent="RelyingPartyByName”>
{constructor-arg name="relyingPartylds”>
<list>
<value>https://sp. example. ac. jp/shibboleth-sp</value>
</list>
{/constructor-arg>
<property name="profileConfigurations”>
<list>
<bean parent="SAML2. SS0” p:postAuthenticationFlows="attribute-release” p:encryptAssertions="false” />
<ref bean="SAML2. Logout” />
<{/list>
</property>
</bean>

<Jutil:listd

=5

<l-- Container for any overrides you want to add. -->

<util:list id="shibboleth.RelyingPartyOverrides”>

+ <bean p:id="example.NoEncryptAssertions” parent="RelyingPartyByName”>
+ {constructor-arg name="relyingPartylds”>
+ <list>
+ <value>https://sp. example. ac. jp/shibboleth-sp<{/value>
+ </list>
+ <{/constructor-arg>
+ <property name="profileConfigurations”>
+ <list>
+ <bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release” p:encryptAssertions="false” />
+ <ref bean="SAML2. Logout” />
+ </list>
+ <{/property>
+ </bean>
+
Jutil:listd

LDAPICTY MY BRARWEBEICIAPETIS—ICT 3 5%
ERDR—ICFHE

m=

Shibboleth IdPICEWT, BHEDEMFEE L TLDAPY —NE2SRT B2 HEN/HY £TH LDAPY—NIZTY M) DFEELBVIBEOEEICOWTE
BENBETT, Shibboleth IdPDT 7 # )L MNEEEICH I 2EENILUTOEY TT,

® LDAPICITY MY —HEFELAWVSE ELEIEHETL AW
* SPICEITTEOEMNREESNS

SPRIICEM % XET 2RIICIPETI S —ICT 2ICI1d. ZZTRBNT 2HRENBEICRY £9, FBFIC, Template AttributeDefinitionZt D ER T
S—HDRELABEEIPLETIS— AV ET, BEOERATISI—HMRELTVWARVWIEEATICLURBRLTSVLTLEEW,
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® Shibboleth IdP 3.3.xEF 7~ 7L — b (3.3.0LL&) Dattribute-resolverxml &AL TW3 Z &
LDAP DataConnectoriC LA TD & S REBEENSENE T,

noResultIsError="%{idp.attribute. resolver.LDAP.noResultIsError:true}”

REHE

® services.properties

idp.service.attribute. resolver. maskFailures®DfE% falselcZEEL X,

conf/services.properties

idp.service,attribute. resolver.maskFailures = false

=5

#idp.service.attribute. resolver. resources = shibboleth.AttributeResolverResources
#idp.service.attribute. resolver, fai lFast = false

idp.service.attribute. resolver, checkInterval = PT15M
-#idp.service.attribute. resolver. maskFailures = true
+idp.service.attribute. resolver. maskFailures = false

#idp.service.attribute. filter.resources = shibboleth,AttributeFilterResources
# NOTE: Failing the filter fast leaves no filters enabled.

® errors.xml

IdPETI S —& 9378, <util:map id="shibboleth.LocalEventMap">DFEHRE L TUTOERZEBML £,

conf/services.properties

<entry key="UnableToResolveAttributes” value="true”/>

=5

<util:map id="shibboleth.LocalEventMap”>
<entry key="ContextCheckDenied” value="true” />
<entry key="AttributeReleaseRejected” value="true” />
<entry key="TermsRejected” value="true” />
<entry key="RuntimeException” value="false” />

+ <entry key="UnableToResolveAttributes” value="true”/>

<I--
<entry key="IdentitySwitch” value="false” />
<entry key="NoPotentialFlow” value="false” />
-=>

</util:map>

A&
aaclishTHRENELWHAERTZ I ENTEET,

® |DAPICTY MY (Z—PFEELABWVES

$ /opt/shibboleth-idp/bin/aacli.sh -n userl -r https://sp.example. ac. jp/shibboleth-sp
{ "error”: "UnableToResolveAttributes” }

® LDAPICTY MY (2—H)DEET 2HE
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$ /opt/shibboleth-idp/bin/aacli.sh -n userl -r https://sp.example. ac. jp/shibboleth-sp
{

"requester”: "https://sp.example.ac. jp/shibboleth-sp”

"principal”: "userl”,

“attributes”: [

{
"name”: "eduPersonPrincipalName”
"values”: [
"ScopedStringAttributeValue{value=user1, scope=example.ac. jp}”’
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