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# L WHEERASIRE A L TFOURLA S 4 5> O— R LT [/opt/shibboleth-idp/credentials/gakunin-signer-2017.cer] ICB XX,
https://metadata. gakunin.nii.ac. jp/gakunin-signer-2017. cer
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SHA256 Fingerprint=5E:D6:A8:C5:E9:30:49:3F:B4:BA:77:54:6A:FB:66:BA:14:7D:CB:50:5B:EF:0F:D9:7C:26:04:C2:D9:36:FD:81

OpenSSLAY Y RTIREUTOL D ICHERLEXT,
> openssl x509 -in gakunin-signer-2017.cer -fingerprint -sha256 -noout

/opt/shibboleth-idp/conf/metadata—providers.xml ZLL TFD LD ICHEELX T,

1. <MetadataProvider>®metadatalRLICIEE T 2 X 9T —9 4> O— RURLEZLUTD@EY . KREIC Pgeneration=2 L £,

£4 (unified diffg=)

{MetadataProvider id="HTTPMetadata”

(...B8...)
metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”>
+ metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml?generation=2">
(...B8...)

2. {MetadataFilter>®McertificateFilelCIBET 2 BRIRMAMAZTDO 7 7 1 LA EZLUTO@EY ., 2010 DEH % 2017 IIBEL£T,

£4 (unified diffflé=)

{MetadataProvider id="HTTPMetadata”
(...B%...)

metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml?generation=2">

- {MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-signer-2010.cer” />
+ {MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-signer-2017.cer” />

(...B&...)
<{/MetadataProvider)>
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$ sudo rm /opt/shibboleth-idp/metadata/gakunin-metadata-backing. xml
$ /opt/shibboleth-idp/bin/reload-service.sh —id shibboleth. MetadataResolverService
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ax v Rpl:
$ grep -B 1 "</ds:X509Certificated” /opt/shibboleth-idp/metadata/gakunin-metadata-backing.xml | head -n 2
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<{/ds:X509Certificate>

LTFOEIICR>TWBEAIIHEVWELRBRTELINAEEDTTDOT, O (Jopt/shibboleth-idp/logs/idp-process. log) TAYF—4 DS rO—
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</ds:X509Certificate>

7. T5—0O% (/opt/shibboleth-idp/logs/idp-warn. log) ICLATFD&L D ICEFINTWRIBEIIBELRIFICEKBRL TH Y £3 DT, metadata-
providersxmIDEEBAE 7 7 1 LDIFED 2017 DIFD IR > TWED, BLUVLERDARAZED 74 Y H—T) YV b E2S—ERERAL T LI,

2017-11-16 13:44:23,237 - WARN [org. apache. xml.security.signature. XMLSignature:760] - Signature verification failed.

2017-11-16 13:44:23,237 - ERROR [org.opensaml, saml. metadata. resolver, filter. impl.SignatureValidationFilter:420] - Signature trust
establishment failed for metadata entry GakuNin

2017-11-16 13:44:23,240 - WARN [org.opensaml.saml.metadata. resolver. filter, impl.SignatureValidationFilter:251] - Saw fatal error
validating metadata signature(s), metadata will be filtered out

org.opensaml. saml. metadata. resolver. filter.FilterException: Signature trust establishment failed for metadata entry

at org.opensaml. saml.metadata. resolver. filter. impl.SignatureValidationFilter.verifySignature(SignatureValidationFilter. java:
421)
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