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client = "/usr/local/etc/raddb/CA/VERIFY.sh %{TLS-Client-Cert-Filename}"
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#! /bin/sh

CRL_URI=http://repo1.secomtrust.net/sppca/nii/odca3/fullcrigd.crl
CRL_FILE=fullcrlg4.crl
CRL_DIR=/tmp

# Subject matching
openssl x509 -subject -noout -in ${1} |\
grep -q “subject= /C=JP/L=Academe/O=National Institute of Informatics/" || exit 1

# Issuer matching
openssl x509 -issuer -noout -in ${1} |\
grep -q “issuer= /C=JP/L=Academe/O=National Institute of Informatics/CN=NIl Open Domain CA - G4' || exit 1

# Purpose matching
openssl x509 -purpose -noout -in ${1} |\
grep -q 'SSL client : Yes' || exit 1

# Downloading CRL should be done by CRON daily or weekly
#wget -q -P SCRL_DIR -N SCRL_URI

# CRL lookup

SERIAL="openss| x509 -serial -noout -in ${1} | sed 's/serial=//"

openssl crl -inform der -in SCRL_DIR/SCRL_FILE -text | grep 'Serial Number:' |\
grep -q SSERIAL && exit 1

exit O
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