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1. HE

A Docker 2> 7 FHEEE~ =27 WL, FREEES T4 T 2 MEHERITV AT A (U
. 7747 2 FREEIRITV AT L) ZFHHLY— N2 Docker 227 & L THEET L F
IEZRTHDTHD, 7 T4 7T FEAERIT Y AT LTRGBS AR T =7 L—
a v (D&, ) Z2FH U CRRGERFIC LR BYERE @] (X — 7 L ARLARIE) & IS
T 5, walbtkiE, BEfFO UPKI &Rt E A BRI TR A7 & (B, R AT L)
W2 LT A4 7 2 MEEORITIREZ 1TV, FERZBUS L CRIAE Y — B X 288k
Do ZHUT K VFERERATHEEELZEHEMTOTICHE LI AT LA TH D,

AifE L L CTEFEOFRIAP (ID a8 A X —) L3RV AT A~OFEGENATRE Td H 4
R D, LTIV AT AEEXZ7RT, A=AV — 3K AT 205 OfE RSO
BB L D, A—NVZE3 7 TAT 2 FEAERITUV AT ARFAT L ENEE L
WA, ANERD A — L8 —375 5 REST API CEi#4 254 b1t L T\ 5,

Docker #5342 AIIFT — 2 _R—ZA L LT MySQL ZFHLTWB &, 7 T4 T
N REREFEAT /XTA&IEJLZ‘/?‘*’C“@ﬁ@J?ﬁ%’ELWO Z OB EITIIRIRINBIAFAET
5 MySQL H—/N (DB #—/\) 2l 7 & LT MySQL 288 S 2 LN H 5,

UPKI R ADFRTEFHT 5121% UPKI /S A — "0 L 705, UPKI /XX HOFEH
EORITIRELZT 52 L12L 0, BEIWIZ UPKI RAGEHEY — SRAOBEENFZITIN D
A Z Rt Zd, UPKIL N2 D IC 17— RFEITOFIAD 5 HAERE TO BB LA EBR T
%, UPKI NADFIHIZA T > a2 » TH O EDLRWGAEIZIEE 2 5 0E 1T 7e\, &K Docker
a T RS = 27 LTl UPKI XA OFRBHITENE T 5,

BHEBE (ORF5E) NII UPKI
A== e WAL
) Vv | mail |

- T

7747~ MitBiE N HIE A CA
FATY AT A TSV o o

(%mu SP) AT Eg 7
DB #—/3 3¢ ] .
231 1dP
v

AL AT MY L BEE] CKBI A — L — R DB Y — I AT g )
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1. 1. HEEZREHIRE

7 AT v NRERERAT S AT ADKA B H—STHI

URL : https!/g-cert-dev.gakunin.nii.ac.jp/ (7'v h& A 7H—x)
0S : CentOS 7.5

Docker-CE  : 19.03.6

MySQL :5.5.60 (yum TA > A k—/L - Rails ® production E&5ZH)

7547 v FEFBHERITY AT A (Docker =T F) PNEL TR
OS : centos7

Apache : 2.4.6 (TLS #2ktH O — SFEEAT)

Shibboleth :3.04 (FA N7 =7 L — 32 SP & L TREFEA)
Ruby : 2.5.7 (rbenv 2.5.7 {12 L Y {EBIA > A F—L)

Rails :4.2.10 (ruby gem (2L D {ERB]A > A F—)L)

(Gemfile ¥5 12 & ¥ EFEIZ 1T Rails 4.0.5 % F i, Shibcert & [7] Uf% i)
Passenger :6.0.4 (ruby gem (2L D {ERB]A > A F—)L)
Sqlite3 : 3.7.17 (Rails ® development Bz5iH)
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1. 2. SN

1) #iEdE 7 =57 L—3 3 > (F#R
FNFRFE7 =T L—yar® SP L L TEEFEATHYRENIRETHDLHZ L, 24
Pl /0D TLS fEAZEZBUSHEATHDH Z &,

2) UPKI & FitEHBERIT SR AT A
SR AT DT D/ DEREM 7 T4 T 2 FEEAEREITHE A T D 2 L,

3) A=Y= (Y — b))

ek A —/LT KL AT forward Mz DEBREBEAZHABETE S Z &,
K1 I IAT 2 FEHERITYV AT AN A — IV ZEMREREF A THDH Z L,
%2 B A — P — 2T forward 2ME 2 5855 CH REST API CHJH A HE,

4) 7= _X—=2H%—,x (MySQL : Bl — N3 8)
747 FREBHERITY AT A% Rails @ Development 8257 Cld SQLite #FJH L
TWAHDTT —HRN—=AHh— [T REL 725, Production E&5E CTld MySQL % FJH L T

WD B ZRIRT — HZ R—= A — NN L I 5,

Rails BRiE F|/H DB DB #—/N | i
SQLite (37 7 A L _— AT 5 Al
Development SQLite AL GIZHFIA DI ATRE, B DB H—/3 8RBT
b RBHICEmN TN D,
. N MySQL 1385t 9 % 2 D5 DB #— 3718
Production | MySQL | #% | ywyns. AmmcENTH5.

MySQL DEEE%x 27 7 A4 7 > FEAERITLV A7 5D Docker 27 THIZEDHDH Z
T HHRER L TAHE, AN EMEIC 72 0l & 2 R & 0 E) & R ofMELZ 4 T
7o —XIIIZ Docker TV A7 AEAEET H555121X, MySQL =2 7 FZBNCHE L T
HEEL TR 2 Z RIS TS, SENTRET AT LADT 4 27 K ERANE
L7242 Docker 7R A MIUICRBHEI L T2 MySQL %% D F FHIH L CEMEMRE 1T -

77

Production B CRE) St 5 B 410 1ERI5E MySQL =t o 7 F & o & S Lz
F = B R 2N L DOFHG BB L 72 5 IS EE RN LEETH S, Development Bl %
FIHT 2 LT —FR—=2F—A"ARREICRDDT, BHHICRBREIT VWA
Development B¢tz COF|H 2 HELET 5,
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1. 3. 274

JEA#E~ 7 A /v : gakunin-cert-docker-all.20200323.tar.gz (LA T, BB D 7 7 A AAERK)

TANER/ 7 7 ANV NE R
gakunin-cert-docker J— T FIH
Dockerfile_shib20200319-pro.txt Production Bfz F @ Dockerfile
Dockerfile_shib20200319-dev.txt Development £:5iH @ Dockerfile
database.yml Rails/DB HDOKE 7 7 A /v
gakunin-cert-docker.20200320.tar.gz | UPKI GERHEIRIT v AT AARIKER
gakunin-cert-top.add.txt httpd.conf 183 E H
gakunin-cert-top.pro.conf httpd.conf ® Production ERHLF%E
H
gakunin-cert-top.dev.conf httpd.conf ® Development BREEEx
& H
httpd-shibd-foreground httpd 3 X O shibd ¥— & AL #EH
mycerts SFEREER 7 V&
certificates XV AT LAHOFEHET X 3.3 %=
client.cer T AT DA OFERE (AR
client.key TR AT AHOGEAE (FRE)
private TLS &S 7 4+ v &
server.key H— N TLS GEE ()
certs TLS ABASEH 7 + L &
server.crt B — N TLS GEHE (AR
server-chain.crt H— N TLS GEE (EA7FEE)
omniauth.rb FRRIEER DR E 3.7 /&,
passenger.conf Passenger D% iE H
shibd.conf httpd.conf @ Shibboleth &% & H 3.1
shibboleth Shibboleth & EH 7 4 /L4 3.1%
attribute-map.xml attribute-map.xml
attribute-policy.xml attribute-policy.xml
cert Shibboleth HFEHE 7 + /L&
gakunin-test-signer-2011.cer TANZ =T L— a3 CHREE
server.crt B — N TLS GEHE (ABHH)
server.key H— N TLS GEE ()
native.logger native.logger 7 7 1 /L
shibboleth2.xml Shibboleth HF% & 7 7 A /L
shibd.logger shibd.logger 7 7 1 /L
shibcert.yml UPKI ZFHHERITY AT LAAKIED | 3.2-3.6,
RET 7A 3.8 %
ssl.conf Apache &% E 7 7 1 /L (TLS & EH)

X1 BErZ  OHAEFFHTLIRECEDE TREVPKLELRD T 7 AL TT,

%2 ZV—r OHEHABFHEINIHER ANF) BRBRELRLT7 741 TT,
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2. AR F=ILFIE

¥ CentOS FCsudo MEZ AL = /L THhHZ LEAHRIHEET 5,

2. 1. DockerA4 XA b—JL

Docker % system—wide {21 A h—/L

// DockerCE®D A VX k—JL

$ sudo yum remove docker docker—common docker—selinux docker—engine

$ sudo yum install -y yum-utils device-mapper—persistent-data |vm2

$ sudo yum—-config-manager --add-repo https://download. docker. com/| inux/centos/docker—ce. repo
$ sudo yum makecache fast

$ sudo yum install docker-ce docker-ce—cli

// Docker MEEH) - H—E R &%
$ sudo systemct!| start docker
$ sudo systemct!| enable docker

2. 2. EBI7AILDEE

2. 2. 1. AVTFRAG -S54 7 MIRAERITORATLOY —RXERH

HENZ T T4 T v RFIFBERITY AT L gakunin—cert—docker. 20200324. tar. gz %A »
A M=V Y— T E L ET,

/] AR R—=ILEIZEE EETBRULAZ ZTIE /home/docker D F&ELTULNVS)
$ mkdir /home/docker
$ cd /home/docker

/] EMEI7AIDEE

$ cp /UEEDIBFT>/gakunin-cert-docker. 20200324. tar. gz .
$ tar xvfz gakunin-cert-docker.20200324. tar. gz

$ cd gakunin-cert-docker

2. 2. 2. BEYTSH3>TFERE (Production/Development) MDiEIR

// Dockerfile MiFE
$ cd /home/docker/gakunin-cert-docker/

[Production IRIEZHEET 5158]
$ cp Dockerfile_pro Dockerfile

[Development IRIBEBFHEET 51545]
$ cp Dockerfile_dev Dockerfile
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2. 2. 3. Apache (httpd) BRE T 7 1 ILDEE

// ssl.conf /RET 7 A ILDEE

$ cd /home/docker/gakunin-cert-docker/
$ vi ssl.conf

*XZCCIS ICRHELRTEEITS

$ cd /home/docker/gakunin-cert—docker/mycerts/certs

* Z ZIZ ssl. conf TERFE L =9 —/\FIBAZE (AFEHR) - HEZIAZEZBET %
1)

» server.crt

- server—chain. crt

$ cd /home/docker/gakunin—cert—docker/mycerts/private

* Z CIZ ssl.conf TERE L= —/\iIAZ MZH) £¢HET S
1)

- server. key

2. 2. 4. Shibboleth (shibd) ZE 771 ILDEE

// Shibboleth & 7 7 1 L DEE

$ cd /home/docker/gakunin—cert—docker/shibboleth

* Z CIZ shibboleth DEKRERENX 1 & L THELGEREEFADERE I 7MILEERE
- attribute-map. xml

- attribute—policy. xml

- native. logger

- shibboleth2. xml

= shibd. logger

$ cd /home/docker/gakunin—cert—docker/shibboleth/cert

* Z CIZ shibboleth DEXREZEX 1 & L THERIERAZE I 7ML %E
FNEFENTERI7/MIIL% (BE) CEHE

- gakunin-test-signer-2011. cer

- server.crt

- server. key

$ vi shibd. conf
*3. 1. EZSHBELEVICHEES L CIXEFFEH shibd. conf 22 ZIZEE

$%¢ 1 2% URL : https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP

2. 2. 5. UPKIGEAZEIT VAT LK (rails) FRE T 7 1 ILDRE/EE

$ cd /home/docker/gakunin-cert-docker/
$ vi shibcert. yml
*3. 3. ~3. 6. EL3. 8. EZSHELEANICHEES L L TEFFEH shibcert. yml ZEE
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2. 2. 6. XEVATLHEDIIAZERERONRTE

// MR BHDOZEVATLEDRAZ LMERDOEE

$ cd /home/docker/gakunin-cert-docker/mycerts/certificates

*ZZIZ3. 3. BEZERHOFIETHERL. FhEh client.cer & client.key EWNVNS3 T 74 IL%A (A
E) Tmycerts/certificates 74 LA IZEE

- client. key

- client. cer

2. 2. 7. Rails/DB FAM&XE (Production IZiEH)

3¢ Development EREEABZE DA 1L R 3L

// DBBERET7 71 ILDIRE

$ cd /home/docker/gakunin-cert-docker

$ vi database. yml

% Z Z T oproduction MIEE T 5 NWSAL H—NEDT—E2RA—X - A—HFIZEhETHE
production: ATDELEER

database: <T—HAR—XEZ>

username: <1—HF7HI k>

password: </SRTJ—F>

host: <MYSQL DH—/NIP 7 KL RX>

2. 2. 8. PRIIERDKRTE

// DBERTE 7 7 1 ILD¥RE
$ cd /home/docker/gakunin-cert-docker
$ vi omniauth. rb

*3. 2. EL3. 7. EXSHLEYICHESED LCITEEEHA omniauth. rb # 2 ZICEE

X ZTOEETHDR,




Copyright (C) 2018-2020 National Institute of Informatics All rights reserved.

2. 3. Docker AT+ DHEE - £F

2. 3. 1. Dockera>TF+DEIL K EFEE

/] A VA F—ILEIZFEE
$ cd /home/docker/gakunin-cert-docker

// Docker A>FFMDEJ K [a2FF4A4 +*—4% : gakunindocker]
$ sudo docker build -t gakunindocker .

// Docker 2 T+ DiEE) [2>TF 4 : g-cert-docker]
$ sudo docker run —-d —it —p 443:443 —p 80:80 ——name g-cert—docker gakunindocker

// Docker AVTFDI T IA~AOTAL Y
$ sudo docker exec —it g—cert—docker bash

// (LA, Docker A TF+HDY T JURENTIREE 12 D)
[root@container_id>]#

/) BT T B5E
[root@container_id>]# exit

/) AVTTAHADREEER L TH—EREBEET 558
[root@<container_id>]# /usr/local/bin/httpd-shibd-foreground

2. 3. 2. Docker AT+ nELL L FRE

// Docker I T F+DEL
$ sudo docker stop g-cert-docker

// Docker O > T+ MEdHE
$ sudo docker start g-cert-docker

// Docker 21 T+ DHI
$ sudo docker stop g-cert-docker
$ sudo docker rm g—cert—docker

// Docker O T+ 4 A= DHEIE
$ sudo docker stop g-cert-docker
$ sudo docker rm g—cert—docker

$ sudo docker rmi gakunindocker

-10-
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2. 3. 3. DockerarT+naynrER

// Docker A > TFmOY DHESR
$ sudo docker logs g-cert-docker

// Docker A>T mOY DHER (kR
$ sudo docker logs g-cert-docker —f

-11-
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3. HREEW

3. 1. %% Shibboleth (BHF A GitHub) FREIDEERTE

X FRSP NREFE A THY , BERBHEIGNTFAIINTND Z L,
IRV EME - ePPN, displayName, mail

// Shibboleth AMEREIER (BEICHDHIGZEIEHE)

$ sudo vi shib. conf

— (LAFEh) —

# Load the Shibboleth module

LoadModule mod_shib /usr/lib64/shibboleth/mod_shib_24. so

# Turn this on to support “require valid-user” rules from other

# mod_authn_x modules, and use “require shib-session” for anonymous
# session-based authorization in mod_shib.

ShibCompatVal idUser Off

# Ensures handler will be accessible
{Location /Shibboleth. sso>
SetHandler shib
AuthType None
Require all granted
</Location>

# Used for example style sheet in error templates
{IfModule mod_alias. ¢c>
<Location /shibboleth-sp>
AuthType None
Require all granted
{/Location>
Alias /shibboleth-sp/main. css /usr/share/shibboleth/main. css
</IfModule>

# Configure the module for content

{Location /auth/shibboleth>
AuthType shibboleth
ShibRequestSetting requireSession 1
require shib—session

<{/Location>

—(ZZ2FT)—

% Shibboleth SP HOJEMRRE Y T AN TITH DD TEEIZT D,

gakunin-cert/sys_sample/shibboleth/attribute-map.xml

-12-
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% Shibboleth SP ®#EEREFE (LT URLIZT 7 & X)
https://(& 73 7= Y—344)/auth/shibboleth/index.php

[E=8 Ho =X3)

o~ | & s &

@ https://g-cert-dev.gakunin.nii.ac.jp/auth/shibboleth/index.php ~acd ‘ [ BE...
E BEBEORE~—3 [ ]

I7M1IUE) WEE) TR(Y) BRICADA) Y—IUI) ALT(H)

@ GakuNin

ePPN(eduPersonPrincipalName) test001@nii.ac.jp I j'ﬁﬂaj:;[z\%\l:\ E
eduPersonTargeted|D NOT RECEIVED
o(organizationName) Test Organization
jao(jaOrganizationName)[H #s55 NOT RECEIVED
ou(organizationalUnitName) NOT RECEIVED
jaou(jaOrganizationalUnitName)[H #55] NOT RECEIVED
B (i (eduPersonAffiliation) NOT RECEIVED
23— {TZRERT (eduPersonScopedAffiliation) NOT RECEIVED
1&BR (eduPersonEntitiement) NOT RECEIVED
A=) 7k L2 (mail test001_email@nii.ac.jp
4 (givenName) NOT RECEIVED
£ (jaGivenName)[ B A5E] NOT RECEIVED
2 (sn) NOT RECEIVED
jasn o] NOT RECEIVED
ZTA (displayName) test001_displayname
=4 (jaDisplayName)[ B #5E] NOT RECEIVED ,/[Z\g VANS) ’_%l’%%%
gakuninScopedPersonalUnigueCode NOT RECEIVED \:\ ’%’; zé) 3’7) é k Eb N
isMemberOf NOT RECEIVED |

WED 2y 3 FROFMIICESN, s g 1E

ZOSPICHLTAS 7O+ 2BEI13I55N, =057 0t
(IdPICHLTIZAY A L UIARBO ZHITEUET O TIERIES N,
1dPSHO4S 7D T 22 DITIZ TS HERU TS

-13-
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3. 2. BA%A GitHub BBEIDHRTE (AT 3 V)

% GitHub [ZBHZ N MELT o 5 ANE AR IIAI Lgu,

¥ LITXY GibHub 7 47 v REEEEIT D,
https://github.com/settings/developers

%7 . GitHub ~D%EkN% (g-cert-dev.gakunin.nii.ac.jp)

Application name
gakunin-cert

Homepage URL
httpsi//g-cert-dev.gakunin.nii.ac.jp/

Application description
GakuNin Cert Enrollement.

Authorization callback URL
https://g-cert-dev.gakunin.nii.ac.jp/auth/github/callback

2% . GitHub B&ZICBITSNHID £ —27 L v b (g-cert-dev.gakunin.nii.ac.jp)

Client ID
£59271dcf3ffe5e54931

Client Secret
¢0c06d04e960648232648d9370d3{8da6a6468e8

RET 74V : omniauth.rb

HE GitHub 3% & e

provider github BA% (GitHub) F#%E
BYIDHEE GitHub ® OAuth 8502 74 7> F ID | Efi Client ID
2% HDIEH GitHub ® OAuth #RED L —27 L v | _E# Client Secret

-14-
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3. 3. UPKIEFIIHAEEHHRTIIEVATLDEE

XY AT A OFENE L A2 PKCS#H12 IR THRISE A Th 5 Z &,
# AT LHFEHERITREO KA A & SIMIME GEBFED R A A A3—FH L T
DD & B O CIHERE DI,

1) OpenSSL #ffi~> T P12 7 7 A W EFEAELH# T 7 1 VI

/] MEET 7 A ILDER

// BEBRE T 7 A ILDIERR

// B4G L1= PKCS#12 7 7 4 LB getcert. p12 DIFE

# openss!| pkcs12 —-in getcert.pl2 -nocerts —-nodes —out client. key

# openss!| pkcs12 —-in getcert.p12 —clcerts —-nokeys -out client. cer

2) Docker D7 T A 7 v FEHERITV AT L~DE v b

/] MEBERBI7AILDEE

// EEBAZE 7 74 ILDEE

# cp client. key gakunin-cert-docker/mycerts/certificates

# cp client.cer gakunin—cert-docker/mycerts/certificates/certificates

X IE 7 7 A /v : shibcert.yml

HH NE e
production: UV — 2 iEHEE Rails #E 47 > a > THE
development: B % X E Rails 8147 g » THE

certificate file:

RV AT AR HAERH
77 A

config/certificates/client.cer

certificate_key_file:

RV AT M H RS gt
77 A

config/certificates/client.key

-15-
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3. 4. IEVRATLNLDA—ILZIEDHTE

A VE—FREDHEE

7 74T 2 MREHERIT VAT ATITIRE SN A=A T RUARBRFTE R2WEE
X, A—=A7 RURARAGARER T — 2T T— MREXIT 9, Basic sRatH O EI
config/shibcert.yml (2% 5,

$ vi . forward

// .forward ) Basic BREED1—H ID £/N\RT—FZEBET S

// .forward 2 74 )LDty ¢ (FHIIZ_forward. remote-sample ZEE L THL T &)
$ cp _forward. remote-sample . forward

&% . forward {5l

| “base64” | “curl -u gcertsys:8aBEpQ7r31
https://g-cert-dev. gakunin. nii.ac. jp/mail/processor —X POST
-H ' Content-Type: text/plain’ -k -d @-"

FXIE 7 7 A /v : shibcert.yml

HH NE B EH
production: UV — 2 EHEE
development: A% H 3% E

mail_basic_name: A — L Basic iRRED 1 —HF 4 ‘gcertsys'

mail_basic_pswd:

A — )V EH R Basic @RFED/NA T — KD
SHA-1 /~ v v = fE® HEX (L3055

¥ R2AT— K6 SHA-1 2~y 3 = @ HEX SURA 2 B4 5 H1EIFLLT,

$ echo -n "password" | openssl shal
(stdin)= 5baa61e4c9b93£3f0682250b6cf8331b7ee68fdS

-16-
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3. 5. 9547 FIAERITVRATLDERTE

BRIE 7 7 A /b shibcert.yml (3P OREHA N H 5, LU T OHEHA %2 BEBEAIZEL

TOMERDH D,

X IE 7 7 A /v : shibcert.yml

HE NE REH]
flag: MR E IF

use_pin_generate:

PIN o — I VAR OH

true : UPKI /X2 ® PIN &
o — VRS A

use_upki_pass: UPKI /S AGEERITH MK true : UPKI N2 EDA
7 a v A3 FIH FTRE
use_vlan: VLAN FI| £ 4% true : VLAN iR ED A7

a ¥ B RO A EE
use_pki_pass 2" false D
DHAR,

use_client_valid:

7747 v MEAEOHIFETEER
4

true : 52/25/13 » H OIaE
NA[EE. false 726 52 » H
FEHELT true

use_smime_valid:

S/MIME GiEIA & o> il 5 72 A

true : 52/25/13 » H OIEE
AA[EE. false 726 52 » H
FEHELT true

admin_page_num:

BHE AN VHE O — A=Y
N

FEAECIL 20 NRE SR
B —W = T

label: ja: AAGER T RIE
label: en: HERTR BXIE
site_title: B A b
purpose: FEIEFR R4
production: UV —2EHEE
| (development Jti) | --
development: A% H 5% E
cert_download_type: | 7 7+ /L k& 7 — RFE5] 1 [HETRW
admin_name: FEE TSV fldli & BLE 4, 'g-cert-

dev.gakunin.nii.ac.jp'

admin_ou: 55 TSV it 0 & HE PB4 "UPKI Client Cert
Enrollment System
Develop'
admin_mail: H5E TSV it#i O FLE A — /L 'gcertsys@langedge.jp'
CEITYV AT 527 R LX)
admin_pass_mail: H5E TSV it# o UPKI /X2 % | 'contact@langedge.jp'

HH A —)L ZHURTRE(LE A — /L TR W
user_ou: 55 TSV ik O — VTR 4 "UPKI Client Cert
EHEAFBEFELTHRW Enrollment System
Develop'
base_dn_dev: BAFRFICEME AT 54D OU % | OU=dev05
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FEAE

base_dn_auth:

7 A7 FERAER O DN ~—
A (CN LL4b)

base_dn_smime:

S/MIME GEBEH O DN ~—2
(CN LIsH)

OU=UPKI Client Cert
Enrollment System
Develop,

O=National Institute Of
Informatics,
L=Tokyo,C=JP

access_reject_to:

IP 77 & AHIRIZ L DHELEFEDO
VAL LT M

FEHETIX "/403.html"

access_white_ip:

IP 7 72 AHIRATA B Y A b

access_black_ip:

IP7 7 vAHIRT 7 w7 U R K

= XPI) T TP O
FRAEPIRE, HPHTRE ATAE

% flag FEEIC XL D F v ¥ 2R — RO FE A %2 LU TFICRT,

F 7Y a HEE

vy aR— REEZERR

MeReA 7> g VEL -

use_upki_pass: false
use_vlan: false
use_client_valid: false
use_smime_valid: false

EAEDERERIRLTHE

o VA 54T UHEIBAE
B WV o )2 il == ]

o A—ILBES{L/ESA S/MIMESIEAE
S/MIMEZIBRE % EFsR

WA~ > a V8T

use_upki_pass: false
use_vlan: false
use_client_valid: true
use_smime_valid: true

AEBAEDEEEEIRLTHRAHE

o A 54T EIBAE
BihEAE
H5AT 92 R iRk
255 A

o A—)LigE 1357 A

BIhEAR | 5258 v
S/MIMEZBRE =R EBsHE

S/MIME:[ERZE

UPKI /~2FIH -

use_upki_pass: true
use_vlan: false
use_client_valid: false
use_smime_valid: false

SEEAEDEREEINL THRBF

o S0LAE U517 HEEERE

FFaERE:

[] UPKI-PASSH®D o5 7+ EBEEE F1T

UPKI-PASSZ4TID...

o A—)LBES{L/ER A S/MIMESIBiE

S/MIMEGEBAE % 3R R R

O34T HEERAEEFREE

i) FHESSE
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VLAN F|H :
SEBAEDIEFEERINLTHEE
use_upki_pass: false
use_vlan: true
use_client_valid: false
use_smime_valid: false

o IR U547 UNGEBEE

D27 MEBAEERE

VLANEITE i

O ON |Enter VLAN ID...

® OFF

o A—)LBES{b/E2H S/MIMESIEAE

S/MIMESEBRE 3R

-19-




Copyright (C) 2018-2020 National Institute of Informatics All rights reserved.

3. 6. V53AT 2 FIAERITTVATLOEEEA V2 T 14 AERFE

T IAT v FAEBHERITUV AT LOEREA 27 =24 AT 51213 2 DOREDN
WEL 725, 1Ot uid (ePPN) OFE WK27 7 ) THY, &5 1 OFEFEE
A BT oA AR AN NEE L 725 Basic FRAEDORETH 5,

X IE 7 7 A /v : shibcert.yml

HH N
production: UV — 2 EHEE
development: A% H 5% E
admin_uid1: 1 NHOE#HF 22— ID (ePPN) 57

22— ID (uid) T2 T 2. 9. HEET L EMEEZZER
T2HE 2SR, BEETII PPN IZR > TS

admin_uid2: 2 NEOEHEFE 22—V ID (ePPN) f5€ (CRRERFIIZECTH)

admin_basic_name: | EHE A X 7 = A AR Basic FREFD = —H 4

admin_basic_pswd: | HHLE A ¥ 7 = A AF| I Basic #FFED/XA T — K SHA-1
Ny Y 2 A HEX AL SCFH

3. 7. BRETLIBRMEEETHHE

FRIET 7 A /L omniauth.rb |2 CH#ET 5 Shibboleth O @M & OB EN T T2 5, B
Z T E R 5 2 HFM AT S5 o T H N L number B M O IC
gakuninScopedPersonalUniqueCode JEMEZ G TE D5 LI L TELILENDH D,

RET 74V : omniauth.rb

IEHH Shibboleth & e
provider :shibboleth 3% (Shibboleth) HEE
uid_field 'eppn’ uid & L CTHIH
name_field 'displayName' name & L CHIH
info_fields A a NEREE
email 'mail' mil & L CTHIH
number 'gakuninScopedPersonalUniqueCode' number & L THIH
55 eppn A FIH
location 'contactAddress' AL
image '‘photo_url' AR
phone 'contactPhone' KA H
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3. 8. UPKI/NREFBAZEY—/\DEHEDRTFE

FXIE 7 7 A /v : shibcert.yml

HH N
production: UV — 2 ERHEE
development: A% H 3% E
upki_pass_key1: UPKI /S AGERHEY — @R B E e DR EHF—U— R
FREAEY — NEAFICHER LTS L TEY RT3
upki_pass_key?2: UPKI /S AGERHEY — @R LB E 72 5 R F— U — K
FEAEY — NEAFICHER LTS L TCTEY RT3
upki_pass_url: UPKI /R AGERAE — @R O Y — N URL k& v F 95

723 UPKI /S AGEHIFE (P12 —#8) 84T HEERFICIE PIN ST A — VI EEATIC NIT(Z
THREINTBFHHYEDOA—NLT L RGEIZEL, TOEFETIIA—ANTZ TA T K
RERERAT AT L@ 720 o ¢ [[UPKI 7 7 & X PIN {7 A—NV&7T7A4 T

FREAERITY AT L DOZfF A —LT KL A (] @ 'geertsys@langedge.jp') (ZH515T 5 4
ENd 5, LLTIC gmail 20> TV DA Ofis ks w0 27,

O #xikxtgeo [[UPKI 7 7 & & PIN {751 A—/F = 7 H .upkish

#!/bin/sh
if [ $SENDER = “ca-support@ml. secom-sts. co. jp” 1; then —#FD
if [ $RECIPIENT = "miyachi@langedge. jp” 1; then —4F®
if grep “Subject: =?is0-2022-jp?B?W1VQSOIdIBskQiUiJS810yU5GyhC¥ BT
UE10GyRCSC85VERMQO4bKEI=?="; then —H|FER
exit 0
fi
fi
fi
exit 99
HIED | BIETHAXIES AT L (ca-support@ml. secom-sts. co. jp) FEMSMF T VY
HIFEQ | FIEXMNZFIELE (LFHITIEmiyachi@langedge. jp) BEMNF T v
HEQR | HITTxy bA T[UPKI] 77 &% PIN B{Ti#M ]| hEF =V
¥ Tbit 12725 L 91T 1S0-2022 = a— RS T b

O BEMHYFED A —/NVFERET 74 /L .qmail

. /Maildir/ — BEDA—ILRY Y ANRE (BBEKRTE)
| /home/miyachi/. upki. sh — .upki.shiZk Y PINRITEMA—ILDF VY
gcertsys@|angedge. jp — .upki.shhlexit 0 DBZFEDHERET B2 A—)L
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Appendix- A . Dockerfile D f&Eq

A. 1. [Production IBEFH® Dockerfile]

P R—RA A=
FROM centos:centos? (:>
T R

# Production Dockerfile
HHHHHE R A ]

# BB L -2 —H 1R
LABEL maintainer="Admin <admin@admin. com>”

# ruby & rails DIN—C 3 U EIEE
ENV ruby ver="2.5.7" @

ENV rails_ver="4.2.10"

# WBGNY—CFA R =)L
RUN yum -y update && ¥ (:>
# yum -y install epel-release && ¥
yum -y install git make autoconf curl| wget && ¥
yum -y install gcc—c++ glibc-headers openss|-devel readline |ibyaml-devel readl|ine-deve
| zlib zlib-devel sqlite-devel bzip2 && ¥
yum -y install sqlite-devel && ¥
yum -y install openss| && ¥
yum clean all

RUN yum -y remove mariadbx && ¥
rm —rf /var/lib/mysql

RUN yum -y install localinstall http://dev.mysql.com/get/mysql57-community-release-el7-7. no
arch. rpm && ¥

yum -y install mysqgl-community-client mysql-community-devel && ¥

yum clean all

RUN cp —p /usr/lib64/mysql/libmysqlclient. so /usr/|ib64/

# ruby & bundle 245 >o—FK
RUN git clone https://github. com/sstephenson/rbenv. git /usr/local/rbenv && ¥

git clone https://github. com/sstephenson/ruby-build. git /usr/local/rbenv/plugins/ruby-b
uild

#t a< Y KTrbenv MEZ B & SIHKTE

RUN echo " export RBENV_ROOT="/usr/local/rbenv”’ >> /etc/profile.d/rbenv.sh && ¥
echo "export PATH="${RBENV_ROOT}/bin:${PATH}”" >> /etc/profile.d/rbenv.sh && ¥
echo "eval “$(rbenv init —no-rehash -)”" >> /etc/profile.d/rbenv. sh

# ruby & rails A4 R b—JL
RUN source /etc/profile.d/rbenv.sh; rbenv install ${ruby ver}; rbenv global ${ruby ver}
RUN source /etc/profile.d/rbenv.sh; gem install —version ${rails_ver} rails;

¥ 93472 FMEAERT VR TLO Y —RXEMR
RUN mkdir /home/rails
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ADD gakunin-cert-docker. 20200320. tar. gz /home/rails
WORKDIR /home/rails/gakunin-cert

COPY database. ym| /home/rails/gakunin-cert/config
COPY omniauth. rb /home/rails/gakunin-cert/config/initializers

RUN /bin/bash -1 —¢ "bundle install ——path vendor/bundle’ && ¥
/bin/bash -1 —¢ "bundle exec rake db:migrate:reset’ && ¥

# /bin/bash -| —¢ "bundle exec rake db:migrate RAILS_ENV=development’
/bin/bash -1 —¢ "bundle exec rake db:migrate RAILS_ENV=production’ && ¥
/bin/bash -1 —¢ "bundle exec rake assets:precompile RAILS_ENV=production’

# Passenger WA > R k—JL & Apache DERTE

RUN source /etc/profile.d/rbenv.sh; gem install passenger ——no-ri ——no-rdoc && ¥
yum install -y curl-devel httpd-devel apr—devel apr-util-devel && ¥
/bin/bash -1 —¢ 'passenger—instal |-apache2-module ——auto —languages ruby’

WORKDIR /etc/httpd/conf.d
COPY passenger. conf .

# Apache %3E
WORKDIR /home/rails/gakunin-cert
COPY gakunin—-cert-top. pro. conf
#COPY gakunin—cert-top. dev. conf
COPY gakunin—-cert-top. add. txt
RUN echo setEnv SECRET_KEY_BASE “/bin/bash —| —¢ 'bundle exec rake secret’ =~ >> gakunin-cert
-top. conf && ¥
cat gakunin—cert-top. add. txt >> gakunin—cert—top. pro. conf && ¥
# cat gakunin—cert-top. add. txt >> gakunin-cert-top. dev. conf && ¥
mv gakunin—cert—top. pro. conf gakunin-cert-top. conf && ¥
# mv gakunin—cert-top. dev. conf gakunin-cert-top. conf && ¥
cp gakunin-cert-top. conf /etc/httpd/conf.d

# UPKI EFIFAEEFRITIIEV AT LDERE
COPY mycerts/certificates/ /home/rails/gakunin-cert/config/certificates
# 95472 FIBAERITURTLOERE

WORKDIR /home/rails/gakunin-cert/config
COPY shibcert. yml .

# Apache SSL FERTE 7 7 A LT —74 HitHtHHHHHHHIHHIHH HH
COPY mycerts/certs/ /etc/pki/tls/certs
COPY mycerts/private/ /etc/pki/tls/private

COPY ssl.conf /etc/httpd/conf.d/

i DBREEED 7 1 ILDHEREEE
WORKDIR /home/rails/gakunin-cert/

RUN chown -R nobody:nobody db log tmp config @
#HHHHE Shibboleth o R b— )L #iHtHHHHHHH T ]
#Workaround since OpenSUSE’ s provo-mirror is not working properly

#COPY security:shibboleth. repo /etc/yum. repos. d/security:shibboleth. repo
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#RUN yum -y update ¥
# & yum -y install wget ¥
RUN wget http://download. opensuse. org/repositories/security://shibboleth/Cent0S_7/security:
shibboleth. repo —P /etc/yum. repos. d ¥
# && yum -y install httpd shibboleth-3.0.4-3.2 mod_ss| ¥
&& yum -y install shibboleth-3.0.4-3.2 mod_ss| ¥
&& yum -y clean all

COPY httpd-shibd-foreground /usr/local/bin/
COPY shibboleth/ /etc/shibboleth/
COPY shib. conf /etc/httpd/conf.d/

RUN chown shibd. shibd /etc/shibboleth/cert/server. key && ¥
chmod 440 /etc/shibboleth/cert/server. key

RUN test -d /var/run/lock || mkdir —p /var/run/lock ¥

&& test -d /var/lock/subsys/ || mkdir —p /var/lock/subsys/ ¥

&& chmod +x /etc/shibboleth/shibd-redhat ¥

&& echo § export LD_LIBRARY_PATH=/opt/shibboleth/|ib64:$LD_LIBRARY_PATH¥n' ¥

> /etc/sysconfig/shibd ¥

&& chmod +x /etc/sysconfig/shibd /etc/shibboleth/shibd-redhat /usr/local/bin/httpd-shib
d-foreground ¥

&& sed -i 's/ErrorLog “logs¥/error_log”/ErrorLog ¥/dev¥/stdout/g /etc/httpd/conf/http
d. conf ¥

&& echo —e "¥nErrorLogFormat ¥ httpd-error [%{u}t] [%m:%I1 [pid %P:tid %T] %7F: %E: [c
lient¥ %a]l %M% ,¥ referer¥ %{Referer}i¥”” >> /etc/httpd/conf/httpd. conf ¥

&& sed —i 's/CustomLog “logs¥/access_log” combined/CustomLog ¥/dev¥/stdout ¥ httpd-comb
ined %h %1 %u %t YY" %r¥¥Y” %>s %b ¥¥Y“%{Referer} i¥¥¥” Y¥¥"%{User-Agent} i¥¥¥"¥"/g' /etc/htt
pd/conf/httpd. conf ¥

&& sed —i 's/ErrorLog logs¥/ssl|_error_log/ErrorLog ¥/dev¥/stdout/g /etc/httpd/conf.d/s
sl.conf ¥

&& sed -i 's/<¥/VirtualHost>/ErrorLogFormat ¥ httpd-ssl-error [%{u}t]l [%-m:%l] [pid %P:
tid %T] %7F: %E: [client¥¥ %a]l %M% ,¥¥ referer¥¥ %{Referer}i¥"¥n<¥/VirtualHost>/g' /etc/htt
pd/conf.d/ssl. conf ¥

&& sed -i 's/CustomLog logs¥/ss|_request_log/CustomLog ¥/dev¥/stdout/g’ /etc/httpd/con
f.d/ssl.conf ¥

&& sed —i 's/TransferlLog logs¥/ss|_access_log/TransferLog ¥/dev¥/stdout/g’ /etc/httpd/c
onf.d/ssl. conf

EXPOSE 80 443 (:)
CMD [“httpd-shibd-foreground”]

D R=RaArFFA A=V ORE
Docker Hub TZABH &1 TUV 5 centosicentos? M X—AA A — L7320 F9,
%% URL : https://hub.docker.com/ /centos

@ Ruby & Rails ®D/N\— 3 V DOFRE
Ruby : 2.5.7/ Rails : 4.2.10
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@ 77472 NEHERITY AT MINEIREY 2 — VEEDA VA h—/b
UITZEFEmLTWET,
* Ruby 8 X W*Rails A A h—)L
MySQL 7 ZA T FDA A F—)L
- DB Ok (migrate)
- Passeger 1 A h—)L
- KFEHRTET 7 A )VORLE - AL
- shibcert.yml, passenger.conf, omniauth.rb, database.yml
- gakunin-cert-top.conf
- — \GERHE serverkey, server.crt, server-chain.crt
c X AT DO L GEE client.cer, client.key

@ Shibboleth-SP @A > A b —)U|Z B % 30H#;
%% URL : https://hub.docker.com/r/unicon/shibboleth-sp/tags

T ZEFEmLTWET,
- shibboleth-sp ®1 > A Fh—/1
- BFERIE 7 7 A VOB
- shibd.conf
- attribute-map.xml, attribute-policy.xml,
+ gakunin-test-signer-2011.cer, server.crt, server.key

* native.logger, shibd.logger
* shibboleth2.xml

® EBFZIATINSa~v R
lusr/local/bin/LL N2 & B LHE) = < > K httpd-shibd-foreground % %47 L £,
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A. 2. [Development IEiEFH® Dockerfile]

P R—RA A=
FROM centos:centos?

R R
# Development Dockerfile
T R

# BB L -2 —H 1R
LABEL maintainer="Admin <admin@admin. com>”

# ruby & rails D/N—S 3 U EIEFE
ENV ruby_ver="2.5.7"
ENV rails_ver="4.2.10"

# WBGNYT—DFA R =)L
RUN yum -y update && ¥
# yum -y install epel-release && ¥
yum -y install git make autoconf curl| wget && ¥
yum -y install gcc—c++ glibc—-headers openss|-devel readline |ibyaml-devel readline-deve
| zlib zlib-devel sqlite-devel bzip2 && ¥
yum -y install sqlite-devel && ¥
yum -y install openss| && ¥
yum clean all

RUN yum -y remove mariadbx && ¥
rm —-rf /var/lib/mysql

RUN yum -y install localinstall http://dev.mysql.com/get/mysql57-community-release—el7-7. no
arch. rpm && ¥

yum -y install mysql-community-client mysql-community-devel && ¥

yum clean all

RUN cp —p /usr/lib64/mysql/libmysqlclient. so /usr/|ib64/

# ruby & bundle 245 >o—FK
RUN git clone https://github. com/sstephenson/rbenv. git /usr/local/rbenv && ¥

git clone https://github. com/sstephenson/ruby-build. git /usr/local/rbenv/plugins/ruby-b
uild

#t a< Y KTrbenv MEZ B & SIZHKTE

RUN echo " export RBENV_ROOT="/usr/local/rbenv”’ >> /etc/profile.d/rbenv.sh && ¥
echo "export PATH="${RBENV_ROOT}/bin:${PATH}”" >> /etc/profile.d/rbenv.sh && ¥
echo "eval “$(rbenv init —no-rehash -)”" >> /etc/profile.d/rbenv. sh

# ruby & rails A4 R b—JL
RUN source /etc/profile.d/rbenv.sh; rbenv install ${ruby ver}; rbenv global ${ruby ver}
RUN source /etc/profile.d/rbenv.sh; gem install —version ${rails_ver} rails;

¥ 95472 FEAERT IR TLO Y —XEMR
RUN mkdir /home/rails

ADD gakunin-cert-docker. 20200320. tar. gz /home/rails
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WORKDIR /home/rails/gakunin-cert

COPY database. ym| /home/rails/gakunin-cert/config
COPY omniauth. rb /home/rails/gakunin-cert/config/initializers

RUN /bin/bash -1 —¢ "bundle install ——path vendor/bundle’” && ¥ @
/bin/bash -1 —¢ "bundle exec rake db:migrate:reset’ && ¥
/bin/bash -1 —¢c "bundle exec rake db:migrate RAILS_ENV=development’

# /bin/bash - —¢ "bundle exec rake db:migrate RAILS_ENV=production’ && ¥

# /bin/bash -| —¢ "bundle exec rake assets:precompile RAILS_ENV=production’

# Passenger WA > R k—JL & Apache DERTE

RUN source /etc/profile.d/rbenv.sh; gem install passenger ——no-ri ——no-rdoc && ¥
yum install -y curl-devel httpd-devel apr—devel apr-util-devel && ¥
/bin/bash -1 —¢ 'passenger—instal |-apache2-module ——auto —languages ruby’

WORKDIR /etc/httpd/conf.d
COPY passenger. conf .

# Apache %3E
WORKDIR /home/rails/gakunin-cert
#COPY gakunin—-cert-top. pro. conf .
COPY gakunin—-cert-top. dev. conf .
COPY gakunin—-cert-top. add. txt .
RUN echo setEnv SECRET_KEY_BASE “/bin/bash —| —-¢ 'bundle exec rake secret’ =~ >> gakunin-cert
-top. conf && ¥
# cat gakunin-cert-top. add. txt >> gakunin-cert-top. pro. conf && ¥
cat gakunin—cert-top. add. txt >> gakunin—cert—top. dev. conf && ¥
# mv gakunin—cert-top. pro. conf gakunin-cert-top. conf && ¥ @
mv gakunin—cert—top. dev. conf gakunin-cert-top. conf && ¥
cp gakunin-cert-top. conf /etc/httpd/conf.d

# UPKI EFIRAEEFRITIIEV AT LDERE
COPY mycerts/certificates/ /home/rails/gakunin-cert/config/certificates

#9547 NERAERITUATLDOERE

WORKDIR /home/rails/gakunin-cert/config
COPY shibcert. yml .

# Apache SSL FHERTE 7 7 A LT —74 HttHtHHHHHHHEHHIHHI HH
COPY mycerts/certs/ /etc/pki/tls/certs
COPY mycerts/private/ /etc/pki/tls/private

COPY ssl.conf /etc/httpd/conf.d/

i DBREEHED 7 1 ILDMEREEE
WORKDIR /home/rails/gakunin-cert/
RUN chown -R nobody:nobody db log tmp config

HHHHHE Shibboleth o R b— )L #itHtHHH T
#Workaround since OpenSUSE’ s provo-mirror is not working properly
#COPY security:shibboleth. repo /etc/yum. repos. d/security:shibboleth. repo

#RUN yum -y update ¥
# & yum -y install wget ¥
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RUN wget http://download. opensuse. org/repositories/security://shibboleth/Cent0S_7/security:
shibboleth. repo —P /etc/yum. repos. d ¥
# && yum -y install httpd shibboleth-3.0.4-3.2 mod_ss| ¥

&& yum -y install shibboleth-3.0.4-3.2 mod_ss| ¥

&& yum -y clean all

COPY httpd-shibd-foreground /usr/local/bin/
COPY shibboleth/ /etc/shibboleth/
COPY shib. conf /etc/httpd/conf.d/

RUN chown shibd. shibd /etc/shibboleth/cert/server. key && ¥
chmod 440 /etc/shibboleth/cert/server. key

RUN test -d /var/run/lock || mkdir —p /var/run/lock ¥

&& test -d /var/lock/subsys/ || mkdir —p /var/lock/subsys/ ¥

&& chmod +x /etc/shibboleth/shibd-redhat ¥

&& echo § export LD_LIBRARY_PATH=/opt/shibboleth/lib64:$LD_LIBRARY_PATH¥n' ¥

> /etc/sysconfig/shibd ¥

&& chmod +x /etc/sysconfig/shibd /etc/shibboleth/shibd-redhat /usr/local/bin/httpd-shib
d-foreground ¥

&& sed -i 's/ErrorLog “logs¥/error_log”/ErrorLog ¥/dev¥/stdout/g /etc/httpd/conf/http
d. conf ¥

&& echo —e "¥nErrorLogFormat ¥ httpd-error [%{u}t] [%m:%I1 [pid %P:tid %T] %7F: %E: [c
lient¥ %a]l %M% ,¥ referer¥ %{Referer}i¥”” >> /etc/httpd/conf/httpd. conf ¥

&& sed —i "s/CustomLog “logs¥/access_log” combined/CustomLog ¥/dev¥/stdout ¥“httpd-comb
ined %h %1 %u %t YY" %r¥¥Y” %>s %b Y¥¥“%{Referer} i¥¥¥” Y¥¥"%{User-Agent} i¥¥¥"¥"/g' /etc/htt
pd/conf/httpd. conf ¥

&& sed —i 's/ErrorLog logs¥/ss|_error_log/ErrorLog ¥/dev¥/stdout/g /etc/httpd/conf.d/s
sl.conf ¥

&& sed -i 's/<¥/VirtualHost>/ErrorLogFormat ¥ httpd-ssl-error [%{u}t]l [%-m:%I] [pid %P:
tid %T] %7F: %E: [client¥¥ %a] %M% ,¥¥ referer¥¥ %{Referer}i¥"¥n<¥/VirtualHost>/g' /etc/htt
pd/conf.d/ssl. conf ¥

&& sed -i 's/CustomLog logs¥/ss|_request_log/CustomLog ¥/dev¥/stdout/g’ /etc/httpd/con
f.d/ssl.conf ¥

&& sed —i 's/TransferlLog logs¥/ss|_access_log/TransferLog ¥/dev¥/stdout/g /etc/httpd/c
onf.d/ssl. conf

EXPOSE 80 443

CMD [“httpd-shibd-foreground”]

(D Rails % Development B2 280 0 B 2 D% 0E

@ Development Bz fICU 0 2 570 DR IE 7 7 A /L gakunin-cert-top.conf D &

Uk
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