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§ =D Clause title Requirement RP | FA |Fed| 638tag |index . K’-mm"’"_ . (FFDEFLELEIZL S REH) 2| 3| readthis comment |in response to usage & sxperience EHEHS
2 P Agoy {text in red is new this version)
4 Authenticator To satisfy the requirements of a given AAL, 638£0010 The CSP SHALL auther CSP g, DB EEFL EFIHE AAL T Claimant BEEHFE (SHALL), | ¥ | ¥ This requires that the Claimant must have been issued with and be in
Assurance Levels a claimant SHALL be authenticated with at r sted AAL possession of a Credential of the same level or higher than that which
least a given level of strength to be has been requested before the CSP can consider subjecting the
recognized as a subscriber. Claimant to an authentication process. The table below considers the
acceptability for authentication processing of all AAL
combinations.
Requested Lowest Cred Min Authn AAL 1 1
AAL AAL which can be attempted 1 2
v 1 1 1 (Mote - IALL/ AALL 1 3
1 2 2 are not supported 2 1
1 3 3 by Kantara) 2 2
2 1 No Authn permissible 2 3
2 2 2 3 1
2 3 3 3 2
3 1 No Authn permissible 3 3
3 2 No Authn permissible
4 3 3 3
4 Authenticator The result of an authentication process is 83820020 The CSP SHALL ensure that, for a given Subject and authenticator, | CSP X, MEE e Subject &A orIe DT, BB, | Y | 7
Assurance Levels 2n igentifier that SHALL be ussd each time| the result of / —RLIEREITIESASCSERET SCSHALL),
that citherrihor authantiratas in that RD inlontifior

KIAF-1440 SP 800-63B SAC & SoCA v4.0
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« Multi-Factor Authenticatorz{ER 3 5155, CSPIZROWIIh %

FHY 5 (SHALL) ,
e Multi-Factor OTPF /3 A X _
o Multi-Factor =1ty 7 b7 =7
« Multi-Factor 51t 7 /84 X,
« 22D Single-Factor Authentmator@%ﬂ&/\%ﬁ%ﬁ, I HIGA.
CSPx. Memorized Secret Authenticator& . X ®Possession-
Based Authenticatordo W A—>&EHT 5 (SHALL)

« Look-Up Secret,
o BN TNA X
« Single-Factor OTPF /8 A X _
e Single-Factorlg=ity 7 b7
e Single-Factor =17 /34 X,
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o CSPI1., FAF7 O TIEHEI AN B 74 XD O v 2Rz Authentication Factor& &
L& 40 (SHALL NOT)
o RPI%, SubjectDAffirmative x Bl & %15 CX WL WBEIZIZE I, Session & ZZHED
Session Secretd B 1A 72’% 73 (SHALL) . =
e a) SessionDIET 2 74 THIEI A E0NMNET B FI. FoE (OR)
. besg,(;? g‘; D7 T4 ET A NCEFRL . BEICED) L 7=EFREE 0 © 12FFE]ICE T 3 L EH
jon D F,

e CSPI1. U TF#ZEL DD, Data Retention SchedulezXZ/ [ . THIFIIZEEL . &
EFS (SHALL) 7 =

« Privacy and Security Risk AssessmentDiZE,
o« BHEHBEE FBEL. KUS—, BLEFDRecord Retention Schedule,
o WHDRecord Retention Schedule,
« CSPI, Subject?’ o AuthenticatorDin ke F 7= 11525 581 11 5 5 DEH D H > /=575,
%E % é: /:/4AUL2‘/L75nz‘/'caz‘or7fﬁI 2% )%/’?“77‘-%%%6 T B4 @)J; S N S s I ff?fﬁ“
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Clause titles

Authenticator Assurance Levels
Authenticator Assurance Level 2
Permitted Authenticator Types
Authenticator and Verifier Requirements
Reauthentication

Security Controls

Records Retention Policy

Privacy Requirements
Memorized Secret Authenticators
Memorized Secret Verifiers
Look-Up Secrets

Look-Up Secret Authenticators
Look-Up Secret Verifiers
Out-of-Band Authenticators
Out-of-Band Verifiers

Authentication using the Public Switched Telephone

Network

Single-Factor OTP Device
Single-Factor OTP Authenticators
Single-Factor OTP Verifiers

Multi-Factor OTP Devices
(HRRE)
Physical Authenticators
Rate Limiting (Throttling)
Use of Biometrics
Attestation
Verifier-CSP Communications
Verifier-Compromise Resistance
Authentication Intent
Restricted Authenticators
Authenticator Binding
Binding at Enrollment
Binding of an Additional Authenticator at Existing AAL
Replacement of a Lost Authentication Factor
Binding to a Subscriber-provided Authenticator
Loss, Theft, Damage, and Unauthorized Duplication
Expiration
Revocation and Termination
Reauthentication
Reauthentication from a Federation or Assertion
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