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Using SAML Proxying in the Shibboleth IdP to connect with Azure AD

2y Created by Chris.Phillips@canarie.ca
@ *3  Last updated: May 19, 2022 by Scott Cantor » 22 min read

A French version of this document can be found on the CANARIE website.

& Please read and follow the documentation first, before or along with using this example. This documentation is not maintained by the development team and
may not be entirely accurate or consistent with the software at any given time. It is a complement to the documentation, not a replacement for it. It is currently
out of date with respect to some improvements made in V4.1.

« Overview
« |dP Proxying: Appearances and Perspectives
« |dP Proxying: What a Proxy Flow Looks Like
+ Implementing the Solution
+ Prerequisites
+ Terms and Settings
« Steps and Tasks
+ Step 1. Configuring Trust Between Azure AD and the Shibboleth IdP
« Trust Task: 1. Update your IdP's metadata
« Trust Task: 2. Register your IdP with Azure AD
« Trust Task: 3. Register the upstream IdP's metadata locally
s Trust Task: 4. Configure Azure AD Attribute Release to the Shibboleth IdP
+ Step 2. Configure the IdP for Proxing Behaviour
= Proxy Task 1. Change the IdP authentication flow to SAML
= Proxy Task 2. Update Your Attribute Filter
» Proxy Task 3. Enable IdP to Recognize Azure AD Claims
« Proxy Task 4. Subject Canonicalisation
= Proxy Task 5. Configuring Attribute pass-through and/or hybrid resolving
+ Proxy Task 6. Handling REFEDS AuthnContext Requests (optional)
e Update the support matrix for the SAML authentication flow to understand the REFEDS MFA profile
* Testing
+ Related content | Recommended Reading
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var wayf_sp_samIDSURL = wayf sp_handlerURL +
"/DS?authnContextClassRef=http%3a% 2f% 2fschemas.microsoft.com% 2fclaims% 2fmultipleauthn";

var wayf_additional_idps = [{name:"Azure AD <tenantid>",
entityID:"https://sts.windows.net/<tenantid>/",
SAML1SSOurl:"https://login.microsoftonline.com/<tenantid>/saml2"},];
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<IDPSSODescriptor>
<Extensions><Scope regexp="false" >u-tokyo.ac.jp<Scope></Extensions>
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(%) Azure ADDSAML Response

- Response M AuthnStatement, AuthnContext, AuthnContextClassRef [2IR L T< 115

<samlp:Response ...>
<Assertion ...">
<AuthnStatement ...>
<AuthnContext>
<AuthnContextClassRef>http://schemas.microsoft.com/claims/multipleauthn</AuthnContextClassRef>
</AuthnContext>
</AuthnStatement>
</Assertion>
</samlp:Response>





