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osuidpext (Ohio State Custom Login Handler) = 1.1 -
Shibboleth-1dP 235 /opt/shibboleth-idp

Apache Tomcat 6.0.35 /usr/java/tomcat
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® TEURL®D"Ohio State Custom Login Handler"

https://wiki.shibboleth.net/confluence/display/SHIB2/Contributions#Contributions-ldentityProviderExtensions
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2.1. Apache TomcatD{E1E


https://wiki.shibboleth.net/confluence/display/SHIB2/Contributions#Contributions-IdentityProviderExtensions

* Tomcath'EE L TWBIBAIRKELELET,

# /etc/init.d/tomcat stop

22. 24 72 DEM

® Stateless Clustering@ >4 75 ) #8BML XY,

# wget https://webauth. service.ohio-state. edu/ shibboleth/downloads/osuidpext-1.1-src. tar. gz
# tar zxvf osuidpext-1.1-src. tar.gz

# cd osuidepext-1.1/lib

# cp osuidpext-1.1.jar /usr/java/tomcat/webapps/idp/WEB-INF/Llib/

® StatelessClustering@ >4 75 Y »*FIF L T\ %SecurlDPrincipal.java% VY — XM 5 AV /XA )L Ljar7 7 1 WL L £ 9

# svn co https://svn.shibboleth.net/extensions/java-jaas-securid/trunk/

# cd trunk

# rm -f src/edu/internet2/middleware/shibboleth/jaas/securid/SecurIDLoginModule. java
# ./ant.sh

jar 7 7 1 LD ERIZFR : trunk/dist/jaas-securid-1.0.1-jdk-1.5. jar

Xsvnd X ¥ KDORTICIE, subversion7 ZA 7Y MDA VA R=ILENTWVWEIRENHY £,
® jar7 7 AIINEY—/NIZEIMLET,

# cp dist/jaas-securid-1.0.1-jdk-1.5. jar /usr/java/tomcat/webapps/idp/WEB-INF/Lib/

2.3. keyStore DYERK

® keytooliZ TkeystoreZER L. fEM#%. £ T?DShibboleth-IdPH—/NICaE—L %Y,

# keytool -genseckey -keystore secret. jks -storetype JCEKS -alias secret -keyalg AES -keysize 128
F—RAMTDONRRAT—READLTLEIL: <f5l) secret EAN

RN —REBAALTLEIW: <f5l) secret & AN
<secret> DP|/NRRAT—REAALTLEI W,
(F—ZARTDNRRT—RERUFEIX RETURN AL TS ZIW): <TODF Fenter

# cp secret. jks /opt/shibboleth-idp/credentials/

2.4. Shibboleth-IdPDRE 7 7 1 ILDZER

* webxmlUZARY LY —TLy baf VAN LTEFTIIHYTEV21—ILEEELET,

# vi /usr/java/tomcat/webapps/idp/WEB-INF/web. xml

web.xmlICFEEEZEML £,

{context-param)
<{param-name>contextConfiglLocation</param-name>
<param-value>file:///opt/shibboleth-idp/conf/internal.xml;
file:///opt/shibboleth-idp/conf/service. xml;
file:///opt/shibboleth-idp/conf/osuext. xml;</param-value>
{/context-param>

webxmlICFEE&EEML £,



<l-- Servlet for doing stateless cookie-based authentication —->
<{servlet>
<servlet-name>StatelessAuthHand ler</servlet-name>
<servlet-class>edu. osu.ocio. shibboleth, idp.authn, provider, StatelessLoginServlet</servlet-class>
<load-on-startup>5</load-on-startup>
<init-param>
<{param-name>dataSealerRef</param-name>
<{param-value>shibboleth. SS0DataSealer</param-value>
</init-param)
<init-param>
<{param-name>submodu les</param-name>
<param-value>shibboleth, LDAPLoginSubmodule shibboleth,VelocityFormLoginSubmodule</param-value>
</init-param>
<init-param>
<{param-name>errorContext</param-name>
<param-valued>/</param-value>
</init-param)
<init-param>
<{param-name>errorPage</param-name>
<param-value>/stale. html<{/param-value>
</init-param>
{/servlet>

<servlet-mapping>
<servlet-name>StatelessAuthHandler</servlet-name>
<url-pattern)>/Authn/Stateless</url-pattern>
{/servlet-mapping>

BRET 7 1) (osuextxml) EFRIEMLET,

# vi /opt/shibboleth-idp/conf/osuext. xml

UToREEBMLET,

<?xml version="1.0" encoding="UTF-8"7>
<beans xmlns="http://www. springframework. org/schema/beans”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:util="http://www. springframework.org/schema/util”
xsi:schemaLocation="http://www. springframework. org/schema/beans
http://www, springframework, org/schema/beans/spring-beans-2. 0. xsd
http://www. springframework. org/schema/util
http://www. springframework. org/schema/util/spring-util-2.0.xsd” >
<bean id="shibboleth. SS0DataSealer”
class="edu. internet2, middleware. shibboleth. common, util,DataSealer”
depends—-on="shibboleth. LogbackLogging” init-method="init”">
{1-- 2.3BTHEM L7ckeyStore 2 ELET. —>
<{property name="keystorePath” value="/opt/shibboleth-idp/credentials/secret. jks” />
<{property name="keystorePassword” value="secret” />
<{property name="cipherKeyAlias” value="secret” />
<{property name="cipherKeyPassword” value="secret” />
</bean>
<bean id="shibboleth, SSOVelocityEngine”
class="org. springframework. ui.velocity.VelocityEngineFactoryBean”
depends-on="shibboleth, LogbackLogging”>
<{property name="overridelLogging” value="true”/>
<property name="velocityProperties”>
<props>
<prop key="runtime. log. logsystem. class”’>
edu. internet2.middleware. shibboleth, common. util.SLf4JLogChute
</prop>
<prop key="resource. loader”>file</prop>
<prop key="file. resource. loader.class”>
org. apache.velocity. runtime. resource. loader.FileResourcelLoader
</prop>
<prop key="file. resource. loader. path”>/opt/shibboleth-idp/conf</prop>
<prop key="file. resource. loader. cache”>false{/prop)>
</props>
<{/property>



</bean>
<bean id="shibboleth, LDAPLoginSubmodule”
class="edu. osu. ocio. shibboleth. idp. authn. provider. JAASLoginSubmodule”>
<constructor-arg value="file:///opt/shibboleth-idp/conf/login.config ”/>
<property name="jaasConfigName”
value="ShibUserPassAuth” /> <login.configichhNTWBEDERALCICLET,
<{property name="authnMethods”)>
<{set>
<valuedurn:oasis:names:tc:SAML:2,0:ac:classes:PasswordProtectedTransport</value>
<{/set>
<{/property>
<property name="unknownUsernameErrors”>
<list>
<valued>Cannot authenticate dn, invalid dn</value>
</list>
</property>
<property name="invalidPasswordErrors”>
<list>
<value>AcceptSecurityContext error, data 52e</value>
<value>[LDAP: error code 49 - Invalid Credentials]</value>
</listy
<{/property>
</bean>

<bean id="shibboleth.VelocityFormLoginSubmodule”
class="edu. osu. ocio. shibboleth. idp. authn. provider. VelocityFormLoginSubmodule”
depends-on="shibboleth, LogbackLogging”>
<{property name="templateName” value="login.vt” />
<{property name="velocityEngine” ref="shibboleth.SSOVelocityEngine” />
</bean)

<bean id="shibboleth.0SUServletAttributeExporter”
class="edu. internet2. middleware. shibboleth. common. config. service.ServletContextAttributeExporter”
depends-on="shibboleth. SSODataSealer shibboleth.LogbackLogging shibboleth. LDAPLoginSubmodule shibboleth
VelocityFormLoginSubmodule”
THADEQAAR—ATRYY 9
init-method="initialize” >
{constructor-arg>
<list>
<value>shibboleth. SSODataSealer</value>
<value>shibboleth. LDAPLoginSubmodule</value>
<valuedshibboleth. VelocityFormLoginSubmodule</value>
</listy
{/constructor-arg>
</bean>

</beans>

KIFRD YA RIC& > TIERENTHE2TREUNATIVET, BEELS LTIEBLEZIW,
® handlerxml#ZELZT,

# vi /opt/shibboleth-idp/conf/handler. xml

ITEMEEREL XY,

<ph:ProfileHandlerGroup
xmlns:ph="urn:mace:shibboleth:2.0:idp:profile-handler”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:osu="urn:mace:osu. edu:shibboleth:idp-ext”
xsi:schemalocation="urn:mace:shibboleth:2.0:idp:profile-handler
classpath:/schema/shibboleth-2, 0-idp-profile-handler. xsd
urn:mace:osu. edu:shibboleth:idp-ext classpath:/schema/idp-osu-ext. xsd”>

XT T +—M)DAIBISER

UTFZEEBmMLEY.



I--BMT2HS ZIbhn >
<ph:LoginHandler xsi:type="osu:Stateless” authenticationServletURL="/Authn/Stateless”>
<ph:AuthenticationMethod>
urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport
</ph:AuthenticationMethod>

</ph:LoginHandler>

A--BmMY 52 ZIFT -

</ph:ProfileHandlerGroup>

UFZEaxv h7oMLET,

<I--

<ph:LoginHandler xsi:type="ph:UsernamePassword”
jaasConfigurationLocation="file:///opt/shibboleth-idp/conf/login.config”>
<ph:AuthenticationMethod>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</ph:AuthenticationMethod>

</ph:LoginHandler)
-=>

® attribute-resolverxmlZZ&EL £ 7,

# vi /opt/shibboleth-idp/conf/attribute-resolver, xml

<resolver:AttributeDefinition>4 O KICA T AEML T,

<resolver:AttributeDefinition id="cryptoTransientId” xsi:type="ad:CryptoTransientId”

xmlns:ad="urn:mace:shibboleth:2, 0:resolver:ad”
dataSealerRef="shibboleth, SSODataSealer”
Lifetime="PT3M">

<resolver:AttributeEncoder xsi:type="encoder:SAML1StringNameldentifier”

xmlns:encoder="urn:mace:shibboleth:2.0:attribute:encoder”
nameFormat="urn:mace:shibboleth:1, 0:nameldentifier”/>

<resolver:AttributeEncoder xsi:type="encoder:SAML2StringNameID”

xmlns:encoder="urn:mace:shibboleth:2.0:attribute:encoder”
nameFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”/>

<{/resolver:AttributeDefinition)

<resolver:PrincipalConnector>% DI D IC AT #EBML £7

<resolver:PrincipalConnector

<resolver:PrincipalConnector

id="shibCryptoTransient” xsi:type="pc:CryptoTransient”
xmlns:pc="urn:mace:shibboleth:2,0:resolver:pc”
dataSealerRef="shibboleth. SS0DataSealer”
nameIDFormat="urn:mace:shibboleth:1,0:nameldentifier”/>

id="saml2CryptoTransient” xsi:type="pc:CryptoTransient”
xmlns:pc="urn:mace:shibboleth:2.0:resolver:pc”
dataSealerRef="shibboleth. SS0DataSealer”
nameIDFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”/>

LUF d resolver:PrincipalConnector 33X 72 ML E T,

<I-=
<resolver:PrincipalConnector

xsi:type="pc:Transient” id="shibTransient”

nameIDFormat="urn:mace:shibboleth:1.0:nameldentifier”/>

<resolver:PrincipalConnector

xsi:type="pc:Transient” id="saml1Unspec”

nameIDFormat="urn:oasis:names:tc:SAML:1. 1:nameid-format:unspecified”/>

<resolver:PrincipalConnector

xsi:type="pc:Transient” id="saml2Transient”

nameIDFormat="urn:oasis:names:tc:SAML:2, 0:nameid-format:transient”/>

>



® attribute-filterxmlZZ&EL £ 7,

# vi /opt/shibboleth-idp/conf/attribute-filter.xml

<afp:AttributeRule>4 VDI ICLATAZBML £9, £/, attributelD="transientld" D% 72XV k7O NLET,

<=

<afp:AttributeRule attributeID="transientId”>
<afp:PermitValueRule xsi:type="basic:ANY"/>

{/afp:AttributeRule>

-

I-- BMT2Hs ZIhs >

<afp:AttributeRule attributeID="cryptoTransientId”)
<afp:PermitValueRule xsi:type="basic:ANY”/>

</afp:AttributeRule>

I-- BNy 285 ZIFT -

* OJ4Y 774 (loginvt) ZFHRIEBMLET,

# vi /opt/shibboleth-idp/conf/login. vt

UToREEBMLET,



<IDOCTYPE HTML PUBLIC ”-//W3C//DTD HTML 4.01 Transitional//EN” "http://www.w3.org/TR/REC-htm1401/loose. dtd”>
<html lang="ja">
<head>
<META http-equiv="Content-Type” content="text/html;charset=UTF-8">
</head>
<body>

<{1-- excerpt of the interesting bits -->
<div id="loginForm”>

#if ($authnInfo. isAccountLocked())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>Login failed. Your Ohio State Username account is locked.</p>
</blockquote>
ftelseif ($authnInfo. isExpiredPassword())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>Login failed. The password associated with your Ohio State Username account has expired.</p>
</blockquote>
ffelseif ($authnInfo. isInvalidPassword())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>Login failed. The password you entered is incorrect.</p>
</blockquote>
felseif ($authnInfo. isUnknownUsername())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>Login failed. The username you entered cannot be identified.</p>
</blockquote>
#telseif ($authnInfo.getlLoginException())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>An error occurred during login: $encoder.encodeForHTML ($authnInfo. getLoginException().
getMessage())</p>
</blockquote>
felseif ($authnInfo.getAuthnException())
<blockquote style="font-weight:bold; text-align:left”>
<p style="color:#cc0000”>An error occurred during login: $encoder.encodeForHTML($authnInfo. getAuthnException().
getMessage())</p>

</blockquote)
#fend
<form name="1login” method="P0ST” action="$servletPath”>
<{fieldset>
<legend>Identify Yourself</legend>
<div>

<label for="userid”>
Enter your Username
</label>
<br/>
<input type="text” class="text” id="userid” name="j username” size="50"/>
</divy
</fieldset>
<{fieldset>
<legend>Password <span class="smallOr”>or</span> Passcode</legend>
<div>
<label for="password”>
Enter your account password.<br/>
</label>
<br/>
<input type="password” class="text” id="password” name="j password” size="50"/>
</divy
</fieldset)>
<input type="hidden” name="j continue” value="1"/>
<input id="submit” class="submit” type="submit” value="Login”/>
</form>

</divy

</body>
</html>



2.5. httpd DR EZE R

(D ZDREF2AHTHERLEOTA Y 774 (loginvt) BT FRANTERRINTLEIBADHRELTLEIL,

® velocity=FIFATZ 3 & 3 IChttpd.confaiREL £ 9

# vi /etc/httpd/conf/httpd. conf

DefaultType text/plainZ L T LS ICERLE T,

DefaultType text/html

2.6. tomcatD iR Ef

® tomcatDiZE

#f /etc/init.d/tomcat start

2.7. httpd DEFTED

# /etc/init.d/httpd restart
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