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1. Shibboleth IdP (version 4LLB&) OEEE 4
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* XEY3GBLL
JavaRITREADHEL Y B TXEYENT.E5GBTTDT, ZOEMEICKEARVELIICLTLESTL,
® Apache HTTP Server 2.4 LIt & mod_ssl

DFONRy 5 —J@FA YA M= HEELEDTUROFIRTHREBAL X T,

o Apache Tomcat 9
O IMXEMEBERIICE D EEMEL B L/ KRYET,
© Tomcat 8LAKEidp.xmliC unpackWAR="false” Z 57 L T\ % & BENA~SERBL DNV X T DT, KICRDAIRBEEMIRL T
XY,
XWIFhH LT DShibboleth®H 1 k [Apache Tomcat 8] AIEHIETT
® Java 1l
© Oracle JDK / OpenJDK 11IZ TLDAPH —/A~DEHICLDAPS % FE S IFE. LTFTOIZ—ICRZBEWVWDBHRIHY ET,

java. lang.NullPointerException: Thread local SslConfig has not been set

BRRIZIDKONT THZB DI ETY, ZHTHHE. LT TUnboundIDEED BERARTIEINTVET,
https://wiki.shibboleth.net/confluence/display/IDP30/LDAPonJava>8
S$#0: https://issues.shibboleth.net/jira/browse/IDP-1357
© Java 8B LUV EFNLUKAFESIBEIY NOEL—FRETERINMEL RBZBELH D E WV IFBAH YW £9, jre/lib/security/java.security
PURTFLTARTAFETHULTLEEW,
WRAES L CFIEH: PO Y —EZBERROBAD &< HZITF—] O503T5—NDIE
= ZDREILCentOS 75 F > TWBIBEICEHETY,
" VMTHEIETWTZORELH HBE. KA NI Y THaveged #BA LVMA S ZhESBYT 25 cHoRT Y hOE—
EERTEDGZEDNHDLITIDT, EHLETIRETCEI W,
© Java 8B LUV EFNLEAME S IBEIL. /etc/sysconfig/tomcatDIAVA_OPTSICIEET 54 72 a v D> 5 "-XX:MaxPernSize=256m" (L5
HHAHY EFEA (Java TAIFOIBETY) OTHIRL THEFWVWERA,
© GNU JavaldFIFBTZE Xt A. OpenlDK#% L < [&Oracle®DJavaZzFIFAL TS ZE W,

thDBIES & URHFTDIER IEShibbolethd 1 M TIHER L L3 W
21K, Jetty 9.2, Jetty 9.3, Apache Tomcat 8

2.0SZzA VA M—=ILT D

1. OSTOEE
- 0S (Cent0S7) 4 YA k—Jb

AVAN=FTAVRA=ILTBED,


https://wiki.shibboleth.net/confluence/display/IDP30/LDAPonJava%3E8
https://issues.shibboleth.net/jira/browse/IDP-1357
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20022668
https://wiki.shibboleth.net/confluence/display/IDP30/Installation
https://wiki.shibboleth.net/confluence/display/IDP30/Jetty92
https://wiki.shibboleth.net/confluence/display/IDP30/Jetty93
https://wiki.shibboleth.net/confluence/display/IDP30/ApacheTomcat8

Webt—/N— (HTTPD &)
OpenLDAP

FOMDNY I —JFBEBIZIELCTA VA M=ILLTLEIL,
=72 L. Javaf@$ & Tomcat IFEDFIETRICA VA M—=ILLE T,

BRZ7IFL—Yavsnigic. FAMNEAEEERTRHEEVWONER - BRIREADHY ET, KR MRIFTD TR VWAL W LTEHRE
LTLESW, FLLKRIAPOFRRA MEERICHTZ2ERR 2IS5RILET,
X Z DT F R MESELinuxidPermissivelCEREINTWREDELTEMTHEYET, F2IY Y NTSELINUXEREEFESRL T2 XL,

$ /usr/sbin/getenforce

CRY NT—ORE
BEICAEDE, RAKNE - Ry hT7—2 - 2Fa2UF 1 ERELTTFIL,
2. DNS~A&4§% 9 3
HFLWHRRARMZEIP7 RL ZEDNSICEHFELTLESW,
3. RAFRPERET S
ntpt—EXZALV, EFREOntpY— /N EEZRBEEZ LTEI W,

XShibbolethTi%, BiET 2 —/\EORAUDTNANENEBAZETI—ICRY ET,

3.jdk 11, tomcat9% 4 VA b—JLT 3

1. #i L tomcat D HIkR

tomcat QUFID/N—Y 3 VA A > TWBIFEIE, HIBRLTLEI W,

2.jdk D14 YR h—Jb

CentOS 7I21E0pen)DKO/NRy I —IHAHBINTVWET DT, IThEyumiCTAI VA M—=JLLET,

# yum install java-11-openjdk java-11-openjdk-devel

3.tomcat 9D1 VX h—JL

CentOS 7ICHESI N TW3B /Ry & —JdTomcat7/2 D T. Apache Software Foundation Bt 3 2 Tomcat/Xw o —J %4 O0—RKLTA VA =L
L£9,

(https://tomcat.apache.org/download-90.cgi)

# tar zxv -C /usr/share -f apache-tomcat-9.?.??. tar.gz
# Ln -s /usr/share/apache-tomcat-9.?.?? /usr/share/tomcat

/etc/systemd/systemfic FICLL FDAZA Ttomcat. serviceZ R L 9,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19432345
https://tomcat.apache.org/download-90.cgi

[Unit]
Description=Apache Tomcat
After=syslog. target network. target

[Service]

User=tomcat

Group=tomcat

Type=oneshot

PIDFile=/usr/share/tomcat/tomcat. pid

RemainAfterExit=yes

#fEnvironmentFile=/etc/sysconfig/tomcat
ExecStart=/usr/share/tomcat/bin/startup. sh
ExecStop=/usr/share/tomcat/bin/shutdown. sh

Environment="CATALINA OPTS=-Xms1500m -Xmx1500m -server —-XX:+UseParallelGC”
Environment="JAVA OPTS=-Djava. awt. headless=true -Djava.security.egd=file:/dev/. /urandom”

Ki L IMode=none

[Install]
WantedBy=multi-user. target

” tomcat” 1—H TiEHE

"root"1—HTIEA <, Tomcat@EBADOI—H %5 FERATIIE2HELET,
ZZ T, —Bmi "tomcat" 21— AR LT, (LR, "tomcat'2—H % AT 2B, AR CTHRALET, )

# useradd -r -d /usr/share/tomcat -s /shin/nologin -c "Tomcat daemon” tomcat

UTFDaAY Y RTZDOMTomcatFEDBRET7 71 LPT 1 LI N DRAEH, R—Iv > avEBRELET.

# chown -R tomcat:tomcat /usr/share/tomcat/{temp, logs, work}

#f chown tomcat:tomcat /usr/share/tomcat/webapps

# chmod +t /usr/share/tomcat/webapps

#f chmod gotrx /usr/share/tomcat/conf

# chgrp tomcat /usr/share/tomcat/conf/*. %

# chmod g+r /usr/share/tomcat/conf/x.

# mkdir -p /usr/share/tomcat/conf/Catalina/localhost
# chgrp -R tomcat /usr/share/tomcat/conf/Catalina

# chmod -R g+r /usr/share/tomcat/conf/Catalina

# chmod -R +t /usr/share/tomcat/conf/Catalina

# chgrp -R tomcat /usr/share/tomcat/{bin, Lib}

BEREIDRE
UFoavy RTEBEHREZENICLET,

# systemctl enable tomcat

R :
LTI~y RTHBRIBREAB/MICTIIENTEET,

#f systemctl disable tomcat

4, profile®3&N

/etc/profile.d/java-tomcat.sh E W7 7 A L ELUTORBTERLET,

1 TEEMDIAVA_HOMEIE, Open)DKEfE- 72/ ERY T,
F 7=CATALINA_HOME# & U'CATALINA_BASEI&. Apache Software Foundation ‘2% 3 2 Tomcat/SXy r—I % 4 VX =)L L7 E& D /N
RERYET,
REBICADETEBRLTLEIL,



#f /etc/profile.d/java-tomcat.sh - set Java and Tomcat stuff
JAVA HOME=/usr/Llib/jvm/java

#texport MANPATH=$MANPATH:/usr/java/default/man
CATALINA_HOME=/usr/share/tomcat

CATALINA BASE=$CATALINA HOME

PATH=$JAVA HOME/bin:$CATALINA BASE/bin:$CATALINA HOME/bin:$PATH
export PATH JAVA HOME CATALINA HOME CATALINA BASE

BMLEREEREHAAHET,

#t source /etc/profile

5. httpd DBE

/etc/httpd/conf/httpd.conf DIEIE

(€=1:2))
TServerName example-idp.nii.ac.jp:80 <K k%
TaAxXv 7o~ (#) ZHIBR

(€=1:2))

/etc/httpd/conf.d/ssl.conf DIEIE

(€=1:2))
<VirtualHost _default :443>
(€=1:2))
TServerName example-idp.nii.ac.jp:443 < KZ k%
TaXVb7o N (#) ZHIFR
ProxyPass /idp/ ajp://localhost:8009/idp/ <&
(HER)

AT, SSL3OTARINICH T IHELNERSNTHYEITOT, BZTORNINEENET I E2BE8DLET, =2SSLA—Y 3 /30
fES8 M4 IC D W T (CVE-2014-3566)

SSLProtocol all -SSLv2 -SSLv3

/etc/httpd/conf. d/virtualhost-localhost80. conf ZLATFDRAETHER L T ZE W, ZhidShibboleth IdPA 1R B reload-metadata.shFED v~
REFoIRIEETREICT 272HDEDTY,

1 §TICA—Ovirtual hostZBID & T B TEHEL TWAHAIR. T55ICEDTLLI WL, £y §TIC _default_:80 DVirtualHost A EFE S h
TWBIGEEIFZDHRDEE N localhost:80 ICEAINRLKBRY XTI DT, RETHNIEZDEEAID T 7AIVICHEEDTLEI W,

_default_:80 "EZEINTWS T 71 JLICFiEProxyPassEE6H 3 HEEH Y FTH. ABHIrSDOBEDT /AN EF 17 THRVLEOER—
MIRLTETAZZEIKAYETOTHRLEEA, (B52A. 774704 —VETHEIDICHLS W TOVNITEEDL Y £HA)

<VirtualHost Llocalhost:80>
ProxyPass /idp/ ajp://localhost:8009/idp/
</VirtualHost>

6. serverxmlDEIE

SCATALINA_BASE/conf/serverxml%& R L I ICBELE T,
HOBRRTERY B FEN AT NiEConnector port="8080"2a XY b7 I hLTLEE W,


https://www.gakunin.jp/jolon77xf-427/#_427
https://www.gakunin.jp/jolon77xf-427/#_427

LU=
<Connector port="8080" protocol="HTTP/1.1”
connectionTimeout="20000"
redirectPort="8443" />

Connector port="8009"ICA T D L S ICEBML TL XL,

<l-- Define an AJP 1.3 Connector on port 8009 —-->
<I--
<Connector protocol="AJP/1.3”
address="::1"
port="8009"
redirectPort="8443" />
==
<Connector port="8009" protocol="AJP/1.3” redirectPort="8443"
secretRequired="false” enableLookups="false” tomcatAuthentication="false” address="127.0.0.1" maxPostSize="100000" />

4. Shibboleth® 1 v A h—JL

BI7 74 IVEBEDIEEN, Version 4ICHELTWET,

1. Shibboleth IdP /3y ¥ —Y 0¥ o> O— R

(D S vO—RLET7MAIIVOEEYEEID B ICIEPGPESR (4> O— RURLIC asc"&#BIIL72E D) AHRL TSI,

2AVA M=

# tar xzvf shibboleth-identity-provider-4.?.7.tar.gz
#f cd shibboleth-identity-provider-4.?.?
# ./bin/install.sh -Didp. conf. filemode=640

install.sh¥ TRV Y PR ERTTD &, UTOL S BEVEDERHY £,
FIRICRE> T, EDTLEEW,

VAN—IEICANT B/RAR T - R2REATHEIIBZEE. HRHSHICCWEDEFERL TS,

/f
X TAHB LK/ T— R, /opt/shibboleth-idp/conf/idp.propertiesiCiE&EH s nx 9, (FEX)


http://shibboleth.net/downloads/identity-provider/latest/

Buildfile: /root/PKG/shibboleth-identity-provider-4.0.1/bin/build. xml

install:
Source (Distribution) Directory (press <enter)> to accept default): [/root/PKG/shibboleth-identity-provider-4.0.1] ?
[Enter] < ABRL

Installation Directory: [/opt/shibboleth-idp]

[Enter] <AA7%L

Hostname: [upkishib-idp.nii.ac.jp]

[Enter] < ABNRL XRRINLKRNEEDIFE. FRELTLEIL,
Backchannel PKCS12 Password: backpass[Enter] <—{EE®D/XX7T— K

Re-enter password: backpass[Enter]

Cookie Encryption Key Password: cookiepass[Enter] <«—{EEMD/SRX7T—RK

Re-enter password: cookiepass[Enter]

SAML EntityID: [https://upkishib-idp.nii.ac. jp/idp/shibboleth]

[Enter] <AAB%L

Attribute Scope: [nii.ac.jp]

[Enter] < ABNARL XRRINLZRAI-—THEIBE. RELTLLEIW,
(&%)

BUILD SUCCESSFUL
Total time: 2 minutes 9 seconds

FROESRERICEABES, 4 VA M—LEFVET,

.=y avORE

Tomcath'” tomcat” I—HFTREINZDT, BRPEZAHNTADLICTALIMN)OFEEEEELET,
FRRIC, BRET 7 ANLPAIT—IDRET AL I NI REDHRESE - —IvavEZHELET,

1 CIZTHEL/N=I v Y3 v%Shibboleth IdPT v 75— MEICEESNAVEL S EBARETY, Fllld IdPV37 v 77— MCET 215
EIBRLIES W,

# chown -R tomcat:tomcat /opt/shibboleth-idp/logs
# chgrp -R tomcat /opt/shibboleth-idp/conf

# chmod -R g+r /opt/shibboleth-idp/conf

# find /opt/shibboleth-idp/conf -type d -exec chmod g+s {} ¥;
# chgrp tomcat /opt/shibboleth-idp/metadata

# chmod g+w /opt/shibboleth-idp/metadata

# chmod +t /opt/shibboleth-idp/metadata
# chgrp tomcat /opt/shibboleth-idp/credentials/secrets.properties

# chmod g+r /opt/shibboleth-idp/credentials/secrets.properties
# chgrp tomcat /opt/shibboleth-idp/credentials/sealer. *

# chmod g+r /opt/shibboleth-idp/credentials/sealer.*

@ IdPHO'ERRICHERT 2AAEDOUEREIILBESNTEYEIEADT, AL - N—Iv Y aVRBREDOFIETHRELX T,

4. jstl-1.2.jar DEE

jstl-1.2.jar%& https://build.shibboleth.net/nexus/service/local/repositories/thirdparty/content/javax/servlet/jstl/1.2/jstl-1.2.jar& W ¥ o> a— K L
£7,
edit-webapp/ BB FICASE L. idp.warllEHET,


https://build.shibboleth.net/nexus/service/local/repositories/thirdparty/content/javax/servlet/jstl/1.2/jstl-1.2.jar
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21437847
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021662

# wget https://build.shibboleth.net/nexus/service/local/repositories/thirdparty/content/javax/servlet/jstl/1.2/jstl-1.2. jar
# cp jstl-1.2. jar /opt/shibboleth-idp/edit-webapp/WEB-INF/Lib/

# /opt/shibboleth-idp/bin/bui ld. sh

Installation Directory: [/opt/shibboleth-idp]

[Enter] < AAH#&L

Rebuilding /opt/shibboleth-idp/war/idp.war ...

...done

BUILD SUCCESSFUL
Total time: 3 seconds

5. idp.war D&

${CATALINA BASE}/conf/Catalina/localhost/idp.xml & WS M7 7 1 L ELUTORAETIER L. idp.warkTomcatARHTEBLIICLET,

<Context docBase="/opt/shibboleth-idp/war/idp.war”
privileged="true”
antiResourcelocking="false”
swallowQutput="true”>
{Manager pathname="" />

<l-- For Tontat 8.0: work around | ack of Max-Age support in |E Edge -->
<Cooki eProcessor al waysAddExpires="true" />

</ Cont ext >

G) LEBRAD S B<CookieProcessor>D1TIETomcat 8.0 xDHEATRIER T TT, Tomcat 7CTIRUTOL I ROTHEY FITHAREEHY £t
Ao

WARNING:  No rules found matching ’Context/CookieProcessor’ .

E#ICTomcat ITIRUTDL D AAVAKY TIHNRERHY Tt A

03-Sep-2018 11:13:49. 146 WARNING [main] org. apache. tomcat.util.digester.SetPropertiesRule.begin [SetPropertiesRule]{Context
/CookieProcessor} Setting property "alwaysAddExpires’ to ’true’ did not find a matching property.

httpd DE#EE) & TomcatDBENETVWE T, (F TlicTomcath'i2E L TW3I5EIEstop L THSIT>TLEI W)

# systemctl restart httpd
# systemctl start tomcat

TomcatDi2E%, S{CATALINA_BASE}/logs/catalina.{Afd}.log IC TS —AHAETN TOWARVWEEZRERL TLEE L,

Xcatalina{Hfd}.logiCTomcati& T8 (BEHF) DY M1 I VI TUTDEIBRIS—HPRREINDZZEFHY T ITHEEH Y TEADTERLTE
W,

#HY: A web application appears to have started a TimerThread named [Timer-0] via the java.util.Timer API but has failed to stop
it. To prevent a memory leak, the timer (and hence the associated thread) has been forcibly cancelled.


https://build.shibboleth.net/nexus/service/local/repositories/thirdparty/content/javax/servlet/jstl/1.2/jstl-1.2.jar

EHY: A web application created a ThreadLocal with key of type [null] (value [ch. qos. logback. core.
UnsynchronizedAppenderBase$1@XXXXXXXX]) and a value of type [java. lang.Boolean] (value [false]) but failed to remove it when the web
application was stopped. To prevent a memory leak, the ThreadLocal has been forcibly removed.

catalina.{B{¥}.out Tl <, catalina.outiC B AINFE T,

(BEETBNTLR—})

5. —EXDEH - FIEAE

$—ER EEawv R Fikavwv K BRIV R
httpd systemctl start httpd | systemctl stop httpd | systemctl restart httpd
tomcat systemctl start tomcat | systemctl stop tomcat = systemctl restart tomcat

AVAM=IBRT LEDS, U4 MEBFDOREET>TTFEL.


http://jira.qos.ch/browse/LBCLASSIC-183
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021630
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