RSTINoa—5F4v4

* |dPRS:E

|dPEEIRF D T 5 —(The entity name must immediately follow the '&' in the entity reference)

IdPHCENFF (D T T — (javax.net.ssl.SSLPeerUnverifiedException: SSL peer failed hostname validation for name: null)
SEREERTIC TS U HIC TS —(SAML 2 SSO profile is not configured for relying party)

IdPTEREERFIC 75 U HIC T 5 —(Message was signed, but signature could not be verified)

IdPTEREIRFIC 7'F U HIC T 5 —(Message expired, was issued too long ago)

IdPIC T 5 —(net.shibboleth.idp.attribute.resolver.NoResultAnErrorResolutionException: No entries returned from search)
IdP CRRAERFICT 5 —

IAPTCERIIFRF DTS —IC K WBOV A VHAERI NS (Exception unwrapping data: Tag mismatch!)

IdP CEREERFICTomcatD T 5 —

Tomcat 6.0.438 & ' Z LU T DBack-ChanneliE D T 5 —

JDK 8u60, 8u51,7u85,6ul01 TOX Y FT—F BT —

attribute-filterxmlCBHZEET 2 LI ICHEL TV IETROICERF I MR,

2.3.86 L IEZNLBIDIPCERGERIICA S ICT 5 —

aacli.shARTTCERVEEOTL (ZD1)

aacli.shAETTERVEBEONL (FD2)

O—HIICERBLAESPA Y T—4 OFAZEEFHOLT S —

SAMLL Z7RY 2 5BET 3 A%

FEREBEY R T LD BEER T Sattribute-filterBSHED T 5 —

® SPE:
SPTERELT%IC T 5 —(A valid authentication statement was not found in the incoming message)

SPHLDSICER L& ZICDSTTZ— (Z0D1)

SPHSDSICER L& ZICDSTIS— (ZD2)

SAML2 T/ 7 F v RILVEERT 5 —

SPif2EN#E D T S —(error while loading resource (/etc/shibboleth/shibboleth2.xml): XML error(s) during parsing, check log for
specifics)

OOOOOF‘E‘\'OOOOOOOOOOOOOOOOOO

|dPESE

|dP#ZERF D T T —(The entity name must immediately follow the '&' in the entity reference)

IdP% BEIBFIC FEE D T 5 — 4" idp-process.log ICH I E T,

14:51:13.419 - INFO [edu. internet2. middleware. shibboleth. common. config.BaseService:158] - Loading new configuration for service
shibboleth.RelyingPartyConfigurationManager

14:51:13.506 - ERROR [edu. internet2.middleware. shibboleth. common. config. BaseService:188] - Configuration was not loaded for
shibboleth.RelyingPartyConfigurationManager service, error creating components. The root cause of this error was: org.xml. sax.
SAXParseException: The entity name must immediately follow the ’& in the entity reference.

— OIS —I& relying-party.xml ICXMLIGEE L TOREWAH BBEICHAINET,
=Bl Z & relying-partyxml IZ/X2 7 L —XFEDIAZELRETE L E, RRITIL—XIC K P < E2GUBERINOOXFNEZTOEERET D &
BTEEREA, INLONFEETHEIRIXFSRT &amp; ® &lt; DL ICEBL T LI L,

o BoIRRATL—XBZEH

<security:Credential id="IdPCredential” xsi:type="security:X509Filesystem”>
{security:PrivateKey Password="myKeyPa$$word&”>
/opt/shibboleth-idp/credentials/server-enc. key
{/security:PrivateKey>

® ELWRR7L—XEEES

<security:Credential id="IdPCredential” xsi:type="security:X509Filesystem”>
<security:PrivateKey Password="myKeyPa$$word&amp;”>
/opt/shibboleth-idp/credentials/server-enc. key
{/security:PrivateKey>

@ ZHNRXMLER DR LOMBETT DT, relying-partyxmliCBRSTETOERET 7 1 VAR REARY £F, R (Eattribute-resolver.xml®D
LDAPMD/R 27— R (principalCredential) LEETT,



|dPHEEIBF D T 5 — (javax.net.ssl.SSLPeerUnverifiedException: SSL peer failed hostname
validation for name: null)

IdPEEENED X ¥ F— S EBICE L. FE2DI S5 —1 idp-process.log ICHASNET,

javax.net.ssl.SSLPeerUnverifiedException: SSL peer failed hostname validation for name: null

- SSLv3D & & R— b L7=Webt —/% (TLSv1.0, TLSV1.1, TLSV1.2E A2 HR—h LTWARW) HEXAIT—9EMBTIEEICHASINDI TS — A v
£—YTY,

— relying-party.xml® X ¥ F— ¥ BB DR E T. MetadataProviderdd# 73 3 > disregardSslCertificate="true” #%ELAIBE. & L < IEZIdP 2.3.x
DBEICETROBY IS —OIHELLET, disregardSsiCertificate MDEFEHAIE https://wiki.shibboleth.net/confluence/display/SHIB2
/ldPMetadataProvider#ldPMetadataProvider-FileBackedHTTPMetadataProvider & Z& B & W,

javax.net.ssl.SSLException: Received fatal alert: bad_record mac

— 50 TSSL peer failed hostname validation for name: null] . [Received fatal alert: bad record mac] M T 5 —IZIdP 2.4.0, 2.4.3 THEZRAL T
W9,

— |dP 2.4.3IC8 W TlEMetadataProviderd# 72 3 > disregardSsiCertificate MR EDHEICERA <. JDKO A 7 3~ -Deom. sun. net. ssl.
rsaPreMasterSecretFix=true #5%EF 5 I & T. SSLV3DHEHR— Kk LIcWebH—\Hh S X4 F—S DRMBATEZ L A#HRALTVWET,
XSSLv3DHH R — b L7=WebH —/3& L T CentOS 6 (httpd-2.2.15-39.el6.centos.x86_64) THERL TWETH, HDOWebH —/\EETIZIDKD A 7
AVEREETICAIT—IPBMBTEZILE LNERA, COBELEEF TV aVAERETHIETHICIS—ICRZTREELHY EITDTITER
{FEEW,

— |dP 3.0.0-betal TIESSLV3D A& HR— b L7cWebt — NG LEREICEAD ST 7 I ERATERWI EERBLTVWET, Webt—/MAITTLSDH
R— bR TRECES L,

|dPTEREERIIC 7 5 U HIZ TS —(SAML 2 SSO profile is not configured for relying party)

Error Message: SAML 2 SSO profile is not configured for relying party https://sp.example.ac. jp/shibboleth-sp

—relying-party.xmliZ Z DSP2IFIC3 T 2 555k % <RelyingParty>sR ED H Y. DD ZDHIC SAML2SSOProfile DEREMKRITTWD LI DI —ICHRY &

HLLIF, COSPHREBMEINAEDTH ZHE. IdAPHARIDOA Y T—FBFICKBL TV I ARESESHY £7,

|dPCEREERFIC 7 5 7 HIC T 5 —(Message was signed, but signature could not be verified)

ShibbolethgBEERFIC T S U HICTFROT S-S hE T,

opensaml::FatalProfileException

The system encountered an error at Tue Apr 30 12:13:14 2013

To report this problem, please contact the site administrator at root@localhost.

Please include the following message in any email:

opensaml::FatalProfileException at (https://sp.example.ac. jp/Shibboleth. sso/SAML2/POST)
Message was signed, but signature could not be verified.

—IdPDFRE T 7 1 JU idp.properties T idp.signing.cert ICFRE L TWBRAE (T 2MWEHBHEIL idp.signing. key TIRESIhTWRZ &) &, 282
HEYRATLICEFLUAAREN BT 2L 52EALTLLETIV, F—HTHIGHRIFLEOIS—HIPHEAINhET,

—IdPOY —/NEERE % EH T % & Z (T idp.properties I TRENBEARE T 7 AN ER->TLEEE T2 &, FRAFVATAICEFULRAEE KL
BRWREBERY IS —ERBT—ADHZ2LITY., OV —AESHARAERFTBRTOIS -2 IT 5o, IdPICE T B —/\EERZOEHTER
Bifi A4 K A9 T — o RBEOHAEFTEHFIR (IdP) Z2ITBR<LI L,

|dPCEREERFIC 7 5 0 HIC T 5 —(Message expired, was issued too long ago)
ShibbolethZRsEEFIC TS U HICTFROIS—HMHAINhF T,

opensaml::SecurityPolicyException

The system encountered an error at Tue Apr 30 12:13:14 2013

To report this problem, please contact the site administrator at root@localhost.
Please include the following message in any email:


https://wiki.shibboleth.net/confluence/display/SHIB2/IdPMetadataProvider#IdPMetadataProvider-FileBackedHTTPMetadataProvider
https://wiki.shibboleth.net/confluence/display/SHIB2/IdPMetadataProvider#IdPMetadataProvider-FileBackedHTTPMetadataProvider
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/IdP+Key+Rollover

opensaml::SecurityPolicyException at (https://sp.example.ac. jp/Shibboleth. sso/SAML2/POST)
Message expired, was issued too long ago.

SIAPHEIEL TWBHER FDBEZIAN TN TWBIBEICHANINES, NTPRETHRR FORKZIZBEL T ESIW,
—=ZZE$R : https://wiki.shibboleth.net/confluence/display/SHIB2
/NativeSPTroubleshootingCommonErrors#NativeSPTroubleshootingCommonErrors-
opensamlSecurityPolicyExceptionMessageexpiredwasissuedtoolongago

IdPIZ T 7 —(net.shibboleth.idp.attribute.resolver.NoResultAnErrorResolutionException: No
entries returned from search)

BRIDR—TICFE

#2257~ 7L — hattribute-resolver.xml % SE L DIFA. Shibboleth IdP 3.3.xEF (FYFL—hN—233.3.0) BLUTEFNLUETIZ. BRLE
LDAPIZTY YA RWESICUTOIS—RHIND LAY E L, 33.0&UFVTFY FL—hEI5—E LTRBESNIUADERIEHY
Ft A

SEED=SHDLDAPILY 77 v FITIEEII L. BHEEDHDILY 77y FICKBLTWAE WS REEETIDT, LDAPICET 2R EES—ED
MRCLEE W,

ZORRTSPICEBEFIPLETIS—ICT2ICIE (E5 T2 &2 HBELEY) UTEISRIEET L,
> LDAPICTY MY A BRWISEHICIIPETIS—ICY 2 4%

20XX-XX-XX XX:XX:XX, XXX - ERROR [net.shibboleth. idp.profile. impl.ResolveAttributes:299] - Profile Action ResolveAttributes: Error
resolving attributes
net.shibboleth. idp.attribute. resolver. NoResultAnErrorResolutionException: No entries returned from search

at net.shibboleth. idp.attribute. resolver.dc. ldap. impl.StringAttributeValueMappingStrategy. map
(StringAttributeValueMappingStrategy. java:62)

|dP CEREERFICT 5 —

S dPYER7 T L—YaveETFAMNIITL—Y a3 VORAICEA—DentityDTEML TWBIBAIC, RATS—AZIEPHYVETS, ThIEFTR
F7ZFL—avllOX 9 T—9ICBHINTVRAHAEER/R > TRYVAEFNZ I ENRFEHEEINTVES, AN 7zFL—Y a3 VAIDIIP
ICDOWTREADIIPE B SentityDEFATZ2H4EL. TAMZZFL—2 3 VAIDIAPIZELLRET 2 EBBEDOIY ATV IRV ET,

SEELT. BRA7z7L—Ya v TEERABPDIIPICEVWT, TARZ7ITL—2aVDAIT—95HARAATWVWBBEICIE. TAMNZ7ZTL—
SAVDAYT—IFEHARREEEIRLTLEZIWY, BRI ITL—avDAIT—9DHEFHACHKREE LEZESIHNLYRAEZBR LT LR
RRERYUET,

— transientld BB & 2 > TWBSPICHEWT, IdPITtransientldDEHEIFIRINTWBRIBRICT I —ER2BEFH YV E T, BERXINTVLIEHED
ELLEHINTWBICEEDSTRIET S — & A ZBAICIEtransientldDEHDEEAHE L TH EMEDTDY D IFICEIEE T,

S SPAERLTWEIEHEERZBHAZEH L TWRIBARICHEIS R XS, 2BDIAP - SP—& (https://www.gakunin.jp/participants/) T
EINTWBEM & attribute-filterxmIDREN—BHL TWEHAREL TL X\, attribute-filter.xml % & E%R. %2E - EM - hRAY <A XHSPIZH L
TEDEIBRBEUENEHI NIRRT 255 OFIECTERICEHSNIEBHERR T2 & TEET, HIC TeduPersonAffiliation (R3—7 7%
L) 1 & TeduPersonScopedAffiliation (RI—7HY) | IEUTWEZeHEHY. MEAPTVWI ENSERIMBETY,

AP CEREERRFD T Z—ICK WBOJV 1 v HAEKR IS (Exception unwrapping data: Tag
mismatch!)

IdPTOY A VERRDIZSSOE T, TiRDIF—7h idp-process.log ICHAINT, BEOS A VEERARTFINET,

2020-11-27 13:12:52, 167 - xxx. xxx. xxx, xxx — ERROR [net.shibboleth.utilities. java.support.security.DataSealer:252] - Exception
unwrapping data: Tag mismatch!
2020-11-27 13:12:52,178 - xxx. xxx. xxx. xxx — ERROR [org. opensaml.storage. impl.client.ClientStorageService:453] - StorageService
shibboleth.ClientSessionStorageService: Exception unwrapping secured data
net.shibboleth.utilities. java. support.security.DataSealerException: Exception unwrapping data

at net.shibboleth.utilities. java. support.security.DataSealer.unwrap(DataSealer. java:253)
Caused by: javax.crypto.AEADBadTagException: Tag mismatch!

at java.base/com. sun.crypto.provider.GaloisCounterMode. decryptFinal(GaloisCounterMode. java:623)

IdPi&. J Y R—= > hDataSealeriC TAEST B % > TcookieF#BESIL L TWE T, FE#lld SecretkeyManagement Z#88B L T Z &L,


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPTroubleshootingCommonErrors#NativeSPTroubleshootingCommonErrors-opensamlSecurityPolicyExceptionMessageexpiredwasissuedtoolongago
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPTroubleshootingCommonErrors#NativeSPTroubleshootingCommonErrors-opensamlSecurityPolicyExceptionMessageexpiredwasissuedtoolongago
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPTroubleshootingCommonErrors#NativeSPTroubleshootingCommonErrors-opensamlSecurityPolicyExceptionMessageexpiredwasissuedtoolongago
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=41589770
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158175
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=41589758
https://www.gakunin.jp/participants/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10226458#id--SP
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10226458#id--SP
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/eduPersonAffiliation
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/eduPersonScopedAffiliation
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631799/SecretKeyManagement

LEIS—1E. N=Va v 7y THICEYIAPICTIVEZ R, £RBEHRDIAPICL BIdPI S R4 ) v JBREICEWT, OV KR—% ¥ hDataSealer®
AESTAERLNER B OB I NiccookieFEN BB TERD LI EERTITI— XAy E—VTY,

BESTERN 2/ EICEY, IPRBIEFAHOBHRIRSTEIBEN /M VEERERR L TBRALERLIY.

IdPEI B 2 7= BA 1%, FIRENHIAPTHRA Y % Z & TIERHT L LWIBRR TSk L/cookieFICBEMD Y ETDOT, BHLTEALKXRTY, &
HTERVEAIZIBIAPA S 3 v iR— X ¥ hDataSealerDAESTZ#EE IE— L T EE W,

IdPU S 24 Y v URIETIR, ERNICHBOAESHEREZFES REF/HY Y, 1ABDIVR—R Y hDataSealerMAESTEER%E ZDEDIMPICIE—
LTLEEW,

AE—92%7 714 VETRICARYET,

® /opt/shibboleth-idp/credentials/sealer.*

|dP CEREERF ICTomcatD TS —
ShibbolethiREEBIC 75 U HIC503T 5 —AH A E N, TomcatiC FEED AV HASIhE T,

[Thu Jun 19 17:00:00 2014] [error] (70007)The timeout specified has expired: ajp ilink receive() can’t receive header

[Thu Jun 19 17:00:00 2014] [error] ajp read header: ajp ilink receive failed

[Thu Jun 19 17:00:00 2014] [error] (120006)APR does not understand this error code: proxy: read response failed from [::1]:8009
(localhost)

= IdPAEEL K EEL TOWARWHEEMEAH Y F T, TomcatZBEET 2 & THRIET 2 DBELPHY XY,
— [upki-fed:00493] TERMKDBBEIREL TV EDREDHY XT,

Tomcat 6.0.438 L U EFNLUETDBack-Channeli#EfHED TS —

IdPTERA L TWaTomecatic D W T, Tomcat 6.0.438 KUV ZFNLUEICT v 55— LicdH &ICSPOO Y (/var/log/shibboleth/shibd.log) ICMITFD T
S—hHAHEh, Back-ChannelDERICKBLE T, ([upki-fed:00925] Tomcat 6.0.43 T®Back-ChannelEfHEDRESICDWT)

ERROR Shibboleth.AttributeResolver.Query [3]: exception during SAML query to https://IdPMD KR k4% :8443/idp/profile/SAML1/SOAP
/AttributeQuery: CURLSOAPTransport failed while contacting SOAP endpoint (https://IdPMD7KR k4 :8443/idp/profile/SAML1/SOAP
/AttributeQuery): error:14094416:SSL routines:SSL3 READ BYTES:sslv3 alert certificate unknown

ERROR Shibboleth.AttributeResolver,Query [3]: unable to obtain a SAML response from attribute authority

— Z DERBICH S L 7= tomcat6-dta-ssl-2.0.0.jar AR SN F L7 (Updated Tomcat 6 Connector, JCONN-2) ,

- Tomcat 6.0.438 LV ZNLUBDN—Y 3 V& THAOBEEERZIMA M ROFIE (dP > 1dPEy T« v ¥ > $—/\GEEAEOREIP) > 2. T4
72U DaE—) IZfiEV tomcat6-dta-ssl-2.0.0.jar #E A L. |Hjar7 7 4 JL tomcat6-dta-ssl-1.0.0.jar (£ L H NI tomcat6-dta-ssl-1.1.0.jar £) %Hl
BRLTLESWL,

@ BB, IdPVEIAND#EITEER L T [Tomcat 7/8 ETIAP/A—2 3 V2% BIA L7V & WD IHBEICIE, tomcat6-dta-ssl-x.x.x.jar Z > D TIER
<, IdPv3EIFICABEINTHY £T trustany-ssl.x.x.x. jar ZBHENLEE L,

1 —EDEWA— 3 > (tomcat6-dta-ssl-1.7.0.jar)i$)ava 6DIRIE TIEENE Tt A, EEIFFICcatalina.outiCUFOI S —AHAENE T, &
MREMES LSICL TR W,

Caused by: java. lang.UnsupportedClassVersionError: edu/internet2/middleware/security/tomcat6
/DelegateToApplicationJSSEImplementation : Unsupported major.minor version 51.0

JDK 8u60, 8u51,7u85,6uT01 TDA Y FT—FBELT—

IdPTHIA L TW3JDK% JDK 8 update 51% L < 1460, 7 update 85, 6 update 101 A7 v 75— h LB EIC. X 9T —IBRBICTIS— LR 5HE
MNEBEXINTWET, (Shib Users ML: Shib IdP - Metadata Download and Java 1.7.0_85)

ZUTBIDKICT Y 75— b LE2BA. FRICSIMUASPEDEENTERL, FERFLTVEAIT—YOEMHARIINEZH & ICIETRTDOSPE
BEETELQVWREERYFTOTITERCLEIL,


https://www.gakunin.jp/ml-archives/upki-fed/msg00481.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00913.html
http://marc.info/?l=shibboleth-users&m=143632012322402&w=2
https://issues.shibboleth.net/jira/browse/JCONN-2
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158421#id-%E3%82%B5%E3%83%BC%E3%83%90%E8%A8%BC%E6%98%8E%E6%9B%B8%E3%81%AE%E8%A8%AD%E5%AE%9A%28IdP%29-%EF%BC%92%EF%BC%8E%E3%83%A9%E3%82%A4%E3%83%96%E3%83%A9%E3%83%AA%E3%81%AE%E3%82%B3%E3%83%94%E3%83%BC
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158421#id-%E3%82%B5%E3%83%BC%E3%83%90%E8%A8%BC%E6%98%8E%E6%9B%B8%E3%81%AE%E8%A8%AD%E5%AE%9A%28IdP%29-%EF%BC%92%EF%BC%8E%E3%83%A9%E3%82%A4%E3%83%96%E3%83%A9%E3%83%AA%E3%81%AE%E3%82%B3%E3%83%94%E3%83%BC
http://marc.info/?t=143756734900004&r=1&w=2
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021636#id-(IdPv4)-Back-Channel

ERROR [org. opensaml, saml2, metadata, provider. HTTPMetadataProvider:273] - [Timer-0:] - Error retrieving metadata
from https://metadata.gakunin.nii.ac. jp/gakunin-metadata.xml javax.net.ssl.SSLPeerUnverifiedException: SSL peer
failed hostname validation for name: (X4 F—#%JRIMNYDIP7 KL R)

XEHERTEANTOWETHIEBICE—TTHAINETS,
— Tomcat& &8¢ 2 & X DA 7> 3 I T-Djdk. tls. trustNameServicestrue] DI CiREIT 2 Z & CREIERTE XS,

@ CentOS 6(Mtomcat6/Sy r — S % f> TWBIBAICIE. /etc/sysconfig/tomcat6 IZ TIAVA_OPTSA B ERRETT DT, KRRICUTDT%E
MLTLEE W,

JAVA OPTS="${JAVA OPTS} -Djdk. tls. trustNameService=true”

FERRMBEEE R 2 ) T M (/etc/init.d/tomcat6 or /etc/init.d/tomcat) &> TW 3B EICIEL. CATALINA_OPTSICTEHREL THEW T D
T, UTFOITEBELTLLESL,

export CATALINA OPTS="-Djava.endorsed.dirs=${CATALINA HOME}/endorsed -Djdk. tls. trustNameService=true ”

KImARDY A ZIZE > TREBITTRRINTLEDE LILFEEAD, —fTTAALTLEZ,

(D Z ORI Oracle IDK7Z 1 T4 < Open)DKTHHEEL £ 7,
Open)DKOMED $H % /38— 3 VIFLLFTY (RHEL/CentOS L)
java-1.6.0-openjdk-1.6.0.36-1.13.8.1.el5_11
java-1.6.0-openjdk-1.6.0.36-1.13.8.1.el6_7
java-1.6.0-openjdk-1.6.0.36-1.13.8.1.el7_1
java-1.7.0-openjdk-1.7.0.85-2.6.1.3.el5_11
java-1.7.0-openjdk-1.7.0.85-2.6.1.3.el6_6
java-1.7.0-openjdk-1.7.0.85-2.6.1.3.el6_7
java-1.7.0-openjdk-1.7.0.85-2.6.1.2.el7_1
java-1.8.0-openjdk-1.8.0.51-0.b16.el6_6
java-1.8.0-openjdk-1.8.0.51-1.b16.el6_7
java-1.8.0-openjdk-1.8.0.51-3.b16.el6_7
java-1.8.0-openjdk-1.8.0.51-1.b16.el7_1

UFDON—2 3 CRIENMREES NI EEBRLTVWET,

Oracle JDK 8u65

6b37-1.13.9-1ubuntu0.{15.10,15.04,14.04,12.04}.1 (Ubuntu 15.10/15.04/14.04 LTS/12.04 LTS L)
7u91-2.6.3-0ubuntu0.{15.10,15.04,14.04,12.04}.1

java-1.6.0-openjdk-1.6.0.37-1.13.9.4.el5_11

java-1.6.0-openjdk-1.6.0.37-1.13.9.4.€l6_7

java-1.6.0-openjdk-1.6.0.37-1.13.9.4.el7_1

attribute-filterxmlCBHEAEETEHLIICEKELTVWBIETRDICEEINAEL,
—attribute-filter.xmlf MAttributeFilterPolicy ZBRDidNEER L TW2 &, REDEDULMEMIALBVE DI TY, dIERLAVELDITEBELTLE
Y,

2.3.8% L IEZNLEIDIMPTEREERIICOZIC T 5 —

1:19:57.770 - ERROR [org.opensaml.xml.security.SigningUtil:250] - Error during signature verification java.security.
SignatureException: Signature length not correct: got 256 but was expecting 128

TIOHICRUTOIS—DRRINET,

Error Message: Message did not meet security requirements

UTOZEMELTHLTIHE, BAEK(AuthnRequest) DB LRI ICHERMICRIBARET 2 2 EPBRSNTVET, IdPONS T, 24.0TEES
NELk, SPAXYT—FICRBEBINTVWERAERIAZEAHIRT S &ICKYEBAETT,
SE40: https://issues.shibboleth.net/jira/browse/JXT-99

1. IdPAtJava 7R L TW3,
2. #ELED ELTWBSPOX Y F—4121024bitDEEBRE & 2048bitDEFBAZ AR L TW 5,
3. SPAEREEE K (AuthnRequest)ICE& L TW3,


https://issues.shibboleth.net/jira/browse/JXT-99

aacli.shEITTEAVEEDTML (FD1)

Shibboleth IdPICiXaaclish& W3 I< Y KAH Y, EEDSP(entitylD) c FED1—HEZ%EBIHICE5 X5 & CSPICEHINZBEIXMLTERBTE X
9, IdP2.3.5 ~IdP 2.3.8TIKIAPICEENZ 77 M IHDEB L B> -HETEZD X XEITT 5 & NoClassDefFoundError &% Y 9,

$ sudo -u tomcat /opt/shibboleth-idp/bin/aacli.sh --configDir /opt/shibboleth-idp/conf/ ——principal=test001 --requester=https://sp

examp le. ac. jp/shibboleth-sp

Exception in thread "main” org.springframework. beans. factory.BeanCreationException: Error creating bean with name ’shibboleth,

HandlerManager’ : Initialization of bean failed; nested exception is java. lang.NoClassDefFoundError: javax/servlet/ServletRequest
at org.springframework. beans. factory. support. AbstractAutowireCapableBeanFactory. doCreateBean

(AbstractAutowireCapableBeanFactory. java:480)

- ERIS—AHAINEBEETomcatDjar7 7 1 ILABRBTHELIICLTLET W,

$ sudo Ln -s $CATALINA HOME/Llib/servlet-api. jar /opt/shibboleth-idp/lib/

(D CentOS 6MyumTA Y X k=)L &N Btomcat6/Sy 7 —IICDWTIE 7 7 1 LR D tomcatb-serviet-2.5-api-6.0.24. jar £ 2> TWB LD T
TDT, ThADYYRY I YV OEERLTLEEW,

—aaclisha<v Y ROFMIZRE - BEA - hAITAX>SPICHLTED LD BEMNEH S NZ AT 5% & https://wiki.shibboleth.net
/confluence/display/SHIB2/AACLI & Z&RB L & W,
- SEBR  FRTW|A—1) ¥ 5 R bupki-fed:00419

(D Z DRIEIZIAP 2.4.0TBIESNE L7, https://issues.shibboleth.net/jira/browse/SIDP-557 "servlet-api-2.5.jar'd & > 27 7 A LR THE
#91C /opt/shibboleth-idp/lib/ ICAE—ENTWBIE T TY,
IdP 2.4.0IC/X\—=Y 3 v 7y 7 LTcdh & ICLLRTERL L 7= SCATALINA_HOME/lib/servlet-apijar NDY VR Y w2 1) v I B H BI5EIEHEIBRL T
{EEW,

aaclishd’EITTELVWEBOL (ZD2)

StoredID%Z AW T W3I5A. mysql-connector-java-5.1.xx-bin.jarSMIDBC RS 4 N—ABEICEBI N TWAWE, FREOIS—ICRY XS,
Shibboleth IdPTStoredID% FIFH$ % 7= DR E R (MySQL) % 288 L T /opt/shibboleth-idp/lib/ & & ' /usr/java/tomcat/webapps/idp/WEB-INF
/lib/ ICRBINTWBZ &AL TSIV,

# ./bin/aacli.sh --configDir=conf/ --principal="test001” --requester="https://test-spl.gakunin.nii.ac. jp/shibboleth-sp”
Exception in thread "main” org.springframework. beans. factory.BeanCreationException: Error creating bean with name ’shibboleth.
AttributeResolver’ : Invocation of init method failed; nested exception is edu.internet2.middleware, shibboleth, common. service.
ServiceException: Configuration was not loaded for shibboleth.AttributeResolver service, error creating components,

Caused by: edu. internet2.middleware. shibboleth, common. service.ServiceException: Configuration was not loaded for shibboleth.
AttributeResolver service, error creating components.

Caused by: org.springframework. beans. factory.BeanCreationException: Unable to create relational database connector, JDBC driver can
not be found on the classpath

at edu. internet2.middleware. shibboleth, common. config. attribute. resolver.dataConnector.
StoredIDDataConnectorBeanDefinitionParser.buildApplicationManagedConnection(StoredIDDataConnectorBeanDefinitionParser. java:169)

A—AIICEEL/=SPX YT —9 DIBAZEHEFDO TS —

TJIFL—yavIilBmLTuwanO—ALoSPREICEWT, SPEEENSDIERICH > T lhttps://sp.example.ac.jp/Shibboleth.sso/Metadata |
EWSFZURLASEEBLEZX YT =9 %IPOO—NILICEREL GEALTWAIBA. SPRIDIIAZEEFBICTIS —AIRET 258/ HYET., (.
/Shibboleth.sso/Metadatal H"54 Y O—RT&E %7 74 JLiEShibboleth SPAEB4EMRT B2 A YT —9TY)

BIZBRD (A5 F—9BHDOMBAZEHFIE (SP) 1 IXffi> TSPAEEICIIBAZEE#H 21T > TV BIHBATH. SPX¥F—4 & LT /Shibboleth.sso
/Metadata 8B L TWHRYRETZARELHYET, UTTZOEHERTY TNI Ty TTRTVWEET,
1. AT —YZHOMAEEHFIE (SP) ® MBEE SPICHLTHRELERT FAHAESE2ESEHAE LTEM) | #SPTERET S &, .
/Shibboleth.sso/Metadata] B"54 WY O— R TEBSPAXYT—YICHEHLWEBAZENBMENE T, FL WA F—4EShibboleth SPDE&
T IZHE > TKeyDescriptoriC use="encryption” & WS BESEAEOATHAT 2-ODHENBMENET,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10226458#id-%E8%A8%AD%E5%AE%9A%E3%83%BB%E9%81%8B%E7%94%A8%E3%83%BB%E3%82%AB%E3%82%B9%E3%82%BF%E3%83%9E%E3%82%A4%E3%82%BA-SP%E3%81%AB%E5%AF%BE%E3%81%97%E3%81%A6%E3%81%A9%E3%81%AE%E3%82%88%E3%81%86%E3%81%AA%E5%B1%9E%E6%80%A7%E3%81%8C%E9%80%81%E5%87%BA%E3%81%95%E3%82%8C%E3%82%8B%E3%81%8B%E7%A2%BA%E8%AA%8D%E3%81%99%E3%82%8B%E6%96%B9%E6%B3%95
https://wiki.shibboleth.net/confluence/display/SHIB2/AACLI
https://wiki.shibboleth.net/confluence/display/SHIB2/AACLI
https://www.gakunin.jp/ml-archives/upki-fed/msg00407.html
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/StoredID
https://sp.example.ac.jp/Shibboleth.sso/MetadataURLIdPSP.../Shibboleth.sso/MetadataShibboleth
https://sp.example.ac.jp/Shibboleth.sso/MetadataURLIdPSP.../Shibboleth.sso/MetadataShibboleth
https://sp.example.ac.jp/Shibboleth.sso/MetadataURLIdPSP.../Shibboleth.sso/MetadataShibboleth
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://issues.shibboleth.net/jira/browse/SIDP-557

SPORRTE SPHERIERT X 9T —% >{Eifh= IdPOR—ANICERRLEAYT—4
|HEERAE - BER&IESILAR  |HAIEAE : uselgEA L |HEEBAE : usefg &R L
HALEASE  BESLA& #EFBAE : use="encryption"
2. SPEEEMNSDBRICHKEWV. IdPEEEIISPHAEEBERTE 7 7ML EBRELTIIPOO—HILICHEZ AT —95BHLET,

FRICBMULTWBSPTIR X9 T — Y BHOMMAEEFRFIE (SP) @ TXHE HEB. FRXIT—FICREE ICZETIHLTY.

SPODEXE SPHEBERTZXIT—4  =EEF=- IPPOO—HIVIKEEBLEXSIT—%
|REERAE : BRES(EAR | HEERAE : uselBERL |BEERAE : uselg A L
ELEAE - BESILA& #EEAAE : use="encryption" #EEBAE : use="encryption"

3. ATV RHOMAEEFFIR (SP) @ IX+15HE SPICH L TREXE2 (FitAE%Z X 1 VIC LIBAAZ ZRSILAICEE) | %#SPT
EELET, ZOBRE. SPICRESNREORARLIPHARET 2ARETORRICF—BARELTLEVE T, DX YSPRBERY EH
BEe UTHEERAEZEWE T IdPIEFEIRRAERBESERAEOAICEAZEDEEATWREHICIhEZIFRFITEEA, IPTA—AILIC
BELEXYT—IDEHFINDETOBIORENRE, T5—eRBIENEILNET,

SPOERTE SPHEBERT B X957 —% >t IdPOA—HhVICEEBEL X9 T—%
|HEERRE : BESL AR |HEERAZEE : use="encryption" |BEERAE : usefgsEA L
HEIPAE : BR&IESEAR  HTAEEAM : uselgEMR L $5EER#K : use="encryption”

4. ZO% TY+15HEB SPIC L THREZE3 (IHAFAZHIR) | THERBENIELET, COBRTI. TEARERSINZX YT —FDIdPOO—H
WICEBSINTWETH, ChICESERRDIBIEBRENEENTWS 0, &AL L TIHPIKIREIRAZ 4B SERRICAV. RELEINTDL
NESPTREFNEESTETICIS—EARVET, COIS—HIdPTO—AIICERBLEX YT —I9NEHINZETHES I EICRYET,

SPODEXE SPHEEIERTE X 97— >=EH- IdPOO—hIVICERE LAY T—4
|HEERAE : AEMA |IHEEEAE : FEL AW |HRERA#E : use="encryption"
HALEAE - ERKESIEAR  FEIAAE : usefBEMRL HEEFAAE : uselBsEMR L

> ZOBBEDORFIISPABEEER LAY T—92ZDEXIPRAITHATZZLICHYET, 2. IC8VT, IAPOO—AILICERET 24X 9T7—905
EEBAZE D KeyDescriptoriC B ESNT WS useBMEHIRT 22 & T, SPORELFICHELZTITICAIT—IDEHETHIENTEXY, (use
AIBE LR WA IZESER®E (encryption) . BLMIR (sighing) DEESICHEFIATE 3720)

RARkIC. 3. (RREZLE2) OB TIAPOO—HIVICEREBET 2 AT -9 S IXIAGERAZAHIR L AT NIERY ZH A,

- PRHEEVRATALATIE, LRTIBNLAFIEERALT X 9T —YLRHOMBERFRFIE (SP) @ NMBBE ZREEY AT AICTIHREEEM
(FEDHIC) | 2iTo7z& ZITIE, FELRAZE DKeyDescriptorDuseBHEIFREL TWE A, B 3AX+15HEDIHAIFAE % BIlR T 2 HEEHN AR S
NIERBETSPX 45T —4 05 |HAEBAZENHIBR I E T,

SAMLL R RV 2EWMEBT 2 AHE

ST a—F 4V TDEEICSPHSSAMLL ZRY RERELIZWEDBEARIFTZZENHYET, SAMLLRAR Y ZERBT2HEE LTI TV
W dDJavaScriptEHEMICT 5T & TPOSTE 27— 9 5EST 2 HENA DY ETDT. UTFICFIBEERLET.

1. WRDSPAT I EZAL, DSERALTIIPOOS A VEEmARTLET,

2. REICEB#EH L /=FIETlavaScript=EMICLE T,
3. T TCIAPTERIEE T 5 &, SPICU YA LI RINZEZICUTOR—IDNRTIINET,

Note: Since your browser does not support JavaScript, you must press the Continue button once to proceed.

4. BV Y I TRRINZAZ 2 =D (R=VDY—RERRT 3] #RIRLTLLEZEL, Tinput type="hidden” name="SAMLResponse” ~ ]
17D value DEMNSAMLL ARV R ERY FT,
5. SAMLL Z RV ZOBBNTET Led, UTOFIEOFEDBRELTVREETICRL TS,
FirefoxMiB&lt. LT DFEIETlavaScriptE=EMICTEET,

1. 7 KL R/8—(C Tabout:config] # AN L ET. MFERIC avascript.enabled] ZANT 3 EBEDREEHIHETEFTITDOT, ¥V v o
L Ctruehr SfalselcZELE T,

Internet Explorer®i5& 1. U FOFIETlavaScriptx EMICTEE T,

1. AVI—Fy N Toavhs X251 §T5BEET,

2. LRIVDARGIRAREI) v L, ROVTR>TIF4TRVY TN T MHEWNCTS) #RIRK. OKEV Y v I LET,
SERERFE Y AT AN BEEIEK T Dattribute-filterEXNfFEED T 5 —

attribute-filterd HENEILEREA > TBNEINTWVWBRERFEY AT ANERT Battribute-filterx BFEVE L TWBIAPTROIS—ARELX T,
(upki-fed:00948)

o Ta) FFREFEY AT ANEM L Fattribute-filterz B AAT HE] 2HAL TW5HE


https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=14647811
https://www.gakunin.jp/ml-archives/upki-fed/msg00936.html

12:55:10.810 - WARN [org.opensaml.util. resource. ResourceChangeWatcher:168] - Resource https://office.gakunin.nii.ac. jp/ProdFed
/export/attribute filter/PIxxxxJP?target=uapprovejp221 could not be accessed
org.opensaml. util. resource.ResourceException: Unable to contact resource URL: https://office.gakunin.nii.ac. jp/ProdFed/export
/attribute filter/PIxxxx?target=uapprovejp221

at org.opensaml.util. resource.HttpResource. exists(HttpResource. java:94) ~[openws-1.4.4. jar:na]

at org.opensaml.util. resource.FileBackedHttpResource. exists(FileBackedHttpResource. java:120) ~[openws-1.4.4. jar:na]

at org.opensaml.util. resource. ResourceChangeWatcher. run(ResourceChangeWatcher, java:149) ~[openws-1.4.4. jar:na]

at java.util.TimerThread.mainLoop(Timer. java:534) [na:1.6.0 22]

at java.util.TimerThread. run(Timer. java:484) [na:1.6.0 22]
Caused by: javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path building failed: sun
security.provider.certpath. SunCertPathBuilderException: unable to find valid certification path to requested target

at sun.security.ssl.Alerts.getSSLException(Alerts. java:192) "[na:1.6.0 22]

at sun.security.ssl.SSLSocketImpl. fatal (SSLSocketImpl. java:1697) “[na:1.6.0 22]

(... &8...)
Caused by: sun.security.validator.ValidatorException: PKIX path building failed: sun.security.provider.certpath,
SunCertPathBui lderException: unable to find valid certification path to requested target

at sun.security.validator.PKIXValidator.doBuild(PKIXValidator. java:324) "[na:1.6.0 22]

at sun.security.validator.PKIXValidator.engineValidate(PKIXValidator. java:224) “[na:1.6.0 22]

at sun.security.validator.Validator.validate(Validator. java:235) “[na:1.6.0 22]

at sun.security.ssl.X509TrustManagerImpl.validate(X509TrustManagerImpl. java:147) “[na:1.6.0 22]

at sun.security.ssl.X509TrustManagerImpl. checkServerTrusted(X509TrustManagerImpl, java:230) ~[na:1.6.0 22]

at sun.security.ssl.X509TrustManagerImpl. checkServerTrusted(X509TrustManagerImpl, java:270) ~[na:1.6.0 22]

at sun.security.ssl.ClientHandshaker.serverCertificate(ClientHandshaker. java:1144) “[na:1.6.0 22]

... 21 common frames omitted
Caused by: sun.security.provider.certpath. SunCertPathBuilderException: unable to find valid certification path to requested
target

at sun.security.provider,certpath. SunCertPathBui lder. engineBuild(SunCertPathBui lder. java:197) “[na:1.6.0 22]

at java.security.cert.CertPathBuilder.build(CertPathBuilder. java:255) “[na:1.6.0 22]

at sun.security.validator.PKIXValidator.doBuild(PKIXValidator. java:319) “[na:1.6.0 22]

. 27 common frames omitted

= IDKDO NS ZA KNPV H—ICHERCAERAZENA > TWAVWI ENRATY, MNdPORNZRA N7V H—ORBRELERCATIEAZDEA] ICL
Teh>T, Rub—=YD7vyTF—K, £LIICAHAEDEBAAIT> T LI,
o Tb) HAHFEY AT LNER L Fzattribute-filters O—AJIICF D v O— R LELETHEFADAE] 2ALTWVWSIES

$ wget https://office.gakunin.nii.ac. jp/ProdFed/export/attribute filter/PIxxxxJP?target=uapprovejp221
--2015-06-29 19:12:37-- https://office.gakunin.nii.ac. jp/ProdFed/export/attribute filter/PIxxxxJP?target=uapprovejp221
office.gakunin.nii.ac. jp ZDNSICEWWHbHHETWET ... 157.1.67.71
office.gakunin.nii.ac. jp|157.1.67.71]:443 |CHERLTWET... BHELF L,
I 5—: office.gakunin.nii.ac. jp MDEEBAZE (F1TE: /C=JP/0=SECOM Trust Systems CO.,LTD./CN=SECOM Passport for Web EV 2.0 CA)D
MEEICKRELF LA
HITEDEREMRIITETEHATL .
office.gakunin.nii.ac. jp ICREDHER%E LAWTERT 5I1CIE. —-no-check-certificate’ ZF> T LI,
SSL IC& 2EmAEILTE £ AL

-S> wgetEQIAYY RPIBRIDBMNSANT UV A—ICBERCAHBEENI A > TVWAWVWI ENFRRTY, SPONSRA NP7V H—DRRELER
CASEBRZDEA] ICLEA 2T, RNy Fr—I0F7v7T5F—, FEECAIBEDEAAT>TLLEI W, SPETOFIEE LTIBNALTVWE
TH, SED LS RIAPICHS T Bwget AT Y REDOHALTEEIRIZALTY,

SPEA&E

SPTERELT% IC T 5 —(A valid authentication statement was not found in the incoming
message)

opensaml::FatalProfileException

opensaml::FatalProfileExceptionat (https://sp.example.ac. jp/Shibboleth. sso/SAML2/POST)
A valid authentication statement was not found in the incoming message

SSPX Y F—FICEHINTWBIABAEZENSPICA YR b—ILI TV,
MA T, SPAYT—YICEBEIAENTBHINTEY., ZO—HHAI VA F—ILEINTVRWEER, 91 IV I >TIT—ICh2 LY RLRA
Y30 THISIEIDE,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19431563
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19431537
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19431537

F, HBHSEEBEINAIPERAVWTWSIEA, IdPHFHATIEES7ILTY ZLESPAYE— N LTULARWES BIAIEHWOSETShibboleth SP
EEESETVWBIBE) ICZDIS—HDRETZIHEINHD LI TY, HMlS LVIAPRITO—BEMMLITEILUTE TSRSV,
=>SPIZ# 17 BAES-GCMBE S ISR

SPHMLDSICEHR LAEZICDSTIS— (ZFD1)

SPHOSDSICER L& ZIIDSIKTUTOL S ICT IO HICT S —NREREN D,

I5—: #HRsT)TY
The return URL "https://sp.example.ac. jp/Shibboleth. sso/DS’ could not be verified for Service Provider “https://sp.example.ac. jp
/shibboleth-sp’.

SBERRMAA RICHE> TSPERELLIBA. DSHSD Y 4 — Y URLIE 'https://HOSTNAME/Shibboleth.sso/DS' &7 £3, #5RHAFEY A7 A TSP
DEFETRDEEIC IDSHLDY ¥ —VURL | BENZDEICR > TOWARWMERICIEEEDIS—HRRINET,

ShE, ZREMAA RD 12, DSH—DOBRBBEETVWET, | ICBWVWT, Sessionlnitiatord®LocationZZ & L /=35&ICIEZDSHSD Y ¥ — Y URL
HZEHY ET, BIZAIL <Sessionlnitiator type="Chaining” Location="/ABC"...> & L& EDDSHS®D Y 4 — > URLIZE 'https://HOSTNAME
/Shibboleth.sso/ABC' &7 W 3, F7z. shibboleth2.xmliZSessionlnitiator’®1 D £ F7E LA VEEICIET 7 # )L ME®D 'https://HOSTNAME
/Shibboleth.sso/Login' ZER L T Z& W,

SPHMLDSICEHR LAZEZICDSTIS— (FD2)

I5—: @\WasT)TY
1) 4 —>URL ’https://sp.example. ac. jp/Shibboleth. sso/DS’ &SP "https://SP.example. ac. jp/shibboleth-sp’ DEDEABRINFEA

- Bl ziE, FBAFES 2T LllentitylD% Thttps://SP.example. ac. jp/shibboleth-sp] (FZ MEBD SP RIFHNANF) D& S ICEHF L& EICDST

IDEIRBRIS—HFEELET, DSTIEANT - MIFERFLTEHELETH, DNSICBVWTHRR MERIRAXF - IMNXFERB LBV EDB—FHNT
T, MATIREICE > TEHAXEDHRRA NEHPEFNICNXETURIBINZ ZEAHY, T57—RYETS, IT5—BEHEIRRINTVWEEEDT R

LZN—IEBELET &, return= hSIRE DBV BEMIC/INXFER>TLES>TVWR I EHIHRATEDLLRVET,

https://test-ds.gakunin.nii.ac.jp/WAYF?entitylD=https % 3A%2F % 2FSP.example.ac.jp % 2Fshibboleth-sp&return=https%3A%
2F%2Fsp.example.ac.jp%2FShibboleth.sso%2F...

SAML2 TNy JF ¥ RILVEHELT T —

SAML2TIdPICEER L= E EICTRDOEIBNY I F v XV DERI S —NHRETEIEDHYET,

2012-11-16 17:45:00 ERROR Shibboleth.AttributeResolver.Query [6]: exception during SAML query to https://idp.example.ac. jp:8443/idp
/profile/SAML2/SOAP/AttributeQuery: CURLSOAPTransport failed while contacting SOAP endpoint (https://idp.example.ac. jp:8443/idp
/profile/SAML2/S0AP/AttributeQuery): connect() timed out!

2012-11-16 17:45:00 ERROR Shibboleth.AttributeResolver.Query [6]: unable to obtain a SAML response from attribute authority

— 5O T 5 —ILIdP(idp.example.ac.jp) Dattribute-filter xm T EHEITTSPADBHZEHEEA R W(BHL R IHEI LA W) & &, SAML2TBack-Channel
R— Nicfallback$ 2 7OFELET, IdPRID T 7 4 7 + — )7 £ TBack-Channel(;R— F8443) AN DEHBAHF AT INTWVWRWERICISI LTI M E
BRBEZEDPHVET, WTHICLABREICLSYBHRIZESNEFRHADT, TOIS—ICLBEEZIF (FTSIHFRTOBEUNIL) BHiICHY FHA,
—>SAML2KISIdPD #3E#i 3 % & ZIC TSPTBack-Channel A LWL D ICT 2% EI ZUTICEHELFT. ZRADIIPEEET IHER L.
SAMLICEBURIIELA T 2EMLIH 2 & ZIELBERBTEALRY £T DT, SAML2TA DBack-Channel#FIA L ARWE ZREIFICAVWTES
L,

® /etc/shibboleth/shibboleth2.xml TROESFEAX Y R T b

<l-- Use a SAML query if no attributes are supplied during SSO. -->
<I--

<AttributeResolver type="Query” subjectMatch="true”/>

-

SPEEIFF D T < —(error while loading resource (/etc/shibboleth/shibboleth2.xml): XML
error(s) during parsing, check log for specifics)

SPEEHBICTEDIS—HIHAEIIhET,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=74197025
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158266
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158266

$ sudo /etc/init.d/shibd start
Starting shibd: configuration is invalid, check console for specific problems
[FAILED]

F 7= /var/log/shibboleth/shibd.log ICIE FEBD TS —AHAINTWET,

2013-02-12 14:36:06 ERROR XMLTooling.ParserPool : fatal error on line 105, column 145, message: expected entity name for reference

2013-02-12 14:36:06 ERROR Shibboleth.Config : error while loading resource (/etc/shibboleth/shibboleth2. xml): XML error(s) during
parsing, check log for specifics

2013-02-12 14:36:06 FATAL Shibboleth.Config : caught exception while loading configuration: XML error(s) during parsing, check log
for specifics

— EEE DI S —I(Z shibboleth2.xml (XML EE L TORBREWAH ZIGEICHAINET,
—f5l Z I£CredentialResolveric /A2 7 L —XF E DIFBAZR AR ET D E, AR TL—XIC K P < 2E8OBAIRINODOXEINEZDEFERET S
LIITEERA, INLOXFEESUHAIEIXFSIRT &anp; ¥ &lt; DK I ICEBRLTLESL,

® BoNRARTL—XERER
{CredentialResolver type="File” key="cert/server—enc.key” certificate="cert/server-enc.crt” password="myKeyPa$$word&”/>
® FELWARRTL—X&EH

{CredentialResolver type="File” key="cert/server-enc.key” certificate="cert/server-enc.crt” password="myKeyPa$$word&amp;”/>
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