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# yum install mariadb mariadb-server

# systemctl enable mariadh « BEEEFEHRTE
# systemctl start mariadb

# mysql secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we’ Ll need the current

password for the root user. If you’ve just installed MariaDB, and
you haven’t set the root password yet, the password will be blank,
so you should just press enter here

Enter current password for root (enter for none): « ZF®M X HEnter A/
0K, successfully used password, moving on..

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation

y

You already have a root password set, so you can safely answer 'n

Change the root password? [Y/n] < root/8X2X 7T — RA&{ZTE
New password:
Re-enter new password:
Password updated successfully!
Reloading privilege tables..
. Success!

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] « Z®DZF FEnter A S
. Success!

Normally, root should only be allowed to connect from ’ localhost’. This
ensures that someone cannot guess at the root password from the network

Disallow root login remotely? [Y/n] <« Z®DF FEnter AH
. Success!

By default, MariaDB comes with a database named ’test’ that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] « ZdDF FEnter AJ]
- Dropping test database..

. Success!
- Removing privileges on test database..

. Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately

Reload privilege tables now? [Y/n] « ZdDF FEnter AH
. Success!

Cleaning up..

ALl done! If you’ve completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!



2. T—IR=IZT—TIEEKT D
MariaDB_LIZF—# R—2 shibboleth Z{Ef L. 7— 7L shibpid ZBML 7,

# mysql -u root -p

Enter password: « E%7%E L7croot/X27— K& AN

Welcome to the MariaDB monitor. Commands end with ; or ¥g,
Your MariaDB connection id is 46

Server version: 5.5,60-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type "help;’ or '¥h’ for help. Type '¥c' to clear the current input statement.

MariaDB [(none)]> CREATE DATABASE shibboleth;

MariaDB [(none)]> CONNECT shibboleth

MariaDB [shibboleth]> CREATE TABLE shibpid (
localEntity VARCHAR(255) NOT NULL,
peerEntity VARCHAR(255) NOT NULL,
persistentId VARCHAR(50) NOT NULL,
principalName VARCHAR(50) NOT NULL,
localld VARCHAR(50) NOT NULL,
peerProvidedId VARCHAR(50) NULL,
creationDate TIMESTAMP NOT NULL,
deactivationDate TIMESTAMP NULL
PRIMARY KEY (localEntity, peerEntity, persistentId)

) ENGINE=InnoDB DEFAULT CHARSET=utf8;

e T—T I shibpid ICT I ERTB1HDT—IR—RI—FEHFBPERLE T,

MariaDB [shibboleth]> CREATE USER ' 5&—#4 N—2 21 —44’@ localhost’ IDENTIFIED BY ' F—4# R—22/X2 77— R’ ;
MariaDB [shibboleth]> GRANT INSERT, SELECT, UPDATE, DELETE ON shibboleth.* T0 ' 5 —4# ~N—2 21—’ @ localhost’ ;
MariaDB [shibboleth]> FLUSH PRIVILEGES;

MariaDB [shibboleth]> quit

KIFRDY 1 XICE > TREREA TN B TREMEN TS VET, BEEZES LTIBLLESTW,

3.JDBC K 3 4 /x—(mysql-connector-java/Xy 5 —I) =4 Y A h—JL$ 3

IR~ > KTMariaDBEIFIDBC R Z 4 /8—MySQL Connector/J (mysqgl-connector-java/Xy 7 —) A4 VA M—=)LLTLEEL,
# yum install mysql-connector-java

JARZ 7 4 JUIE /usr/share/java/mysql-connector-java. jar ICA YA R—JLENTWBDT, edit-webapp/WEB-INF/Lib/ IC VR v o) v HuEKR
LEhEEINRRVY PR ERTLidpwarsBERKLE T,

# Ln -s /usr/share/java/mysql-connector-java. jar /opt/shibboleth-idp/edit-webapp/WEB-INF/Lib/
# /opt/shibboleth-idp/bin/bui ld. sh

Installation Directory: [/opt/shibboleth-idp]

[Enter] < AA7%L

Rebuilding /opt/shibboleth-idp/war/idp.war ...

...done

BUILD SUCCESSFUL
Total time: 3 seconds



1 mysqgl-connector-java-{ ~ R h—JUBICJava8h'f ¥ X b—)LEh, JavallTd7 < Java8H RIS TWBATREIEA D W £ 7,
DLFDESICHER L. Java8 BRI N T W blaval12FABT LD ICINERA T EI W,

#f alternatives --config java
There are 2 programs which provide ' java’.

Selection Command

1 java-11-openjdk.x86 64 (/usr/lib/jvm/java-11-openjdk-11.0.8.10-0.el7 8.x86 64/bin/java)
*+ 2 java-1.8.0-openjdk.x86 64 (/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.262,b10-0.el7 8.x86 64/jre/bin/java)

Enter to keep the current selection[+], or type selection number: 1[Enter] <« JavallhARZRINTWB 1] %ER

KImRDY A XICE > TRHEREAThBARMENTTVET, BEEZES LTIBLEEWY,

@ mysql-connector-java/Xy 7 —Y A B LZHBEIEBEEIN KRR Y TR EERITLTLEE W,

4. /opt/shibboleth-idp/conf/global.xml Z{&1E 4 3

/opt/shibboleth-idp/conf/global.xml Tbean MyDataSourcex €& L £7,

<{I-- Use this file to define any custom beans needed globally. ——>
{I-- A DataSource bean suitable for use in the idp.persistentld.dataSource property. ——>
<bean id="MyDataSource”
class="org. apache. commons. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
:url="jdbc:mysql://localhost:3306/shibboleth”
:username="F — I N—21—H—%"
:password="F—4H N—2/X2 77— R”
:maxTotal="10"
:maxIdle="5"
:maxWaitMiLlis="15000"
:testOnBorrow="true”
:validationQuery="select 1”
:validationQueryTimeout="5" />

T T T T T O T T T

<I--
Algorithm whitelists and blacklists that override or merge with Llibrary defaults. Normally you can leave
these empty or commented and use the system defaults, but you can override those defaults using these Llists.

Each <value> element is an algorithm URI, or you can use <util:constant> elements in place of literal values.
=

globalxml 7 7 A LDNR—I vy avaERELET,

# chgrp jetty /opt/shibboleth-idp/conf/global. xml
# chmod 640 /opt/shibboleth-idp/conf/global. xml

5. /opt/shibboleth-idp/conf/saml-nameid.properties #{EIET %

idp.persistentld.sourceAttribute, idp.persistentld.salt, idp.persistentld.generator & idp.persistentld.store 2 5% E L £,
idp.persistentld.saltiC B ADHEB TERWS U F LRELIBEL T LSV, HWIAPHSBRELSIEHCIBEIIRCEEIBELTIES L,

@ ¥ TIZComputedIDAER L TW3i5A I&sourceAttribute & saltiEEBRESNTWBIET TIDT, %32DEREL TS,



# For computed IDs, set a source attribute and a secret salt:

idp. persistentId. sourceAttribute = uid < 7Z>aAXY KL TEE
#idp.persistentId.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s like divulging your private key.

#idp.persistentId.algorithm = SHA
idp. persistentId.salt = XXXXXXXXXXXXXXXX < 7Z>aX> kL TEE

# To use a database, use shibboleth.StoredPersistentIdGenerator

idp. persistentId. generator = shibboleth.StoredPersistentIdGenerator <« 72X ML TEBLE
# For basic use, set this to a JDBC DataSource bean name:

idp. persistentId. dataSource = MyDataSource <« 77> X > hL TIEE

# For advanced use, set to a bean inherited from shibboleth, JDBCPersistentIdStore
#idp.persistentId.store = MyPersistentIdStore

6. /opt/shibboleth-idp/conf/attribute-resolver.xm| Z{E1E ¥ %

storedID FH® id="eduPersonTargetedID" M AttributeDefinition & DataConnector # 7> AX Y KL E¥, ZDKE. computedID HDOEDH 7> O X
YRINTWRBERFRIXYMTOMLETS,



(&%)
{I-- Attribute Definition for eduPersonTargetedID (computedID) -->
Kll==
<resolver:AttributeDefinition xsi:type="ad:SAML2NameID” id="eduPersonTargetedID” nameIdFormat="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent” sourceAttributeID="computedID”>
<resolver:Dependency ref="computedID” />
<resolver:AttributeEncoder xsi:type="enc:SAML1XMLObject” name="urn:oid:
<resolver:AttributeEncoder xsi:type="enc:SAML2XMLObject” name="urn:oid:1.3.6.1.4.1. 5
eduPersonTargetedID” encodeType="false” />
</resolver:AttributeDefinition>
> <« OAVNT7U R
<l-- Pseudo Attribute Definition for %{idp.persistentId.sourceAttribute} —->
K==
Uncomment this if there is an attribute named %{idp.persistentId.sourceAttribute}
only on LDAP and you don’t already have an Attribute Definition for it.
==
<I--
<resolver:AttributeDefinition id="%{idp.persistentId.sourceAttribute}” xsi:type="ad:Simple” sourceAttributeID="%{idp.persistentId
sourceAttribute}”>
<resolver:Dependency ref="myLDAP” />
</resolver:AttributeDefinition>
> <« OAVNT7U N
<{I-- Computed targeted ID connector ——>
K==
<resolver:DataConnector id="computedID” xsi:type="dc:ComputedId”
generatedAttributeID="computedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentld.sourceAttribute}” />
</resolver:DataConnector>
> < OAYIT7T R

23.1.1.1.10” encodeType="false” />
23.1 .10” friendlyName="

1
11

<I-- Attribute Definition for eduPersonTargetedID (storedID) —->
= > <« 7raxv b
<resolver:AttributeDefinition xsi:type="ad:SAML2NameID” id="eduPersonTargetedID” nameIdFormat="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent” sourceAttributeID="storedID”>
<resolver:Dependency ref="storedID” />
<resolver:AttributeEncoder xsi:type="enc:SAML1XMLObject” name="urn:oid: 5923.1.1.
<resolver:AttributeEncoder xsi:type="enc:SAML2XMLObject” name="urn:oid:1.3.6.1.4.1. 5923.1.1.
eduPersonTargetedID” encodeType="false” />
</resolver:AttributeDefinition)>

.10” encodeType="false” />

1
1.10” friendlyName="

===« 7YaAXV K
<l-- Pseudo Attribute Definition for %{idp.persistentld.sourceAttribute} —->
Kll==

Uncomment this if there is an attribute named %{idp.persistentId.sourceAttribute}
only on LDAP and you don’t already have an Attribute Definition for it.
==
Kl-— —> « 7> x> k(idp.persistentld. sourceAttribute THEE L7BMENLDAPTERZINTWSDH T, attribute-resolver. xmLIZXfi&
9 Bresolver:AttributeDefinitionA7F7E LA WNES
<resolver:AttributeDefinition id="%{idp.persistentId.sourceAttribute}” xsi:type="ad:Simple” sourceAttributeID="%{idp.persistentId
sourceAttribute}”>
<resolver:Dependency ref="myLDAP” />
</resolver:AttributeDefinition>
{l—-= —=> « 7O X k(idp.persistentld. sourceAttribute TIEE L7ZBHEDLIAPTEZIN TS DH T, attribute-resolver. xmLIZHHiR
9 Bresolver:AttributeDefinitionH7FEIE L RWIGE
<!-- Stored targeted ID connector -->
(&)
= -> < 7YaAXVhk
<resolver:DataConnector id="storedID” xsi:type="dc:StoredId”
generatedAttributeID="storedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentld.sourceAttribute}” />
<dc:BeanManagedConnection>MyDataSource</dc:BeanManagedConnection>
</resolver:DataConnector>
= -> < 7raXv}

KIHmRDY 1 XICE > TREBA TN BAREMNATTVEY, BEZA LTIBLEST WY,

7. Jetty=BiEET %



TRTDEEI DY F L bletty=BREBL TSI W,
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