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H—/NEEBAZ DEVS & ApacheDERTE (%)

1. TUPKIZA—=7"Y RXA VIFBAZEEBHRTHRIEIOV 7 b OFBEOFEICEFRMAEREIEWNLE, —/\GAZ2HELET. HEADE
BEFHEICL > THIAZOXRMETICIEHBAET 25480’ HYET DT, BEDICHBELTKEIL,

BERERET LRI THNE AP Y R M—ILBICER S NZEIE (BCBRIHAE) 2#Z0FFMALTTANZIFL—YavilsmysIes
AEETT, TDHEIE. LEOFERD> 5 THhECASRE] OBDIEEE L TEIV,

@ RBEIF—
- SEBAZE (L. WHASRE T [/root/GETFILE) ICEREB L7 7ML EGFRELEY,
1 —/\FERAE : server.crt
TR : server.key
FREICASEEAE : server-chain.crt

LRI 7N EFEAL T, LUEDRERE (ssl.conf. relying-party.xml) %
ToTLEET W,

2. AFLEY—/NEHEZS LIS UTOT77AIICEREL TS ES L, (k)

M /etc/httpd/conf.d/ssl.conf (%)

@ EBEIF—

- BEFBAE C TSRS [/root/GETFILE] BB F& W IE—LTLEX W,
# cp /root/GETFILE/server{,-chain}.crt /etc/pki/tls/certs/
# cp /root/GETFILE/server.key /etc/pki/tls/private/

/etc/httpd/conf.d/ssl.conf ZLA FD LI ICIREL TS ZE W, (k)

(HE%)
SSLCertificateFile /etc/pki/tls/certs/server.crt «— H—/\EFRAZE D&

(&B8)
SSLCertificateKeyFile /etc/pki/tls/private/server. key < BB DK

(&8%)
SSLCertificateChainFile /etc/pki/tls/certs/server-chain.crt <« FRECAZEEAZE DI&HNT

T %D T#] ZHIBRL T, IXAY MERIRLTKES W,

KIFERDY A XICL > TRIREHI TN B HREENATETWET, BEZLES LTIELESI WL,

L IE. Y—/NGEBBEA Y A M—)ILT =2 7))L D Apache 2 + mod_ssl @A SEB L TLEE W,

M /opt/shibboleth-idp/conf/relying-party.xml ()
B8B%T 1L 2 MY (Jopt/shibboleth-idp/credentials) (o, H—/NFEBAZE & MBEPAIE—LTLEIL, (k)

@ EBEIS—

- —/\FERAE E FMFR% [/root/GETFILE] BB F&L Y IE—L T EIL,
# cp /root/GETFILE/server.crt /opt/shibboleth-idp/credentials/
# cp /root/GETFILE/server.key /opt/shibboleth-idp/credentials/

/opt/shibboleth-idp/conf/relying-party.xml ZLATD &L S ICREL TSI W, (k)


https://upki-portal.nii.ac.jp/docs/odcert
https://upki-portal.nii.ac.jp/docs/odcert/howto
https://upki-portal.nii.ac.jp/docs/odcert/howto/ee
https://upki-portal.nii.ac.jp/docs/odcert/document/install

(&8%)
<security:Credential id="IdPCredential” xsi:type="security:X509Filesystem”>
<security:PrivateKey>/opt/shibboleth-idp/credentials/server. key{/security:PrivateKey>
T ssl.confEE—DE D% EEBD /SR H KA
<security:Certificate>/opt/shibboleth-idp/credentials/server.crt{/security:Certificate)
1 ssl.confERA—DH D% _EED/RRICH G
{/security:Credential)>
(&B8)

KIMARDT A XICE > THREBAThDARMENTTVWET, BEEZES LTIBLEZEWL,

X T—9DERERH (k)

(,:.-} EBEIS—

“AYT—E TV TL—ME FERRET [/root/GETFILE] (ICHXS L 7zidp-metadataxmlZ A L F 9, rootDF—LT 4 LI RYIZ "R
A4 VIRLRRA NG " xml] D774 )LEZTIE—LET,
) 1FZBNVIRONTIHE
KA M4 @ ex-idp-testOT1.gakunin.nii.ac.jp& V). 7 7 1 L4 : ex-idp-testO1.xmI T,
LFOIAYY RTI774)%IE—LEY,
# cp /root/GETFILE/idp-metadata.xml /root/ex-idp-testO1.xml

AE—#%, IdPAYT—49F VT L — MBS ZIPERERA2ERLET.
(SEBAZER IC 1. /opt/shibboleth-idp/credentials/server.crtORAAFR L T, )

FREFYRT L (FR MFed) NOBRETVET, ANLAF—IHSEBNICA I T —INERSNETOTAI FT— I EROBERHY A,
BEEMOR—UE TEC R,

=5

SHEHEYZAT LANSBEETVET, ADLETF— 9D SEBNICA I F— I PERSNETDTA Y F— I EROBEEHY A, HMISMO
R—UETEIREEW,

5
@ EBEIS—

ER LA T— Y IEEREEY AT LTRSS, RBEIF—HODSY—RICEEL T,
R &<y ROBITY,
AIT—=9T7ANEEEED I 7AIVEAICER L TEITLTLES W,
f5]) KR M4 : ex-idp-testO1.gakunin.nii.ac.jpDHFE
# scp /root/ex-idp-testO1.xml test@ex-ds.gakunin.nii.ac.jp:METADATA

BELEAST =413, 1DABATHOA YT -9 & —VNEBETV, EEEIFT-—ADIzTL—YavA9T—9nEHINET,
XIDBHTI O B RANWIDERITICHEI DAY XT,

Back-Channel D% &

Shib1.3MSPICHIER Y %A, |dPE DBIEEFICTLSERG 217D 728, TaIC L7d L Back-Channel DEREZ1T> T LI WL, I OTLSERE TIER—
h8443%FIALET,

(,:.-} EBEIS—
- 2B+ I+ —TlEShibboleth SPA—Y 3 V131K E LTWAVEHOUTOREEITFETT,


http://www.gakunin.jp/join/
http://www.gakunin.jp/join/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158233

1. ¥—RA N7 ORE
H—/NERREARM L X — A NP EERLE T,

# cd /opt/shibboleth-idp/credentials
#f openssl pkcs12 -export —out pkcs12.p12 —in H—/NEFEAZ. crt —inkey H—/\FBEE. key -name H—/\%
(ZZTEIMNBITIRAR—PMRZRT—RIZEF—ZA M TRRAT—REALEDEBELTLLEIW)
# keytool -importkeystore -srckeystore pkcs12.pl12 -destkeystore keystore. jks ¥

-srcstoretype pkcs12 -deststoretype jks -srcalias t—/\% -destalias H—/\% ¥

-storepass ¥—X M F7/XRT—K
# rm pkcsl12.p12
# chmod 600 /opt/shibboleth-idp/credentials/keystore. jks

Tomcat%"tomcat' I —H# TRITT 2HEIE. ISOICUTOATY REERTLTomcathmABMND LI ICLET,

# chgrp tomcat /opt/shibboleth-idp/credentials/keystore. jks
# chmod g+r /opt/shibboleth-idp/credentials/keystore. jks

2. 473 V0a—

https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/security/tomcat6/tomcat6-dta-ssl/2.0.0/tomcat6-
dta-ssl-2.0.0jar& W&o vO—RLETY,
tomcat6-dta-ssl-2.0.0.jar 2 SCATALINA_HOME/libEe FIcaAE—L £ 7,

# wget https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/security/tomcat6/tomcat6-dta-ssl/2.
0.0/tomcat6-dta-ssl-2.0.0. jar
# cp tomcat6-dta-ssl-2.0.0. jar $CATALINA HOME/Lib

40— RKENBIJART 7 1 JLDOSHA-256/\y >~ 1 {EIFLUITFDOEY T, S HICEEMARR LA WESIFPGPEL A ZHIALC T L,
# sha256sum tomcat6-dta-ssl-2.0.0. jar
d7b0cf2ebcad28bb5037b2c35891e8d8fa0adf853f61d51039776d6261111535 tomcat6-dta-ssl-2.0.0. jar

@ ZDFEIEIFHFVWEDTY, BHICEAHI LRI NIE EEEDtomcat6-dta-ssl-*jaraFA L T S W,

# cp /opt/shibboleth-idp/lib/shibboleth-jce-1.1.0. jar $JAVA HOME/jre/lib/ext

X 234LRERICIZEEZ T 7AIULDRBES N TVWE R A, 2FRIIEML:00414, [HERZHEML:00513

X512, SJAVA_HOME/jre/lib/security/java.security 7 7 4 JLICLAF &8I L £ 9.

tt

# List of providers and their preference orders (see above):

i

security.provider. 1=sun, security.provider.Sun

(€=1:))

security.provider.7=org, jcp. xml.dsig. internal, dom, XMLDSigRI

security.provider.8=sun. security.smartcardio.SunPCSC

security.provider.9=edu. internet2. middleware. shibboleth.DelegateToApplicationProvider

1 47 %3&10
HS9 . BICRBSIhTWEESICEDETRBEICLTTFSW,
(OABEICER#H TN TV BRI, 10ICEIEL TT%EBM)

3. SOAPEE

SCATALINA_BASE/conf/serverxm|l 7 7 1 JLICUA T &#BIMLE T,


https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/security/tomcat6/tomcat6-dta-ssl/2.0.0/tomcat6-dta-ssl-2.0.0.jar
https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/security/tomcat6/tomcat6-dta-ssl/2.0.0/tomcat6-dta-ssl-2.0.0.jar
https://www.gakunin.jp/ml-archives/upki-fed/msg00402.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00501.html
https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/security/tomcat6/tomcat6-dta-ssl/2.0.0/tomcat6-dta-ssl-2.0.0.jar.asc

<Connector port="8443"
protocol="org. apache. coyote. http11,Http11Protocol”
SSLImplementation="edu. internet2. middleware. security. tomcat6.DelegateToApplicationJSSEImplementation”
scheme="https”
maxPostSize="100000"
SSLEnabled="true”
clientAuth="want”
sslProtocols="TLSv1, TLSv1.1, TLSv1.2”
sslEnabledProtocols="TLSv1, TLSv1. 1, TLSv1.2”
keystoreFile="/opt/shibboleth-idp/credentials/keystore. jks”
keystorePass="¥—2 h 7/XX 77— R” />

@ sslProtocols & sslEnabledProtocols I& &5 5 SSLV3AEMICT 72O DERTT ., TomcatD/N—V 3 VICL > TERBINZEDHNERY
Y YAFT—NRN=DaVIltHBEZITIDLD., REDOEAZEHLTUVWEY, 0B, TLSVI.1ETLSVI 2DREEHEL H Y £9 4, EERIC
FRTEZMEMNIFava(VM)DN—=T 3 VITIREL T,

<Connector port="8443"
maxHttpHeaderSize="8192"
maxSpareThreads="75"
scheme="https”
secure="true”
clientAuth="want”
SSLEnabled="true”
sslProtocol="TLS”
sslProtocols="TLSv1, TLSv1. 1, TLSv1.2”
sslEnabledProtocols="TLSv1, TLSv1. 1, TLSv1.2”
keystoreFile="/opt/shibboleth-idp/credentials/keystore. jks”
keystorePass="#—2 h 7/82 7 — R”
truststoreFile="/opt/shibboleth-idp/credentials/keystore. jks”
truststorePass="—2 h 7/32 7 — R”
truststoreAlgorithm="DelegateToApplication”/>


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158418
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158259
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158423
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