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<1-- Example of locally maintained metadata. -->
A== aAXY N7 NERR —>
{MetadataProvider type="XML” validate="true” path="X4F—4% 774 JLZ"/>
K-—= AV N7 MERR —>

{1-- Example of remotely supplied batch of signed metadata. ——>
A—=axXY 79

{MetadataProvider type="XML” validate="true”
url="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”
backingFilePath="federation-metadata.xml” maxRefreshDelay="7200">

{MetadataFilter type="RequireValidUntil” maxValidityInterval="1296000"/>
{MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017.cer” verifyBackup="false”/>
<DiscoveryFilter type="Exclude” matcher="EntityAttributes” trimTags="true”
attributeName="http://macedir.org/entity-category”
attributeNameFormat="urn:oasis:names:tc:SAML:2. 0:attrname-format:uri”
attributeValue="http://refeds. org/category/hide-from-discovery” />
{TransportOption provider="CURL” option="64">1</TransportOption>
<TransportOption provider="CURL” option="81">2</TransportOption>
<TransportOption provider="CURL” option="10065">/etc/pki/tls/certs/ca-bundle.crt</TransportOption>
<{/MetadataProvider)
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<Sessions Llifetime="28800" timeout="3600" relayState="ss:mem”
checkAddress="false” handlerSSL="false” cookieProps="http”>

<l--
Configures SSO for a default IdP. To allow for >1 IdP, remove
entityID property and adjust discoveryURL to point to discovery service
(Set discoveryProtocol to "WAYF” for legacy Shibboleth WAYF support.)
You can also override entityID on /Login query string, or in RequestMap/htaccess
-—>
<SSO entityID="https://test-idpl.gakunin.nii.ac. jp/idp/shibboleth”
1 IdP% & E (metadatallE&RE I LT LN SentitylD)
discoveryProtocol="SAMLDS” discoveryURL="https://ds. example. org/DS/WAYF”>
SAML2 SAML1

</SS0>
(&88)
<l-- Session diagnostic service. -->
<{Handler type="Session” Location="/Session” showAttributeValues="false”/>
<I-- JSON feed of discovery information. -->
<Handler type="DiscoveryFeed” Location="/DiscoFeed”/>
A-—-2aAXY k79 b
{Sessionlnitiator type="Chaining” Location="/DS” isDefault="true ” id="DS”">
<SessionInitiator type="SAML2” template="bindingTemplate.html”/>
<Sessionlnitiator type="Shib1”/>
<SessionInitiator type="SAMLDS” URL="https://test-ds.gakunin.nii.ac. jp/WAYF”/>
</Sessionlnitiator>
IAVENTT N >
</Sessions)>
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systemctl restart httpd
systemctl restart shibd

service httpd restart
service shibd restart
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The EntityRoleWhiteList saves memory by only loading metadata from entity types
that you will interoperate with.
-
- « BAXSF—HSOEFY I O— REFRALAVOTIXY AT Y b
{MetadataProvider id="HTTPMetadata”
xsi:type="FileBackedHTTPMetadataProvider”
backingFile="%{idp. home}/metadata/gakunin-metadata-backing. xml”
metadataURL="https://metadata.gakunin.nii.ac. jp/gakunin-metadata.xml”
failFastInitialization="false”>

{MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-signer-2017.cer” />
{MetadataFilter xsi:type="RequiredValidUntil” maxValidityInterval="P15D” />
{MetadataFilter xsi:type="EntityRoleWhiteList”>
<{RetainedRole>md:SPSSODescriptor</RetainedRole>
</MetadataFilter)>
</ Met adat aPr ovi der >
co®

<Met adat aProvi der id="SPMD' xsi:type="Fil esystemnet adat aProvi der" netadataFi|e="%i dp. hone}/ netadata/"/>
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