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H—/\ZERRZE D ENS & Apache DERTE

1. TUPKIEFIIFAZERITY —ER] OFREEERECEVWLLE, Y—/\IHERTEHRBLET, BEOBEFHEICKL > TIAREORMGET
ICBBEET 25 HYETOT, BEDICHBLTLEZTL,
FAEHEN N RASEDIERATLRIRAEY —EANSIHAEAAFTEAWVGE, BAONATY v VRRETCHERATRRIBEENHY T,

(D EAMICEER TS U (Firefox, Google Chrome, SafariZ) CTIRII T E ZiBAZ THNIETFHBICHANE Y., HMEFRRMEREED7.4)%
TR IEE W,

772U, Let's Encrypt® & 5 R BMIBRAM ERFOIMPAZEEFFHEN TRV, FRANOEERFL2SCAREEMFXROFHENMER 21
H, WRBETIDLTHEY A,

(D BEFERAE TR THNIE SPA YA M—IVRICERSWIRE (HEOERMHAH) 2Z0FEMALTTR N7z FL—ya vIicEm
THIEHETARTT. TDHEIE LUBOEERICH S ssl.conf H KU shibboleth2, xnl DIEEIFEFETT, BB, TOHAICSPTHEAIND
H—/GIBAES S UOMBRIEUTO 7 7 IILERBLET, PRECAIREIIFTETT,

o +—/\iEBAZE (server.crt) = /etc/shibboleth/sp-cert. pem

® FhE$E(server.key) = /etc/shibboleth/sp-key. pem
* fREICASERAZ (server-chain.crt) = RE

2. AFLEY—/GREEUTO7 7 A IVICEREL TS W,

M /etc/httpd/conf.d/ssl.conf

Y. WERE " Toot"' 1—HFDHNBRTEZ LD ICT IV ERFRADA > TVEINERL T EI W, BRBTERWZERUTOLS ICLTHEE -
TI—=TF - R=3yoavaEBRELTLEI W,

chown root:root /etc/pki/tls/private/server.key < FBRBOIRINT
chmod 400 /etc/pki/tls/private/server. key

/etc/httpd/conf.d/ssl.conf ZELATTD L S ICIREL T I L,

(B88)
SSLCertificateFile /etc/pki/tls/certs/server.crt <t —/\ZEBAZE DKL

(€1:2))
SSLCertificateKeyFile /etc/pki/tls/private/server.key <—FhEFERDIRINSE

(&%)
SSLCertificateChainFile /etc/pki/tls/certs/server-chain.crt < FIEICAZERRZ DI&HNL

T4EEED T #HIBRL T, IXY MEMBRL TSI,

ssl.confiR E#%. httpd = BEEIL X,

# systemctl restart httpd

# service httpd restart
BEICDWTEHLLC K, Y—/\GEBAZE A Y 2 k=)L =27 )L®D Apache 2 + mod_ssl iIR& BB L TS,
M /etc/shibboleth/shibboleth2.xml

I/etc/shibboleth/cert] BEFIC, H—/\FIRAEEMBTEZIE—L T EI W,

/etc/shibboleth/shibboleth2.xml ZATD L D ICHREL TLEE W,


https://certs.nii.ac.jp/
https://certs.nii.ac.jp/join/ee/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26188807
https://www.gakunin.jp/document/80
https://meatwiki.nii.ac.jp/confluence/display/GakuNinShibInstall/SP+Key+Rollover

(&B%)

<I-- Simple file-based resolvers for separate signing/encryption keys. ——>

{CredentialResolver type="File” use="signing”
key="cert/server.key” certificate="cert/server.crt”/>

T T DI T4 —/EEBRE D&

<CredentialResolver type="File” use="encryption”
key="cert/server. key” certificate="cert/server.crt”/>

1 RBERER D& ST 1 4 —/\GEBAE D&

KIFARDY A XICL > TRERDBA TN HEMENTETWET, BEZLS LTIELESIL,

/etc/shibboleth/cert/server.key &1 —shibdic & > THAINZVBENH Y £ 9, Shibboleth SPOFT 7 # )L NRETHBLUTESEIC

G) NR=IyYavaRELTLESL,

#f chown shibd:shibd /etc/shibboleth/cert/server. key
# chmod 440 /etc/shibboleth/cert/server. key
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http://www.gakunin.jp/join/
http://www.gakunin.jp/join/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158266
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158187
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158270
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