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1.1 BHRSR G

1.1.1 Shibboleth IdPO A THERA T 5355

¢ Shibboleth Identity Provider 2.4.0LL&
MySQL 5.1

1.1.2 uApprove.jp & AT 2158

Shibboleth Identity Provider 2.4.0 LAf&
MySQL 5.1
® uApprove.jp-2.2.1cEA &

1.2 RIEEH

* SCATALINA_HOME
Tomcat DA > X b —JL5% (l: /usr/java/tomcat)
* SIDP_HOME
Shibboleth IdP ™1 > X b —JL 4G (fl: /opt/shibboleth-idp)
* SIDP_INSTALL
Shibboleth IdP %Zzip7 7 1 L =R L7714 L & b (fl: /opt/shibboleth-identityprovider-fversioni)
® SSPTOU_INSTALL
sptou-plagin-fiversionff-bin.zip #EBR L7714 L & M) (l: /tmp/sptou-plagin-fversiont)

13B/ET7ANDA VA RN—IL
BFE 7 7 1 )L % Shibboleth IdP M${IDP HOME}/conf ¥4 L Z Y ICOE—LTLEE L

# mkdir ${IDP_HOME}/conf/SPToU
# cp ${SPTOU INSTALL}/configuration/* ${IDP HOME}/conf/SPToU/

1451473 YVDA VA M=)
>4 75 1) % Shibboleth IdP M${IDP _INSTALL}/LlibicIE—LTL &L

# cp ${SPTOU INSTALL}/Lib/x ${IDP_INSTALL}/Llib/



1.5Web 7 7Y —>3 774 ILDA VA N—=IL

webapp T4 L7 YD Web 7 F1)4r—> 3> 7 74 L% Shibboleth IdP ®${IDP_INSTALL} /webapp7 4 L 7 M JICA Y A h—=)LLTLEE L

# cd ${SPTOU INSTALL}
# ant install -Didp. install=${IDP INSTALL}

1.6 T—9 RXR—2D*(E

1 UTFOT—9R=—22NRFX=4E—BITY, EEOERIBBICHECTERLTCET W, FIZART—NIREB/EDEABLTIEZL,

sptou & W ZRIDT—IR—XEERLET,

d1—%'4% sptou, /N2 T7— K sptou TT—IR—ADI—HYEERLET,
Z M —4Z INSERT, SELECT, UPDATE, DELETE #R&# 52 £ 9,
UTFDRAF—IEHEEON>TCT—TINEERLET,

${SPTOU INSTALL}/storage/sptou-schema. sql

2. Shibboleth IdPOHBA A h—)JL

2.1 web.xml DiR&E

${IDP INSTALL}/src/main/webapp/WEB-INF/web. xml % #Rm&E L £ ¢:

<web-app ...>
<{context-param>
<param-name>contextConfiglLocation</param-name>
<param-value>$IDP HOME$/conf/internal.xml; $IDP HOME$/conf/service.xml; $IDP HOME$/conf/SPToU/sptou-plugin. xml;</param-value>

</context-param>

<I-- Other Filters ... -=>
<l-- (GakuNin) SP Terms of Use ——>
<filter>

<filter-name>SPToUFilter</filter-name>
<{filter-class>jp.gakunin.shibboleth. idpplugin. sptou. SPToUFilter</filter-class>
</filter>
<filter-mapping>
<filter-name>SPToUFilter</filter-name>
<url-pattern>/profile/Shibboleth/SS0</ur l-pattern>
<url-patternd>/profile/SAML2/Redirect/SSO</ur l-pattern>
</filter-mapping>

<{l-- Other Servlets ... -=>
<l-- (GakuNin) SP Terms of Use —->
<{servlet>

<servlet-name>SPToUServlet</servlet-name>
<servlet-class>jp.gakunin. shibboleth. idpplugin. sptou. SPToUServlet</servlet-class>

{/servlet>

{servlet-mapping>
<servlet-name>SPToUServlet</servlet-name>
<url-pattern>/SPToU/SPToUServlet</url-pattern>

{/servlet-mapping)>

<l-- Others ... ——>

</web-app>

G) o filterd K Ufilter-mappingDEFITweb. xmlDLDFilterd & Ufilter-mappingk WRICEER L ARITHIERY TH A,
® uApprove.jp & BT 3B AIE. uApprove.jp DEZE L WEITICER LA THIERY £H A,



1 uApprovejp& AT 2355 1E. uApprove jp®<filter-mapping>ld, UTDLSICBETZRENDHY £

ZEHH:

<filter-mapping>
<filter-named>uApprove. jp IdP plugin</filter-name>
<url-pattern>/*</url-pattern)
<{dispatcher>REQUESTS/dispatcher)
<{dispatcher>FORWARDS/dispatcher)
</filter-mapping>

EEE:
<filter-mapping>
<filter-name>uApprove. jp IdP plugin</filter-name>
<ur l-patternd/profile/*</url-pattern>
<url-patternd>/AuthnEngine</ur l-pattern)>
<url-pattern>/Authn/*</url-pattern>
<{dispatcher>REQUESTS/dispatcher)

{dispatcher>FORWARDS/dispatcher)
</filter-mapping>

2.2 idp.wardF 7 AOq

TS24V EEMIT B0, idowarEBF 704 LET:

# cd ${IDP INSTALL}
# ./install.sh

idp. war Z${CATALINA HOME}/webappsicIE—L * 9 :

# cp ${IDP HOME} /war/idp.war $CATALINA HOME/webapps/

3.SPToU7' S 4 Vi 7E
3.1 ${IDP HOME} /conf/SPToU/sptou-plugin. xml

3.1.1 context:property-placeholder

locationDEAREL £
ZEER:

{context:property-placeholder location="file://$IDP_HOME$/conf/SPToU/sptou. properties” />

TE#A:

<context:property-placeholder location="file:///opt/shibboleth-idp/conf/SPToU/sptou.properties” />

3.1.2 SPToUMapping

propertyfileDIEZREL T
A


http://contextproperty-placeholder

<bean id="SPToUMapping” class="jp.gakunin.shibboleth. idpplugin. sptou.SPToUMapping” init-method="initialize”)
<property name="propertyfile”>
<value>$IDP_HOME$/conf/SPToU/sptoumapping. properties</value)>
<{/property>
</bean>

THE%:

<bean id="SPToUMapping” class="jp.gakunin.shibboleth. idpplugin. sptou.SPToUMapping” init-method="initialize”>
<{property name="propertyfile”>
<value>/opt/shibboleth-idp/conf/SPToU/sptoumapping. properties</value>
</property>
</bean)

3.1.3 AcceptanceStorage

sqlStatementsDEXEREL £9:
A

<bean id="AcceptanceStorage”
class="jp. gakunin. shibboleth. idpplugin. sptou. StorageImpl”
init-method="initialize” p:dataSource-ref="gakunin.dataSource”>
<{property name="sqlStatements”)>
<value>$IDP HOME$/conf/SPToU/sql-statements. properties</value>
<{/property>
</bean)

EEK:

<bean id="AcceptanceStorage”
class="jp. gakunin. shibboleth. idpplugin. sptou. StorageImpl”
init-method="initialize” p:dataSource-ref="gakunin.dataSource”>
<property name="sqlStatements”)>
<value>/opt/shibboleth-idp/conf/SPToU/sql-statements. properties</value>
</property>
</bean>

3.2 ${IDP HOME}/conf/SPToU/sptou. properties

HRIE=OF—IR—2BEICEE T, ${IDP_HOME}/conf/SPToU/sptou. propertiesd® FO/NF 4 ABEEL £

database.driver com. mysql, jdbc.Driver

database. url jdbc:mysql://localhost:3306/sptou?characterEncoding=utf8
database.username = sptou

database. password = sptou

3.3 ${IDP HOME}/conf/SPToU/sptoumapping. properties

SPDI VT 47 4ID(sp. N.entityID) & SPOFIARMGERT 7 1 )L (sp. N.Tol) =BIEDIF TERLXT:



sptoumapping.properties D&% I

sp.
Sp.
sp.
sp.
sp.
sp.
Sp.
sp.

.entityID=https://spl.example. ac. jp/shibboleth

. ToU=/opt/shibboleth-idp/conf/SPToU/tou-example. ac. jp. xml
.entityID=https://sp2. example. ac. jp/shibboleth

. ToU=/opt/shibboleth-idp/conf/SPToU/tou-example. ac. jp. xml
.entityID=https://sp. example2. co. jp/shibboleth
.ToU=/opt/shibboleth-idp/conf/SPToU/tou-example2. co. jp. xml
.entityID=https://sp.example. com/shibboleth

. ToU=/opt/shibboleth-idp/conf/SPToU/tou-example. com. xml

Gl 01T W W NN — =

@ NOEIREZETHZLRIEHY A,

® sp.X.entityIDICHG Y Zsp. X. ToULTEFE L AWGEE I, sp. X.entityIDDREIFERINE T,

® sp. Y. ToUICH ST Bsp. Y. entityIDATEFE LA WSE I, sp. Y. ToOUDREIFEEINE T,

® Sp.NTOUICERELL 7 7 A ILDHDEWBE(T7AILHIEELAWV, R—I v a UHBEIATWBRE) .
ERS

34FEREEET 7M1

FARHIEIXMUER TERLET:

FIARHEES T 7 1 L DRER

{?xml version="1,0" encoding="UTF-8"7)>
<TermsO0fUse>

<version>1.0</version>
<text><![CDATA[Example Service Terms of use (ToU) version 1.0

This is an empty template for the sptou-example.xml version.
Please adjust it according to the terms of use.

1</ text>

</Terms0fUse>

4.

* <version>: FIARMGD/NN—T 3> (104 FLUTF)
o <text>: FIAFHEDTF X b (8190 FLUTF)

TomcatD B &)

TomcatzHiE& L £7:

#f service tomcat6 restart

5.

NSNS a—Fay

5.1 07 KA

O4 &K A$ %21k, Shibboleth IdPAD${IDP_HOME}/conf/logging.xmI TR E L £ 9:

<logger name="jp.gakunin.shibboleth. idpplugin.sptou” Llevel="WARN"/>

IdPDEENCEKB L £
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