SPO NS RNV H—DWHER L HELRCASIEHEDH A (How to
check your trust anchor and install a required CA certificate)

@ English version is here.

WEAIT—HYRI M) OY—/FIHERSHA-GEAEEFER L TOWETH, SHESHA-2GERAEICRITT 2 FETY . SHA-2EERAEA~ D 7B5IC120S
PRy T=IDNR=IaVIlE>T. BEERBCAAENA> TWRVWAREELH Y., R - BADEENIEETIRIAATT,

T TICSPEIBEEH - ERPROAIE. UTOFIRICHK > TRIHALTWS0S, RNy F—IDN—I 3 v a2 THERCLEIW,
INDSSPEERINDHIZEREME TR - EALTB ZETEETIRZEEDNTBZER/YETOT, SEEHRKICTHBC LI,
® CentOS 6MDIFE

® CentOS 5DiFE
® How to check your trust anchor and install a required CA certificate(English Version)

CentOS 6DIFE
® ca-certificates/Sv & — I ' ca-certificates-2013.1.94-65.0.el6.noarch.rpm 8 LKV ZNUETH B I & #HBL T EI L,

# rpm -q ca-certificates

¢ RRBBARBRFIRICT Y 77— ML TLEE W,

# yum update ca-certificates

® LIFD& S ICwgeta v > RT https://attrviewer20.gakunin.nii.acjp/ ICF 7 ZA L, EEBICR—YZRIGTED I E2MABLTCEEWY,

# wget https://attrviewer20.gakunin.nii.ac. jp/

--2015-03-18 14:36:25-- https://attrviewer20.gakunin.nii.ac. jp/

Resolving attrviewer20.gakunin.nii.ac. jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac.jp|157.1.65.37|:443... connected.
HTTP request sent, awaiting response... 200 0K

Length: 5133 (5.0K) [text/html]

Saving to: “index.html’

100%L >1 5,133 --.-K/s in 0s

2015-03-18 14:36:25 (46.6 MB/s) - “index.html’ saved [5133/5133]

CentOS 5DIHE

G} T TICAR—T D CASERAZE DE A F ik (openssl-0.9.8e-34.el5_11 & WRID/N—Y 3 V DIFE) TSECOMMDSHA-2 CASEAZE 2B AN EHDIHE
I&. openssl/Xyr—T % 7w 55— MNEIC /etc/pki/tls/certs/ca-bundle.crt. rpmnew & W5 7 7 A JL% /etc/pki/tls/certs/ca-bundle.
crt AN R—AL, openssl/Sy =IO NS A M7 Y H—(ca-bundlecrt)ZFIB LTSIV, ELL 7y FF—rEhizZ &id, UTF
ICEEEH Dwget AT Y RAEF S AETHIRELTLEI W,

® openssl/¥y o — I openssl-0.9.8e-34.el5_11 BELUVEFNLUBRTHZ L ERBELTLEI W,

# rpm -q openssl

* RERZBPEREMRICT Yy TT—FLTLLES WY,


https://attrviewer20.gakunin.nii.ac.jp/

# yum update openssl

® LITFD& S ICwgetd ¥ ¥ RT https://attrviewer20.gakunin.nii.ac.jp/ IC7 722 L. EBICR—V 2B TELIL2HRAL TSI,

# wget https://attrviewer20.gakunin.nii.ac. jp/

--2015-03-18 14:36:25-- https://attrviewer20.gakunin.nii.ac. jp/
Resolving attrviewer20.gakunin.nii.ac. jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac.jp|157.1.65.37|:443... connected.
HTTP request sent, awaiting response... 200 0K

Length: 5133 (5.0K) [text/html]

Saving to: index.html’

100%[ >1 5,133 --.-K/s in 0s

2015-03-18 14:36:25 (46.6 MB/s) - “index.html’ saved [5133/5133]

CAGEEA & D E A 5% (openssl-0.9.8e-34.el5_11 & WEID/A— a Y DIBSH)

1 CentOS 5Tidopenssl/Ay r =& &N B ca-bundle.crt A openssl-0.9.8e-34.el5_11 ICTEIFSNE Lz, DNy 5 —IATy TT—
NFBZET, AFIEZAVD ZERBEBERCASIAEDEANTED L DICRY E L, Ny T—YDF MIEUTEISRBESTY,
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® [CentOS-announce] CEEA-2015:0958 CentOS 5 openssl Enhancement Update
http://lists.centos.org/pipermail/centos-announce/2015-May/021134.html
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CentOS 5 L CHREIT HSPO M T X M7V H—ICSECOM®DSHA-2 CASERREA# B AT 2 FIBICOWTEHLE T,
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UTD& > Icwgetd~ >~ KT https://attrviewer20.gakunin.nii.ac.jp/ IC7 27X L, HBAEDIS—ERB I EA#HALET.

# wget https://attrviewer20.gakunin.nii.ac. jp/

--2015-03-18 14:32:33-- https://attrviewer20.gakunin.nii.ac. jp/
Resolving attrviewer20.gakunin.nii.ac. jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac.jp|157.1.65.37|:443... connected.

ERROR: cannot verify attrviewer20.gakunin.nii.ac.jp’s certificate, issued by “/C=JP/L=Academe/0=National Institute of Informatics
/CN=NII Open Domain CA - G4’ :

Unable to locally verify the issuer’s authority.
To connect to attrviewer20.gakunin.nii.ac.jp insecurely, use ~--no-check-certificate’.
Unable to establish SSL connection.
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- https://repository.secomtrust.net/SC-Root2/index.html#" 5 Security Communication Root CA2;ERAZ%# 4 v v O— KL X¥, ¥ raO—K L%
Z74INDT 74 ILEIE SCRoot2ca.cer & LE T,

Y VA—RLETZ7AIEALFIRRDLS, UTOIATY RTTFFRAMERICERLET,

# openssl x509 -inform DER —in SCRoot2ca.cer —outform PEM -out scrootca2, txt

S UTFOOARY RTCTFHFRMNERICERLEZ 7 7ALMDT AV A=T YV MDUTORE BT B E5MELET,


https://attrviewer20.gakunin.nii.ac.jp/
https://attrviewer20.gakunin.nii.ac.jp/
https://repository.secomtrust.net/SC-Root2/index.html
http://lists.centos.org/pipermail/centos-announce/2015-May/021134.html

# openssl x509 -in scrootca2.txt -noout -fingerprint -sha256
SHA256 Fingerprint=51:3B:2C:EC:B8:10:D4:CD:E5:DD:85:39:1A:DF:C6:C2:DD:60:D8:7B:B7:36:D2:B5:21:48:4A:A4:7A:0E:BE:F6

# openssl x509 -in scrootca2. txt -noout -fingerprint -md5
MD5 Fingerprint=6C:39:7D:A4:0E:55:59:B2:3F:D6:41:B1:12:50:DE:43

# openssl x509 -in scrootca2. txt -noout -fingerprint -shal

SHA1 Fingerprint=5F:3B:8C:F2:F8:10:B3:7D:78:B4:CE:EC:19:19:C3:73:34:B9:C7:74
- BEONSANTYA—ENYITYTLET,

# cp /etc/pki/tls/certs/ca-bundle.crt /etc/pki/tls/certs/ca-bundle.crt.backup
- BEONSRAMNTUA—EFRI 7ANMICAE-LET,

# cp /etc/pki/tls/certs/ca-bundle.crt ca-bundle.crt.new

- #1387 7 1 JLICSECOM®MDSHA-2 CASERRZ A#8ML £ 7,

# openssl x509 -in scrootca2. txt -noout -text >> ca-bundle.crt.new
# cat scrootca2. txt >> ca-bundle.crt.new

CHBAEEBMLEZ NS RN A—5BEDORNSRANT Y A—EBERAET,

# cp ca-bundle.crt.new /etc/pki/tls/certs/ca-bundle.crt
# chown root:root /etc/pki/tls/certs/ca-bundle.crt
# chmod 644 /etc/pki/tls/certs/ca-bundle.crt

SEAEL WA S - L DR

BLF®D & 5 icwgetd ¥ > R T https://attrviewer20.gakunin.nii.ac.jp/ IC7 72X L. EBICR—VEREBTES L 5HRALET.

# wget https://attrviewer20.gakunin.nii.ac. jp/

--2015-03-18 14:36:25-- https://attrviewer20.gakunin,nii.ac. jp/

Resolving attrviewer20.gakunin.nii.ac.jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac.jp|157.1.65.37]|:443... connected
HTTP request sent, awaiting response... 200 0K

Length: 5133 (5.0K) [text/html]

Saving to: “index.html

100%LC >] 5,133 --.K/s in 0s

2015-03-18 14:36:25 (46.6 MB/s) - “index.html’ saved [5133/5133]

How to check your trust anchor and install a required CA certificate(English Version)

If your OS is 'CentOS 6"

® Please check whether your 'ca-certificates' package is either 'ca-certificates-2013.1.94-65.0.el6.noarch.rpm' or a newer version.

#f rpm —q ca-certificates

® Ifitis not, please update it to the latest version.


https://attrviewer20.gakunin.nii.ac.jp/

#f yum update ca-certificates

® Please access to https://attrviewer20.gakunin.nii.ac.jp/ by using a wget command, and check that you are acquiring the page correctly
(please refer to below):

# wget https://attrviewer20.gakunin.nii,ac. jp/

--2015-03-18 14:36:25-- https://attrviewer20, gakunin.nii.ac. jp/
Resolving attrviewer20.gakunin.nii.ac.jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac. jp|157.1.65.37|:443... connected.
HTTP request sent, awaiting response... 200 0K

Length: 5133 (5.0K) [text/html]

Saving to: index.html’

100%[ >] 5,133 --.-K/s in 0s

2015-03-18 14:36:25 (46.6 MB/s) - “index.html’ saved [5133/5133]

If your OS is 'CentOS 5"
® Please check whether your 'openssl|' package is either 'openssl-0.9.8e-34.el5_11' or a newer version.

# rpm -q openssl

® Ifitis not, please update it to the latest version.

# yum update openssl

® Please access to https://attrviewer20.gakunin.nii.ac.jp/ by using a wget command, and check that you are acquiring the page correctly
(please refer to below):

# wget https://attrviewer20.gakunin.nii.ac. jp/

--2015-03-18 14:36:25-- https://attrviewer20.gakunin.nii.ac. jp/
Resolving attrviewer20.gakunin.nii.ac.jp... 157.1.65.37

Connecting to attrviewer20.gakunin.nii.ac.jp|157.1.65.37|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 5133 (5.0K) [text/html]

Saving to: “index.html’

100%[ >] 5,133 --.-K/s in 0s

2015-03-18 14:36:25 (46.6 MB/s) - “index.html’ saved [5133/5133]


https://attrviewer20.gakunin.nii.ac.jp/
https://attrviewer20.gakunin.nii.ac.jp/

	SPのトラストアンカーの確認と必要なCA証明書の導入(How to check your trust anchor and install a required CA certificate)

