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<l-- ==
Kl== Relying Party Configurations ==
Kl== ==

<rp:AnonymousRelyingParty provider="https://example-idp.nii.ac. jp/idp/shibboleth”
T RANE
defaultSigningCredentialRef="IdPCredential”>
<rp:DefaultRelyingParty provider="https://example-idp.nii.ac. jp/idp/shibboleth”
T RRNE
defaultSigningCredentialRef="IdPCredential”>
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<I-- =

Rll== Metadata Configuration ——>

Kll== ==

<l-- MetadataProvider the combining other MetadataProviders ——>

<metadata:MetadataProvider id="ShibbolethMetadata” xsi:type="metadata:ChainingMetadataProvider”>

<I-- Load the IdP’s own metadata. This is necessary for artifact support. ——>

- <« HBYDYO—ROXIT—9%5BRT2H, AV RTI L

<{metadata:MetadataProvider id="IdPMD” xsi:type="metadata:FilesystemMetadataProvider”
metadataFile="/opt/shibboleth-idp/metadata/idp-metadata, xml
maxRefreshDe lay="P1D” />

- e aAXVRTYR

{l-- Example metadata provider. ——>
<1-- Reads metadata from a URL and store a backup copy on the file system. ——>
<l-- Validates the signature of the metadata and filters out all by SP entities in order to save memory —-->
{l-- To use: fill in "metadataURL’ and ’backingFile’ properties on MetadataResource element -->
K== > <« aAXY N7 MER
<{metadata:MetadataProvider id="URLMD” xsi:type="metadata:FileBackedHTTPMetadataProvider”
metadataURL="https://metadata.gakunin.nii.ac. jp/gakunin-metadata. xml”
! BRESIVO—RXIT—IDT RLR
backingFile="/opt/shibboleth-idp/metadata/some-metadata. xml”>
T AYT—81E. ZDT 741 IVETRE
<{metadata:MetadataFilter xsi:type="metadata:ChainingFilter”>
<metadata:MetadataFilter xsi:type="metadata:RequiredValidUntil”
maxValidityInterval="P15D” />
<{metadata:MetadataFilter xsi:type="metadata:SignatureValidation”
trustEngineRef="shibboleth.MetadataTrustEngine”
requireSignedMetadata="true” />
<{metadata:MetadataFilter xsi:type="metadata:EntityRoleWhiteList”>
<{metadata:RetainedRole>samlmd:SPSSODescriptor<{/metadata:RetainedRole)>
<{/metadata:MetadataFilter>
<{/metadata:MetadataFilter>
{/metadata:MetadataProvider>
== —=> <« aXV N7 MERR

{/metadata:MetadataProvider>
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# cp /root/GETFILE/ex-fed.crt /opt/shibboleth-idp/credentials/
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<security:Credential id="IdPCredential” xsi:type="security:X509Filesystem”>
<security:PrivateKey>/opt/shibboleth-idp/credentials/idp. key<{/security:PrivateKey>
<{security:Certificate>/opt/shibboleth-idp/credentials/idp.crt<{/security:Certificate>
</security:Credential)>

<l-- Trust engine used to evaluate the signature on loaded metadata. --)

K- > <« XY N7 MERR

<security:TrustEngine id="shibboleth.MetadataTrustEngine” xsi:type="security:StaticExplicitKeySignature”>
<security:Credential id="MyFederationliCredentials” xsi:type="security:X509Filesystem”>

<security:Certificate>/opt/shibboleth-idp/credentials/gakunin-signer-2010.cer</security:Certificate>

{/security:Credential>

</security:TrustEngine>
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# chown -R tomcat /opt/shibboleth-idp/metadata/
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