Shibboleth IdP 3

Shibboleth IdP 3(CBIT 2 1R E £ L HTVWBER—ITT,

* BFFERIRIR
S

aX A&

° XHF—4

°© FREE

] E'l& .

FRAYT—4
A—AIILSPX Y FT—%

LDAP% R\ =/ R D — REREE

LDAPH —/\|CStart TLS TH#EfT § % /& (LDAPH —/3H'CentOS 6DHH
BB DLDAPY —N\EBRBT B27-ODHE

Shibboleth IdP 3D & E 72 R:EER E

MultiFactorsR5E 7 O —(MFA) % F W\ = BREE SR &

NamelD

SPICR L TED L > REMAEH SN Z MRS 5%
NamelD:&E

eduPersonTargeted DB D%IE

B LCEABEY KT VeduPersonTargeted DDA %
SAML 2 persistent ID T DAttribute QueryDEF AT

SAML1T 7 A Y b F + RILICAttributeStatement& & % 58 E
HEDSPADTH— 3 VERESELBRWVEE

LDAPIZT Y MY A RWEGEICIAPLETI S —ICT 2 4%

°© BEDHARYITA R

OJ0ZESR

Ay tE—YDEZEEL

ES LThloginjspEFEWE LZWDTYH
loginvmZED 7 /Ny &

° HHRAAHDI—FRBHIEICDOWNT

o O O O O

21—HRABOEREMYSQLICIRET 258 7E
BUEBICRARZERE
EEFHBEOBEENIELLLIGAICBREEZRFSRE
RIEHEEDEMILRE

OJLRIVDER

7 U & A#IBR(Shibboleth IdP 2D FPSPHEAE)
ISRV Y

Full SLO(Single Logout) D& E /3%
7547V MP7 RLAF v I DEMNL

° IdPv37 v 75— AT 31EW
e NST)Ya—F4 5 (IdPv3)
o FERNR—Y (ZNTNOABIEEANICLEABRICEDAEFNTVET)

Apache Tomcat 7.0.54 (CentOS 7.213/&8)

. 5%
SR ITE 4=
EEERIRIE
oS Java Servlet
CentOS 7.2 OpenJDK 7 (CentOS 7.2f1&E)
CentOS 6.5 OpenlDK 7 (CentOS 6.5118) Apache Tomcat 7.0.62
Cent0S 6.5 OpenJDK 7 (CentOS 6.5f1&E) Apache Tomcat 7.0.62
CentOS 6.5 | Oracle Java 8u45 + JCE Unlimited Strength Jurisdiction Policy Files = Apache Tomcat 8.0.23

=L ==

ax &

AYT—%
FRAYT—4

FREXY

F—4& DiEH#AHIFconf/metadata-providers. xml CREL £,

conf/metadata-providers.xml

IdP

Shibboleth IdP 3.2.1
Shibboleth IdP 3.2.1
Shibboleth IdP 3.1.2

Shibboleth IdP 3.1.2



conf/metadata-providers.xml

<M== >
{MetadataProvider id="HTTPMetadata”
xsi:type="FileBackedHTTPMetadataProvider”
backingFile="%{idp. home}/metadata/gakunin-metadata-backing. xml”
metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”>
{MetadataFilter xsi:type="SignatureValidation” requireSignedRoot="true”
certificateFile="%{idp. home}/credentials/gakunin-signer-2010.cer”/>
{MetadataFilter xsi:type="RequiredValidUntil” maxValidityInterval="P15D"/>
{MetadataFilter xsi:type="EntityRoleWhiteList”)>
<RetainedRole>md:SPSSODescriptor<{/RetainedRole>
<{/MetadataFilter>
<{/MetadataProvider)
== ->

=0

- <!__

+ <l —>

<MetadataProvider id="HTTPMetadata”
xsi:type="FileBackedHTTPMetadataProvider”
backingFile="%{idp. home}/metadata/localCopyFromXYZHTTP, xml”
metadataURL="http://WHATEVER”>

+ backingFile="%{idp. home}/metadata/gakunin-metadata-backing. xml”
+ metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”>
- {MetadataFilter xsi:type="SignatureValidation” requireSignedRoot="true”>
- <PublicKey>
- MIIBI.....
- </PublicKey>
<{/MetadataFilter)
- {MetadataFilter xsi:type="RequiredValidUntil” maxValidityInterval="P30D"/>
+ {MetadataFilter xsi:type="SignatureValidation” requireSignedRoot="true”
+ certificateFile="%{idp.home}/credentials/gakunin-signer-2010.cer”/>
+ {MetadataFilter xsi:type="RequiredValidUntil” maxValidityInterval="P15D”/>
{MetadataFilter xsi:type="EntityRoleWhiteList”)>
<RetainedRole>md:SPSSODescriptor<{/RetainedRole>
</MetadataFilter>
<{/MetadataProvider)
- ->
+ <l—= >

1 Shibboleth IdP 3.2/ 5 SignatureValidationFilterdrequireSignedMetadata#‘requireSignedRootIC EE & 7 W) & L 7,
requireSignedMetadata®iZ&. FEEDwarning X v £—IHARRINE T,

2015-12-18 18:33:35,232 - WARN [net.shibboleth. idp.profile.spring.relyingparty.metadata. filter. impl
SignatureValidationParser:128] - file [/opt/shibboleth-idp/conf/metadata-providers.xml] Use of the attribute
"requireSignedMetadata’ is deprecated, use ’requireSignedRoot’ instead
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® conf/metadata-providers.xml



conf/metadata-providers.xml

{MetadataProvider id="HTTPMetadata”
xsi:type="FileBackedHTTPMetadataProvider”
backingFile="%{idp. home}/metadata/gakunin-metadata-backing. xml”
metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”>

{MetadataFilter xsi:type="RequiredValidUntil” maxValidityInterval="P15D” />
<MetadataFilter xsi:type="SignatureValidation”
requireSignedMetadata="true”
certificateFile="%{idp. home}/credentials/gakunin-signer-2010.cer”/>
{MetadataFilter xsi:type="EntityRoleWhiteList”>
<{RetainedRole>md:SPSSODescriptor<{/RetainedRole>
<{/MetadataFilter>

{/MetadataProvider>

O—AISPAYFT—4H

O—HISPD A Y F—4% (Emetadatall FICEE L T, conf/metadata-providers. xml TREL X7,

® conf/metadata-providers.xml
SP1MD X 45 —% spl-metadata. xml&SP2MD X ¥ 7 —4 sp2-metadata. xmlZmetadatald FICEZE L CT. conf/metadata-providers. xml TZhNEFh
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conf/metadata-providers.xml

<I--

Example file metadata provider. Use this if you want to load metadata
from a local file. You might use this if you have some local SPs
which are not "federated” but you wish to offer a service to

If you do not provide a SignatureValidation filter, then you have the responsibility to
ensure that the contents are trustworthy.
->

<1--

{MetadataProvider id="LocalMetadata” xsi:type="FilesystemMetadataProvider” metadataFile="PATH TO YOUR METADATA”/>

-=>

{MetadataProvider id="LocalMetadataForSP1” «xsi:type="FilesystemMetadataProvider” metadataFile="%{idp. home}/metadata/sp1-
metadata, xml”/>

{MetadataProvider id="LocalMetadataForSP2” «xsi:type="FilesystemMetadataProvider” metadataFile="%{idp.home}/metadata/sp2-
metadata. xml”/>

=5

<I--

Example file metadata provider. Use this if you want to load metadata
from a local file. You might use this if you have some local SPs
which are not "federated” but you wish to offer a service to

If you do not provide a SignatureValidation filter, then you have the responsibility to
ensure that the contents are trustworthy
-

<I--
{MetadataProvider id="LocalMetadata” xsi:type="FilesystemMetadataProvider” metadataFile="PATH TO YOUR METADATA”/>
-=>
+ {MetadataProvider id="LocalMetadataForExampleSP1” xsi:type="FilesystemMetadataProvider” metadataFile="%{idp. home}
/metadata/examplespl-metadata. xml”/>
+ {MetadataProvider id="LocalMetadataForExampleSP2” xsi:type="FilesystemMetadataProvider” metadataFile="%{idp. home}
/metadata/examp lesp2-metadata. xml”/>

N
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https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158282#id--metadata-providers.xml

Aol

LDAPZ% R\ /=/3 2 7 — R EREE

BHD~<— T B#

Shibboleth I1dP 35 1d, LDAPEY 2 —JL & FAWIAASICE 32/82 7 — REREEICINA T, E#LDAPESIRY /X2 7 — RFEENEBMEhF L1,
774 NEEELDAPEBIRT 5/827 — RRIETY.,

E#LDAPZBRY 5/ 27— REREE

® conf/ldap. properties
BB Y BLDAPICHHE T, Connection properties, SSL configuration, Search DN resolution® 7 0/35 4 #REL £ Y,

conf/ldap.properties

#tt Connection properties #t

idp. authn, LDAP. LdapURL = ldap://localhost:389
idp. authn, LDAP, useStartTLS = false
#idp. authn, LDAP, useSSL = false
#idp. authn, LDAP. connectTimeout = 3000

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator

# for AD: CN=Users, DC=example, DC=org

idp. authn, LDAP, baseDN ou=peop le, dc=examp le, dc=ac, dc=jp
idp. authn. LDAP. subtreeSearch = true

idp. authn. LDAP. userFilter = (uid={user})

# bind search configuration

# for AD: idp.authn, LDAP. bindDN=adminuser@domain. com

idp. authn, LDAP, bindDN =

idp. authn, LDAP. bindDNCredential =

=5

#t#f Connection properties #i

-idp. authn. LDAP. LdapURL = ldap://localhost: 10389
-#idp. authn, LDAP, useStartTLS = true

+idp. authn, LDAP. ldapURL = ldap://localhost:389
+idp. authn. LDAP. useStartTLS = false

#idp. authn. LDAP, useSSL = false

#idp. authn. LDAP. connectTimeout = 3000

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

-idp. authn, LDAP, baseDN = ou=people, dc=example, dc=org
-#idp. authn, LDAP, subtreeSearch = false
+idp. authn. LDAP. baseDN = ou=people, dc=example, dc=ac, dc=jp
tidp. authn, LDAP, subtreeSearch = true

idp. authn, LDAP, userFilter = (uid={user})

# bind search configuration

# for AD: idp.authn,LDAP. bindDN=adminuser@domain. com

-idp. authn. LDAP. bindDN = uid=myservice, ou=system
-idp. authn, LDAP. bindDNCredential = myServicePassword

+idp. authn, LDAP, bindDN =

+idp. authn, LDAP, bindDNCredential =

JAASIC K 5/32 7 — FEREE

® conf/authn/password-authn-config.xml


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21440890

<import resource="jaas-authn-config.xml” />DITAET7 > A X b LT, <import resource="ldap-authn-config.xml” />DITHEAAXA Y N7 D
FNLET,

conf/authn/password-authn-config.xml

<1-- Choose an import based on the back-end you want to use. ——>
<import resource="jaas-authn-config.xml” />

<I-- <import resource="krb5-authn-config.xml” /> -->

<I-- <import resource="ldap-authn-config.xml” /> -->

® conf/authn/jaas.config

2083 B LDAPICHHHE T, org. ldaptive. jaas. LdapLoginModule requiredABEDITABREL X7,

conf/authn/jaas.config

ShibUserPassAuth {
/%
com. sun, security, auth. module.Krb5LoginModule required;
*/
org. ldaptive. jaas.LdapLoginModule required
LdapUr L="ldap://localhost”
baseDn="ou=peop le, dc=examp le, dc=ac, dc=jp”
ssl="false”
userFilter="uid={user}”
subtreeSearch="true”

’

LDAPH# —/NICStartTLS TH#i#E 3§ 2 53% (LDAPH—/35h'CentOS 6DIFE)
BRIDR— I HE
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ER
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1 ERRERECentOSSRTRESNALEDTHZH, MATEIN-YavILALE TEERAEAZLENHY XY,

IdPTId Ldap. properties, attribute-resolver.xml ICTFEEDRELITVWET, fl& L TLDAPY —/NDCASERRE L /etc/pki/tls/certs/gakuninca. pem
ELTRELTWET,

/opt/shibboleth-idp/conf/Idap.properties DEXTE

(&88)

## Connection properties #t

idp. authn. LDAP. ldapURL = ldap://ldaptest1.gakunin.nii.ac. jp
idp. authn. LDAP. useStartTLS = true

#idp. authn, LDAP, useSSL = false

#idp. authn. LDAP. connectTimeout = 3000

## SSL configuration, either jvmTrust, certificateTrust, or keyStoreTrust

idp. authn. LDAP. sslConfig = certificateTrust <« 7YXV b

## If using certificateTrust above, set to the trusted certificate’s path

idp. authn, LDAP, trustCertificates = /etc/pki/tls/certs/gakuninca. pem

## If using keyStoreTrust above, set to the truststore path

idp. authn. LDAP. trustStore = %{idp. home}/credentials/ldap-server, truststore

(&88)
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/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<{DataConnector id="myLDAP” xsi:type="LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
useStartTLS="%{idp. attribute. resolver.LDAP, useStartTLS:true}”
connectTimeout="%{idp.attribute. resolver.LDAP. connectTimeout}”
responseTimeout="%{idp.attribute. resolver.LDAP. responseTimeout}”
noResultIsError="%{idp.attribute. resolver.LDAP. noResultIsError:true}”
trustFile="%{idp.attribute.resolver.LDAP. trustCertificates}”>

TERDLSIC > OERICHEALTIRZE W

/opt/shibboleth-idp/conf/attribute-resolver.xml M&E (Shibboleth IdP 3.2x# & B F hLIFTIDIZA)

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
(&%)
L LT D317 %</resolver:DataConnector > MERNICEA L TL LS L
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificate>%{idp.attribute. resolver.LDAP, trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential>
</resolver:DataConnector>

1 IdP/X—2 3 v 2[@ i Dattribute-resolver. xmlid ldap. properties& S L A W HBREEN RET 2N A H Y £F, &F Dattribute-resolver
FUTL—REFERATEEIICLTLEIY,

@ LDAP Data Connector Tld, idp.authn.LDAP.sslConfigldcertificateTrustDAHFHEETEETT,

BHAEDOLDAPY — A BRBT21-HDAH%
FERDR—VICFE

ZZTRH2DDAFEETHBNALET,

1. EHALDAPY — N\EIFDOLDAP T OF v —N%FET 3
2. |dPDERTE T 7 1 L TEEEBLDAPY — N\ %Z18ET 5

1. EHALDAPY —/\[MIF DLDAP /O F >4 — & EAT S

BHEDOLDAPY —/\EIFICLDAPOF o H—/N\%%EBE L. IdPICIELDAP T OF > H#—NE8RBIE£ T,
FRTBLDAPTOF U H—NRDREREICDOVWT, £EHONLERIHY FT., ERIICentOS SRATREHINZEDTHD o, FIATEZNN—T3
VICEDLETEERABADMELNGHYET,

1 TOFIY—NEBET B OJ( VEETANT SBID (ShibbolethWIEB Tldprincipal E RIS NEF) ICDWT, A—DIDAEHDLDAP
Y—EICFELBWI EERBRLTALST W, A—DIDHFEY 2B AICIE. BERS THENRELXT, vidA'ZOFRGEHLIBNE
Bk A—ILT7 RLAPZEERS - HHMEESS, hOLDAPEMEMD ZLEZRF LTI W,

2. IdPORET 7 1 W CEBALDAPY — /R Z18ET S

IdPDERTE THEEDLDAPY ) —= W I B DLDAPH — N\ % B8R § 2 fflH’Shibboleth Wiki:LDAPAuthnConfiguration®"DNResolution"DIEICH Y £ 7,
HEHDH ("Single Directory with multiple branches"®"Extensible Matching") XLDAPH—/\A'—E D& TRI]ET R EEHODLDAPY Y =4 TV 1) —
DEARICH ZIRIEMIT T, Ldap. propertiesDHDEE TRGEHNAEETT, idp. authn, LDAP. baseDNDH 7Y ) — %4458 % & S idp. authn. LDAP.
subtreeSearch& idp. authn, LDAP. userFilter&%EL X9,

® LDAPH— NP —EBTHYEBODLDAPY ) =4 TV ) —DRERICH B HEDH
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/opt/shibboleth-idp/conf/Idap.properties D&% EH

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator

# for AD: CN=Users, DC=example, DC=org

idp. authn. LDAP. baseDN = o=test o, dc=ac, c=JP

idp. authn. LDAP. subtreeSearch = true < true%:%%E

idp. authn. LDAP. userFilter = (&(|(ou:dn:=Test Unit1) (ou:dn:=technology))(uid={user})) < o=test o, dc=ac, c=JPDH TV ) —,
ou=Test Unitl&ou=technology%##%ZT 2L IBE

RD2DDF ("Single Directory with multiple branches - Aggregate DN Resolver"# & U"Multiple Directories") ([$#8#MLDAPY |) =4 7YY —& L
THRZRWERE, HOIELDAPHY — /A EHDERER T T, Ldap. properties& ldap-authn-config. xmlZZEBEL £ 3,

LDAPH —/X/LDAPY 1) —DHUZIE U T, Ldap. propertiesIMIAE % BN L Tauthn-ldap-config. xnl TZh 5 &2 BRI BLHICLET,

T, INSOPIKRIINEBO-HDRERLD T, SPAZEHT ZEMUZLDAPHSEE L TW 3B & IZattribute-resolver. xmlZZ & L, Lldap.
properties|ZiBAN L 78 B % S8R9 % LDAP DataConnector& 38N L £,

® LDAPH—NHN—BTHYEBDLDAPY Y =4 TV 1) —& L TRABRWGE DA

/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% & FI

<bean name="aggregateAuthenticator” class="org. ldaptive.auth.Authenticator”)
{constructor-arg index="0" ref="aggregateDnResolver” />
{constructor-arg index="1" ref="aggregateAuthHandler” />
</bean>
<bean id="aggregateDnResolver” class="org. ldaptive.auth. AggregateDnResolver”>
<constructor-arg index="0" ref="dnResolvers” />
</bean>
<bean id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler” p:
authenticationHandlers-ref="authHandlers” />
<util:map id="dnResolvers”>
<entry key="filter1” value-ref="dnResolver1” />
<entry key="filter2” value-ref="dnResolver2” />
</util:map>
{l-- Define two DN resolvers that use anonymous search against the same directory ——>
<{bean id="dnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp. authn.LDAP. baseDN}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP. userFilter}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
<bean id="dnResolver2” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp.authn.LDAP. baseDN2}”
p:subtreeSearch="%{idp.authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP.userFilter2}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
{I-- Use the same authentication handler for both DN resolvers -->
<util:map id="authHandlers”>
<entry key="filter1” value-ref="authHandler” />
<entry key="filter2” value-ref="authHandler” />
</util:map> < </beans>DRIIZEM

</beans>

/opt/shibboleth-idp/conf/Idap.properties D% FEHI

idp. authn. LDAP. authenticator = aggregateAuthenticator < ldap-authn-config. xmlIZ3Bf0 L 7=class="org. ldaptive. auth
Authenticator” MbeanMname|lZE &

(€=1:))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp. authn. LDAP, baseDN = LDAP'Y |) —1(DBaseDN « Z &

idp. authn. LDAP. baseDN2 = LDAP'Y |) —2(MBaseDN « 3&1N

idp. authn, LDAP, subtreeSearch = true

idp. authn. LDAP.userFilter = (LDAPY |) —1(DZF+ —={user}) « L&
idp.authn, LDAP. userFilter2 = (LDAPY ) —2(Mi&za¥ —={user}) <« BN

€=1:2))

# LDAP attribute configuration, see attribute-resolver,xml

# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations
idp.attribute. resolver. LDAP. ldapURL = %{idp. authn. LDAP. ldapURL}
idp.attribute. resolver. LDAP. baseDN = %{idp. authn. LDAP. baseDN:undef ined}
idp.attribute. resolver. LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} <« 3&1N
idp.attribute. resolver.LDAP. bindDN = %{idp.authn, LDAP, bindDN:undefined}



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp.attribute. resolver.LDAP. baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
»
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated¥%{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate)>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver. LDAP. LdapURL}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificate>%{idp.attribute. resolver.LDAP, trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

® LDAPH —/N\HEHTH 2IZE DA

/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% & FI

<alias name="%{idp.authn.LDAP. sslConfig2:certificateTrust2}” alias="sslConfig2” />
<bean id="certificateTrust2” class="org. ldaptive.ssl.SslConfig”>
<property name="credentialConfig”)
<bean parent="shibboleth. X509ResourceCredentialConfig” p:trustCertificates="%{idp.authn.LDAP. trustCertificates?2:
undefined}” />
<{/property>
</bean>
<bean id="keyStoreTrust2” class="org. ldaptive.ssl.SslConfig”)>
<{property name="credentialConfig”>
<bean parent="shibboleth.KeystoreResourceCredentialConfig” p:truststore="%{idp.authn.LDAP. trustStore2:undefined}”
/>
<{/property>
</bean>
<bean name="aggregateAuthenticator” class="org. ldaptive.auth. Authenticator”
c:resolver-ref="aggregateDnResolver”
c:handler-ref="aggregateAuthHandler” />

<{I-- Aggregate DN resolution -->
<bean id="aggregateDnResolver” class="org. ldaptive.auth. AggregateDnResolver”
c:resolvers-ref="dnResolvers”
p:allowMultipleDns="true” />
<util:map id="dnResolvers”>
<entry key="directoryl” value-ref="bindSearchDnResolver1” />
<entry key="directory2” value-ref="bindSearchDnResolver2” />
</util:map>

<l-- DN resolver 1 -=>

<bean id="bindSearchDnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN:undefined} . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”
p:userFilter="#{ %{idp.authn.LDAP. userFilter:undefined}’ .trim()}”



<bean

<bean

<bean

<bean

<bean

p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactoryl” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPooll” />

id="bindSearchConnectionPool1” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory1”

p:name="search-pool1” />

id="bindSearchConnectionFactory1” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfigl” />

id="bindSearchConnectionConfigl” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer1”

p: ldapUr [="%{idp. authn. LDAP. ldapURL}” />

id="bindConnectionInitializer1” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn. LDAP. bindDN:undefined}’ . trim()}”>

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential:undefined}” />

<{/property>
</bean>
<I-- DN resolver 2 ——>

<bean

<bean

<bean

<bean

<bean

<bean

id="bindSearchDnResolver2” class="org. ldaptive. auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN2:undefined}’ . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”

p:userFilter="#{ %{idp.authn. LDAP. userFilter2:undefined}’ .trim()}”
p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactory2” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPool2” />
id="bindSearchConnectionPool2” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory2”

p:name="search-pool2” />

id="bindSearchConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfig2” />
id="bindSearchConnectionConfig2” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer2”

: ldapUr 1="%{idp. authn. LDAP. ldapURL2}”
:useStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
p:sslConfig-ref="sslConfig2” />

id="bindConnectionInitializer2” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn, LDAP. bindDN2:undefined} . trim()}”>

T T T T

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential2:undefined}” />

</property>
<{/bean>

<{l-- Aggregate authentication —->

<bean

<util:

id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler”
p:authenticationHandlers-ref="authHandlers” />
map id="authHandlers”)>

<entry key="directoryl” value-ref="authHandler1” />
<entry key="directory2” value-ref="authHandler2” />
</util:map>

<I-- Authentication handler 1 -=>

<bean

<bean

<bean

<bean

<bean

id="authHandler1” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactoryl” />
id="bindPooledConnectionFactory1” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool1” />

id="bindConnectionPool1” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactoryl”

p:name="bind-pool1” />

id="bindConnectionFactoryl” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfigl” />

id="bindConnectionConfigl” parent="connectionConfig”

p: ldapUr L="%{idp. authn. LDAP. ldapURL}” />

<l-- Authentication handler 2 -->

<bean

<bean

<bean

<bean

<bean

id="authHandler2” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactory2” />
id="bindPooledConnectionFactory2” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool2” />

id="bindConnectionPool2” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactory2”

p:name="bind-pool2” />

id="bindConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfig2” />

id="bindConnectionConfig2” parent="connectionConfig”

p: ldapUr l="%{idp. authn. LDAP. ldapURL2}”



ruseStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
:sslConfig-ref="sslConfig2” /> « </beans>DHEIIZIEN

T T T T

</beans>

/opt/shibboleth-idp/conf/Idap.properties D& EH

idp. authn. LDAP. authenticator = aggregateAuthenticator < ldap-authn-config. xmlIZ3B0 L 7=zclass="org. ldaptive. auth.
Authenticator” MbeanMnamellZ &

## Connection properties #
idp. authn. LDAP, ldapURL

LDAPH—/NTDURL <« ZEHE

idp. authn. LDAP. ldapURL2 = LDAPH—/N2MURL « 810
idp. authn. LDAP. useStartTLS = true
idp. authn. LDAP, useStartTLS2 = true
#idp. authn, LDAP, useSSL = false

3000

#idp. authn. LDAP. connectTimeout

## SSL configuration, either jvmTrust, certificateTrust, or keyStoreTrust

idp. authn, LDAP, sslConfig = certificateTrust

| Bin(certificateTrusthkeyStoreTrust & FEE T BB IL ldap-authn—config. xmLIZ3B A0 L 7=LDAPH—/ 2 (Dclass="org. ldaptive. ssl.
SslConfig” MbeanMid% HE7E)

idp. authn. LDAP, sslConfig2 = certificateTrust?2 <« B0

## If using certificateTrust above, set to the trusted certificate’s path

idp. authn. LDAP. trustCertificates = LDAPH—/N1DFFEAE « T&E

idp. authn. LDAP. trustCertificates2 = LDAPH—/\2MDEFEAE <« BN

## If using keyStoreTrust above, set to the truststore path

idp. authn. LDAP. trustStore = LDAPH—/N1DF—A N7 « THE
idp. authn, LDAP, trustStore2 = LDAPH—/2DF — A N7 <« BN
(€=1:2))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp. authn, LDAP, baseDN = LDAPH—/\1(DBaseDN « Z =

idp. authn. LDAP, baseDN2 = LDAPH —/X2(MBaseDN « Bl

idp. authn. LDAP. subtreeSearch = true

idp. authn. LDAP. userFilter = (LDAPH —/N1D1RZFRF —={user}) <« E&
idp. authn. LDAP. userFilter2 = (LDAPH —/2DtR3EF —={user}) < &M

# bind search configuration
# for AD: idp.authn, LDAP. bindDN=adminuser@domain. com

idp. authn. LDAP. bindDN = LDAPH—/N1MBindDN « ZE&

idp. authn. LDAP. bindDN2 = LDAPH—/N\2MBindDN « BHN

idp. authn, LDAP, bindDNCredential = LDAPH—/N1MDBindDN/X AT — K « ZE
idp. authn, LDAP. bindDNCredential2 = LDAPH—/X2MBindDN/X R 7 — K « 381N
(&88)

# LDAP attribute configuration, see attribute-resolver.xml
# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations

idp.attribute. resolver. LDAP. LdapURL = %{idp. authn, LDAP. ldapURL}

idp.attribute. resolver. LDAP, LdapURL2 = %{idp. authn, LDAP. ldapURL2} <« &N

idp.attribute. resolver. LDAP. baseDN = %{idp. authn. LDAP. baseDN:undefined}

idp.attribute. resolver. LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} < &0

idp.attribute. resolver.LDAP. bindDN = %{idp. authn. LDAP. bindDN:undefined}

idp.attribute. resolver. LDAP. bindDN2 = %{idp.authn. LDAP. bindDN2:undefined} <« &0

idp.attribute. resolver.LDAP,. bindDNCredential = %{idp.authn. LDAP. bindDNCredential:undefined}

idp.attribute. resolver.LDAP. bindDNCredential2 = %{idp.authn, LDAP. bindDNCredential2:undefined} <« &N
idp.attribute. resolver.LDAP, useStartTLS = %{idp.authn. LDAP. useStartTLS: true}

idp.attribute. resolver. LDAP. useStartTLS2 = %{idp.authn. LDAP. useStartTLS2:true} <« BN

idp.attribute. resolver.LDAP. trustCertificates = %{idp.authn.LDAP. trustCertificates:undefined}

idp.attribute. resolver.LDAP. trustCertificates2 = %{idp.authn.LDAP. trustCertificates2:undefined} < &N
idp.attribute. resolver.LDAP. searchFilter = (LDAPH—/N1D# %+ —=$resolutionContext.principal) « ZTHE
idp.attribute. resolver.LDAP, searchFilter2 = (LDAPH—/\2M# % ¥ —=$resolutionContext. principal) < BN

idp.attribute, resolver.LDAP, returnAttributes = cn, homephone, mai |



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
D
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated}{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver.LDAP. ldapURL2}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN2}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential2}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver.LDAP. useStartTLS2:true}”>
<{dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver,LDAP. searchFilter2}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<{sec:Certificated%{idp.attribute. resolver.LDAP. trustCertificates2}</sec:Certificated
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

attribute-filter.xmlDZ & (XDataConnector "myLDAP" ICTF— 9 AR DM SARWMEA TS —E LTHRILDICL, 7ML FA—N—EBE LT
DataConnector "myLDAP2" B 5O TT — ¥ 5 RFRT DREICHRY X T,

1 1DBOHEERRK. A—OIDAEROLDAPY Y — LICHEET 2 CHEICAY £ DT, uidh 2 ORHEHL S BWEE I MDOLDAPEE %
ID(principal)& LTES &SI LTI L,

Shibboleth IdP 3D E BRI E
BRI DR—IICFEE

(D LR T TN LT LW B Extended 7 O —lddeprecated & % ¥) Shibboleth IdP/A—< 3 V5 THIRE N B FETT, RIT/N—U 3V TLYFiEE%
Fo TWBHIEMFANDRITE THREFCEE W,

UFTANTHELAMRBELAFEEZRAL TVI A, 33LURTHNIEE VABNTEMLEEGNRRTE DMFAICL 2755 TE5R<
EEW,

e T O—DREEL
® PasswordzB5l 7 0 —MDExtended 7 0 —
* 5E

Shibboleth IdP 3LABEDBEREREEREICOVWTD RF 2 AV M TT, 41UBTELXHIKBICERICAY ELEOTERICEELAZRRICR>TEY X
To ARFIXAY MISAML2OTRIIDYIWEZATHIIEEBMELTHEY. SAMLTIRRATT (LevelXEAWERIERIETEEEA) ©

1 SAML1ZED ZEICE WAREDHWZTIETE S I & 28T B 78, SPICH W Tidshibboleth2 xmlZ TSAMLT D#REZ HEMLT 22 & %
BEHLET,

ARFaAVNCHEATIREIVT IR ERAE7O—OBEFRETRICTLES,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20027351
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

1 Z ZTRemoteUserld/S2 7 — K3

=

BLARE7O—TESBATLLESTV, o LNV EDOHISHITFERRF XY

HEE V54T v MERER
FMEBDOEDT, fIRE LTERALTWET,

SMIEAVTIRS BEFR SBEE7 A—
urn:mace:gakunin, jp:idprivacy:ac:classes:Levell Levell Password
urn:mace:gakunin, jp:idprivacy:ac:classes:Level2 Level2 RemoteUser

urn:mace:gakunin, jp:idprivacy:ac:classes:Level3 Level3 X509

ZOFREAYT VAN EIEBIC. Password P X509EBEE DRIV TV A M 2> TVWETHA. I TIHEALEHEA.

ZEDFBATHERAT 2SPICDVWTFRICRLET,
SP ERY B8
sp, 7L
SPb urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
SP,

urn:mace:gakunin, jp:idprivacy:ac:classes:Level2

SPd urn:mace:gakunin, jp:idprivacy:ac:classes:
Level3

BRIt 7 0—oiEL
RE

. BRICEREER A DR 7 O— A BT 272512, conf/authn/authn. properties®idp. authn. favorSS0%& 7> 3 X >~ k Ltruell B2 EL £ 9,

conf/authn/authn.properties

#f Whether to prioritize "active” results when an SP requests more than

#f one possible matching login method (V2 behavior was to favor them)
-ftidp. authn, favorSS0 = false

+idp. authn, favorSSO = true

2. REWF 7 O—DsupportedPrincipals 7A/NF 4 ICFEEEEBMULE T,

SEE70O0— supportedPrincipals 7O/¢F «
Password AT Dshibboleth, AuthenticationFlow CEZER ST \L)SsupportedPrincipals, Levell
RemoteUser Level2, Levell

X509 Level3, Level2, Levell

ERADOHREDREDRIADOH & LTHEIFTHY EY., RBIGERT 2581 B&A



conf/authn/authn.properties

@@ -56,10 456,11 @@
# Unset if using customized Principals per validator
#idp. authn. Password. addDefaultPrincipals = true
#f The Principal collection below is the typical default if not otherwise noted.
-#idp. authn. Password. supportedPrincipals = ¥
-# saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport, ¥
- saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:Password, ¥
- saml1/urn:oasis:names:tc:SAML: 1, 0:am:password
+idp. authn. Password. supportedPrincipals = ¥
+ saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
+ saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
+ samll/urn:oasis:names:tc:SAML: 1, 0:am:password, ¥
+ saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
# Validators are controlled in password-authn-config. xml

ittt Password Backends #ift
@@ -97,7 +98,9 @@
idp. authn, RemoteUser, supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes: X509, ¥
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, ¥
- saml1/urn:ietf:rfc:2246
samll/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell

+ + +

#i#t RemoteUserInternal fiiit

@@ -137,7 +140,10 @@

idp. authn, X509, supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes: X509, ¥
saml2/urn:oasis:names:tc:SAML:2,0:ac:classes:TLSClient, ¥
saml1/urn:ietf:rfc:2246
samll/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level3, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Levell

+ + + +

fiHt X509Internal #ittH

3. conf/relying-party. xmldDshibboleth. DefaultRelyingPartyPIMSAML2. SSOI-defaultAuthenticationMethods 7 O/XF7 1 #EL X,



conf/relying-party.xml

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2, SS0” p:postAuthenticationFlows="attribute-release” />
<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release”>
<property name="defaultAuthenticationMethods”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean>
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
<{/property>
</bean>

+ 4+ + A+ o+ o+

'Z\E’G‘i)TLLiReringPartyOverridesO)ti 2 DSAML2.SSOICERARDEEEEBIML TS,
4. ZORETHEDL D 515 DEYHFBINTLELALTELIYELNILORREN KD 5N B15EE. authn.properties® idp.authn.*.order
EHRELTLEIY, "J ESL\M sEDorderz/NEWHICTHIE, KUBWEBEETRRINZLDICARYET,

Zg)
KRB DHE

. SP,HE LKIESP ANLIAPIC Y #A4 LY hEhd &, LevellDPasswordREE7 O—DA T A Y R—IHFRRENET,
2. SP M 5IdPIC 'J'S7'f LY hEnhsdE&, Level2RemoteUsersBEE7 O— D7 DOT A Y R—I PS4 FATHPERRINET,
3. SPdi)\bldPh_ DALY hENBE, Level3DX5095REE 7 O—DOY A Y R—IMBWRRINE T,

Leve 1A' RREEE A DIFE

. SPELIESP N BIAPIC) 1 L U hEhB &, LevellDPasswordiBEE 7 O —A'EEEEA D7 1 —FRREE S L < [FFRFROSPOEE A

i’%Téhi?
2. SP.ABLIPIZY 4 LI hEh2d &, Level2DRemoteUsersBEE 7 O— Db DOT A Y R—=IPFA FTATHRTEINET,

3. SPde‘bIdPL_'J‘9'f LY hENhd &, Level3MX5098R 7 O— DA T A Y R—IPRRINET,
Leve 2AFREEF A DIHE

1. SP,H L IESP A BIAPICY 1 LY & B &, Level2DRemoteUsersBil 7 O —AEREEF# D7z 1—HRBEE S L < IEFRFRDOSPOE

EARTINET,
2. SPHBIPICY 1LY hEhd &, Level2MRemoteUsersBsE 7 A —A'GREEE A D2 1 —HRABEED L < SPOBEARTSNET,

3. Sde\bIdPL.'J9’f LY hEh3 &, Level3MX509:R8E 7 O— DAYV A Y R—IDARRINET,

Leve I3N'RREEZE A DIFE

. SPH L ISP ANSIAPIC 4 L U bEhd & Leve 3DX509885E 7 A — A" REEE A D7c b 1 —HRBREES L < IFRIEOSPOEEANRT

é?‘LiTo
2. SP.ABIPICY A4 LI hEh 2 &, Level3DX509585E 7 A —ARREAEEA D 1 —FRAZTEE S L < IIBEHROSPOBEEARTINET,

3. SPde‘ SIdPICY 41 LU hENB &, Level3MX509585 7 O —H'RECEADH I —FREBES L < IR OSPOBEIRTEINET,

Passwords25E 7 O —MExtended 7 O—

1. A7 O —DREBILDEREET> TSI,
2. conf/authn/authn, properties Mauthn/Password(CExtended 7 A—TCHIAE$ BLevel2, Level3ZEBIML T,



conf/authn/authn.properties

saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
saml1/urn:oasis:names:tc:SAML:1.0:am:password, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level3

#f Validators are controlled in password-authn-config. xml

+ + +

3. conf/authn/password-authn-config. xnl CExtended 7 O —Mbeanz 7Y A XV b L, FROBEETVET., B LUK T 7M1 ILICTDELITE
ELRITNIE, FERITOIDEICZOEHDEBALTLEI N,

® shibboleth. authn, Password. ExtendedF lows®c:_0IC, Extended” A— & 3 % RemoteUser & X509% 8 EL £ 9,
® shibboleth. authn. Password.PrincipalOverridell, PasswordsRiE”7 O— CiRELT Slevel1ZEBIMML £9, Level2*Level3%FRWTLY
5EZBNKRAVMTT,

conf/authn/password-authn-config.xml

<I--
Configuration of "extended” login methods to offer in the password login form
The String bean is a regular expression identifying the flows to offer. These flows
must also be enabled at the "top” level to be available for use
The ExtendedF lowParameters bean can be used to transfer custom parameters from the
login form into the context tree for use later by other flows
The last bean provides the set of custom Principals to use for results produced by the
Password flow itself. You would use this if you need the Password flow to run as a shell
to run the "extended” login methods, but want to Limit its own results more narrowly
-—>
- <!__
- <bean id="shibboleth. authn.Password. ExtendedF lows” class="java. lang.String” c: 0="" />
+ <bean id="shibboleth.authn.Password. ExtendedF lows” class="java. lang.String” c: 0="RemoteUser|X509” />
<util:list id="shibboleth.authn,Password, ExtendedF lowParameters”)
<Jutil:list>
<util:list id="shibboleth.authn.Password.PrincipalOverride”)
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAMLTAuthenticationMethod”
c:method="urn:oasis:names:tc:SAML:1.0:am:password” />

+ ===

+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
Jutil:list)

- -

4. Shibboleth IdP 4.18 & U'4.2IC1&/N T h¥d W £ 3 D TFE) TaddDefaultPrincipals&falselc L TL 72X W,

conf/authn/authn.properties

# Unset if using customized Principals per validator

-#idp. authn. Password. addDefaultPrincipals = true

+idp. authn, Password. addDefaultPrincipals = false

# The Principal collection below is the typical default if not otherwise noted.

5. Shibboleth IdP 4.0.08 £ V4.0. 12 BHEVDBEB L VCUBEDON—2 3 Y TEUBIONRA—S 3 v 57y 75— ML TWBIEAIE. loginvmic
NTRHYBMDORY VHBRRINELEADT, UTFOBEET>TLEIL,



views/login.vm
#end

#foreach ($extFlow in $extendedAuthenticationF Lows)
#if ($authenticationContext. isAcceptable($extFlow) and $extFlow.apply(profileRequestContext))

+ #tif ($authenticationContext. isAcceptable($extFlow) and $extFlow. test(profileRequestContext))
{div class="form-element-wrapper”>

<button class="form-element form-button” type="submit” name=" eventId $extFlow.getId()”>
#springMessageText (”idp. login. $extF low. getId(). replace(’authn/’,’’)”, $extFlow.getId().replace(’ authn

’

7))

e 0)

EZSPHOSIAPICY ¥4 L U hINBFICKRR SN B PasswordiBiE 7 O—DO S (1 Y R—IUETFRICRLET,
1. SP,B L USP, 1 >DHE
PasswordiRsE 7 O— D7z ®D [Usernamel & TPassowrd] M7 #—4A& Tloginl R¥ >, & UVExtended 7 O— T %RemoteUsersRiE 7
O—&X509835F 7 A— D7 DR 4 >~ TRemoteUser] & TX509] ARRINET,

G) lLogin] &RYVOEKABLTHSOHLLWTTH, Extended7 O—%FIAT 2HBEIELEED T +—L4 ( TUsername] &
[Passowrd] ) DAAIERETT,

B11. SPad L U'SPbH 5 DiFH

2. SPALOBAE
Extended 7 0 — T %RemoteUsersBiE 7 0 — & X509 E 7 O—D7=HDR4 >~ TRemoteUser] & TX509] ARRENET, LevellD
PasswordSREF 7 O—lidRRENEH A,
Bl2. SPch 5 DIFE




3. SP A BDIRE
d
Extended 7 B— D > Hleve l3LAETH BX5095RE 7 O —D=HDRY > [X509] ARFRENZKT, LevellDPasswordsBEE7 0 —, B & Ulev
el2DX509:RE 7 O—FR RS NFEH AL
Bl3. SPdH 5 DIFE

0 lentity Provider

%

BELGHRIO—%Z2RETSBLT, BELLBRFa AV METRICRLET,

® [Shibboleth wiki] AuthenticationConfiguration
® [Shibboleth wiki] AuthenticationFlowSelection
® [Shibboleth wiki] PasswordAuthnConfiguration|ExtendedFlows

D"Extended Flows"
® [Shibboleth wiki] Orchestrating Multiple Authentication Methods and Contexts - The Multi-Context Broker (MCB)
® [Shibboleth wiki] Configuring the IdP for the Multi-Context Broker Model
® [Shibboleth wiki] Replicating Multi-Context Broker Functionality (Duo + Username/Password with user-opt-in forcing Duo)
® [Shibboleth wiki] SP-driven Duo opt-in

() v O 5%isystem/ LT 7 7 M L EREL TWBEMAHY ZTHMERINTVEHA)

* 3.3@iF

[Shibboleth wiki] MultiFactorAuthnConfiguration

MultiFactor&2iE 7 0 —(MFA) % A\ = BB &
BRI DR—|ZFE)

® H@FXE (General Configuration)

* BEiEMZ 7 O0—RIR (Directly Selecting Flows)

e OS5 ATH7A—&EIR (Programmatically Selecting Flows)
* EBRO5EL%A Y hO—Jb (Full Control Over Transitions)

* &

Shibboleth IdP 3.3& W A & 7zMultiFactorsBiE 7 O —(MFA)DEREIEREICDOWTD RF a2 XY hTF, ARF 2 A Y MESAML 2.0TEREEDTIW & 2
T2 &HBEMELTHY,. SAMLTIEHRATY (LevelXEAWRERIITEEEA) &

1 SAMLTZMED ZEICE WAREDHMZ TR TE S I &2 T B 78, SPICH WL Tidshibboleth2 xmlZ TSAMLT D#EEZ=HEMLT 2 I & %
B#HLET,

MultiFactorsBsE7 O—ik, Y TRV ULEMARIEY —7 YV A% 3 -OICERORE 70— 42 lAAahbtE 5 R0 ) S age i RE® L X
ER

B E (General Configuration)
MultiFactorsR5E 7 O— D& E I&. conf/authn/mfa-authn-config. xml CTWE T,
F7=. conf/idp.propertiesMidp.authn. flows TMultiFactorfREE7 O—%2BMICL T, FRITNEmE LT, MultiFactorfBiE 7 A—HSIL—ILP R Y

DT RENLTHUHEINZREE 70—V TIE, BEIL TOWARWAETHUKRIM 7 O—1RITEINdHE LW, idp.authn. flowsTIEBEIC
FTRETRHAVWEINTWVWET,

conf/idp.properties

#f Regular expression matching login flows to enable, e.g. IPAddress|Password
-idp.authn, flows= Password
+idp. authn, flows= MFA


https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631601/AuthenticationConfiguration
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631603/AuthenticationFlowSelection
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631611/PasswordAuthnConfiguration#Advanced-Features
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805325/Orchestrating+Multiple+Authentication+Methods+and+Contexts+-+The+Multi-Context+Broker+MCB
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805331/Configuring+the+IdP+for+the+Multi-Context+Broker+Model
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2498461843/Replicating+Multi-Context+Broker+Functionality+Duo+Username+Password+with+user-opt-in+forcing+Duo
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2501050466/SP-driven+Duo+opt-in
https://wiki.shibboleth.net/confluence/display/IDP30/MultiFactorAuthnConfiguration
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

E#EM7 7 O—R4R (Directly Selecting Flows)

HEo BB —IVIE, RO 7 O—D K LABEIC. RICRITTZRE70—%2BELE T,

TEDHIIE. HZ#ICPassword:

SREET7 A—DFREEABINT B LRI E MY F T,

conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. —-—>
<entry key="">
<bean parent="shibboleth.authn.MFA, Transition” p:nextFlow="authn/Password” />
</entry>

<I-- If that returns "proceed”, run authn/X509 next. -->
<entry key="authn/Password”>

<bean parent="shibboleth.authn. MFA. Transition” p:nextFlow="authn/X509” />
<{/entry>

<l-- An implicit final rule will return whatever the second flow returns. -—>
</util:map>

7045 A T0O70O—RR (Programmatically Selecting Flows)

L WEMARIL—ILERIBT ICIE. Script, Spring Expression, ® L < IdJava TRt LB ERITLES,
TEOBIE. UTORES—7 v RAERBELTWET,

. AICPasswordsBEE 7 A— & RTL X T,

. 27y 71DPasswordsBEF 7 O—HEREEMRIN LEREIER BT DI A THNIER T Y 3%, FITRIFNER Ty FBICEBLET,
ATV TS E > THBE N2 —F DEM allowedLoginMethods#EVE L X ¢,

:bwl\)—‘

E2Fy FBICBBLEY,

. X5098BSE 7 O—AEITLET,

. X509585F 7 A— AR T NiE. PasswordisREE 7 O— & X509585F 7 A— DRAHERN—DICY—YEhE T,
. MADRI 7 O—H R THNILERIERII E A Y, %ofmwnmw£%&tn0ito

~N o o

728, conf/attribute-resolver. xmLICEMal lowedLoginMethods &8N 2 HELH Y X T,

E7 O—IC & 2E88E % 1T\, PasswordiREE 7 O —DEREEA BN L 72358 ICX5095R5E 7 O — DRI fTThh £d, X509

B4 allowedLoginMethods A EIE L. M DEMAEICPassword S £ T Wi, PasswordZREE7 O— D& TEREIRINICRYW £F., 25 TRITHh



conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. ——>
<entry key="">
<bean parent="shibboleth, authn. MFA. Transition” p:nextFlow="authn/Password” />
<{/entry>

<I--
Second rule runs a function if authn/Password succeeds, to determine whether an additional
factor is required
-—>
<entry key="authn/Password”>

<bean parent="shibboleth, authn. MFA, Transition” p:nextFlowStrategy-ref="checkSecondFactor” />
<{/entry>

<l-- An implicit final rule will return whatever the second flow returns. -—>
</util:map>

<l-- Example script to see if second factor is required. —->
<bean id="checkSecondFactor” parent="shibboleth.ContextFunctions.Scripted” factory-method="inlineScript”
p:customObject-ref="shibboleth.AttributeResolverService”>
<constructor-arg>
<value>
<I[CDATAL
nextFlow = "authn/X509”;

// Go straight to second factor if we have to, or set up for an attribute lookup first.
authCtx = input.getSubcontext(”net.shibboleth. idp.authn. context.AuthenticationContext”);
mfaCtx = authCtx.getSubcontext(”net.shibboleth. idp.authn.context.MultiFactorAuthenticationContext”);
if (mfaCtx. isAcceptable()) {
// Attribute check is required to decide if first factor alone is enough
resCtx = input.getSubcontext(
"net.shibboleth. idp.attribute. resolver. context.AttributeResolutionContext”, true);

// Look up the username

usernameLookupStrategyClass = Java. type(”net.shibboleth. idp. session. context.navigate.
CanonicalUsernameLookupStrategy”);

usernameLookupStrategy = new usernameLookupStrategyClass();

resCtx. setPrincipal (usernameLookupStrategy. apply(input));

// resolve the attribute to determine if a first factor is sufficient
resCtx. getRequestedIdPAttributeNames().add(”allowedLoginMethods”);
resCtx. resolveAttributes(custom);

// Check for an attribute value that authorizes use of first factor.

attribute = resCtx.getResolvedIdPAttributes().get(”allowedLoginMethods”);

valueType = Java. type(”net.shibboleth. idp.attribute.StringAttributeValue”);

if (attribute != null & attribute.getValues().contains(new valueType(”Password”))) {
nextFlow = null;

}
input. removeSubcontext(resCtx); // cleanup
}
nextFlow; // pass control to second factor or end with the first
1>
</value>
</constructor-arg>
</bean>

B nsE£7% 3> kO—Jb (Full Control Over Transitions)

BHEEMLI—ILERIET B729HIC. Spring WebFlow( Ry MIEIWTRRICBBAHETEET,



TEDHITIEShibboleth IdP/A— 3 Y 2EIFICNI & @R KFTHEBFKE L/ZCUARD TS (1 v ERIKRAREEY —7 Y A2 ERHRLEFY, GUARDT S
A VIZDWTIE. 2015F 2B ICERAFDMIERINERS N TRERATEERICE T2 FERDILICOVTI DI1I2R—VZTERLET W, TED
BITOREAVT VAN ERET7O—DEFREUTICRLEYS,

2w

J

O
I

REEAVTIA b BEHR
urn:mace:gakunin, jp:idprivacy:ac:classes:Levell  Levell /SZX7—R
urn:mace:gakunin, jp:idprivacy:ac:classes:Level2  Level2 @ (#BE3HA) /Y27 — K OR RemoteUser OR X509

(H%B54+) RemoteUser OR X509

urn:mace:gakunin. jp:idprivacy:ac:classes:Level3 | Level3 RemoteUser AND X509

HIPREIR

® LevelTM/SRA 7 — REREFZIC, Level2d/RR 7 — REREEIFSSOZThEH A,

® |Level2RemoteUsersRiE%IC. Level3MRemoteUsersBEEIZSSOENEH A, (7272 L. BASICRILICEAL TEA K 7 2o ¥ v E8MNICI—H —
BENRRAT—RERETBLHDITY R D21 —BPRRTV—RE2BEANTILEEIHY FHA)

i)
X AE

1. conf/authn/mfa-authn-config. xml T&LevellCIs U= SRR EEITVE T,

conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn.MFA. TransitionMap”>
{I-- First rule calls a flow to display a view to select a method to run. —=>
<entry key="">
<bean parent="shibboleth.authn.MFA. Transition” p:nextFlow="custom/methodChooser” />
</entry>

{I-- Second rule decides what to call based on event signaled by the view. -——>
<entry key="custom/methodChooser”>
<bean parent="shibboleth, authn. MFA. Transition”>
<property name="nextFlowStrategyMap”>
<map>

<I-- Maps event to a flow —-)

<I-- Levell —=>

<entry key="ChooseLevell” value="authn/Levell” />

<I-- Level2 -=>

<entry key="ChoosePassword” value="authn/Password” />
<entry key="ChooseRemoteUser” value="authn/RemoteUser” />
<entry key="ChooseX509” value="authn/X509” />

<I-- Level3 -=>
<entry key="ChooselLevel3” value="authn/RemoteUser4lLevel3” />
</map>
</property>
</bean>
<{/entry>

<l-- Level3 -->
<entry key="authn/RemoteUser4Level3”>

<{bean parent="shibboleth.authn.MFA. Transition” p:nextFlow="authn/X509” />
<{/entry>

{I-= An implicit final rule will return whatever the final flow returns. ——>
</util:map>

Level2, Level3TRM BB 7 A—%2FEA L2 WESIX16TEN 5231TE. L UB1TEDentr»E2EELE T,
2. FR77M4NVEY I O—RLTRELEY,

7714V E EELETI1LI MY

methodChooser-flow.xm| = flow/custom/methodChooser/


https://certs.nii.ac.jp/document/119
https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/methodChooser-flow.xml?version=1&modificationDate=1519362911000&api=v2

chooser.vm views/

Level2, Level3 TR A BRI 70— % F A L 7= 5A1E. methodChooser—flow. xmldD304TH M Password|RemoteUser |[X509 D& &, 3747 N
540fTE D<transitiond, B L V47TEH H5491T7H D<end-stated> xEBL X T,

methodChooser-flow.xml

{view-state id="DisplayChooserWebViewForLevel2” view="chooser”>
<on-render>
<evaluate expression="environment” result="viewScope.environment” />
<evaluate expression="opensamlProfileRequestContext” result="viewScope.profileRequestContext” />
<evaluate expression="opensamlProfileRequestContext.getSubcontext(T(net.shibboleth. idp.authn. context.
AuthenticationContext))” result="viewScope.authenticationContext” />
<evaluate expression="authenticationContext.getAvailableFlows().values().?[id matches "authn/
(Password|RemoteUser|X509)" 1”7 result="viewScope. avai lableAuthenticationFlows” />
<evaluate expression="authenticationContext.getSubcontext(T(net.shibboleth. idp.ui.context.
RelyingPartyUIContext))” result="viewScope. rpUIContext” />
<evaluate expression="T(net.shibboleth.utilities. java.support.codec. HTMLEncoder)” result="viewScope.encoder” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeRequest()” result="viewScope. request” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeResponse()” result="viewScope. response” />
<evaluate expression="flowRequestContext.getActiveF low().getApplicationContext().containsBean(’ shibboleth.
CustomViewContext’) ? flowRequestContext.getActiveFlow().getApplicationContext().getBean(’ shibboleth.CustomViewContext’) :
null” result="viewScope. custom” />
</on-render>

{transition on="ChoosePassword”  to="ChoosePassword” />

<transition on="ChooseRemoteUser” to="ChooseRemoteUser” />

{transition on="ChooseX509” to="ChooseX509” />
<{/view-state>

<I-- Levell -=>
<end-state id="ChooselLevell” />

<I-- Level2 -=>

<end-state id="ChoosePassword” />
<end-state id="ChooseRemoteUser” />
<end-state id="ChooseX509” />

<I-- Level3 -->
<end-state id="ChooselLevel3” />

3. LevellD/R2R7— REBEEEAELET,

# mkdir -p flows/authn/Levell

# cp system/flows/authn/password-authn-flow. xml Level1-flow. xml

# cp system/flows/authn/password-authn-beans. xml Levell-beans. xml

#f sed -i ’s/password-authn-beans. xml/Levell-beans. xml/" Levell1-flow. xml

4. Level3MRemoteUsersRiE#AEL X9,

# mkdir -p flows/authn/RemoteUserdlevel3
# cp system/flows/authn/remoteuser-authn—flow, xml flows/authn/RemoteUser4lLevel3/RemoteUserdleve l3—f Low, xml
# cp system/flows/authn/remoteuser-authn-beans. xml flows/authn/RemoteUser4Level3/RemoteUserdleve l3-beans. xml

#f sed -i ’s/remoteuser-authn-beans. xml/RemoteUserdlLevel3-beans. xml/’ flows/authn/RemoteUser4Level3/RemoteUserdLeve l3-f Low. xml
# sed -i 's/remoteuser-authn-config. xml/RemoteUserdLevel3-config.xml/” flows/authn/RemoteUser4lLevel3/RemoteUserdlLevel3-beans
xml

# cp conf/authn/remoteuser-authn-config. xml conf/authn/RemoteUserdlLevel3-config. xml
# sed -i 's, Authn/RemoteUser, Authn/RemoteUser4lLevel3,’ conf/authn/remoteuser-authn-config. xml

# cp webapp/WEB-INF/web. xml edit-webapp/WEB-INF/web. xml


https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/chooser.vm?version=1&modificationDate=1519362929000&api=v2

edit-webapp/WEB-INF/web.xml

@@ -113,4 +113,15 @@
</servlet-mapping>

<l-- Servlet protected by container used for RemoteUser authentication (Level3) -->
<{servlet>
<servlet-name>RemoteUserdleve [3AuthHand ler<{/servlet-name>
<servlet-classdnet. shibboleth. idp. authn, impl. RemoteUserAuthServlet<{/servlet-class>
<load-on-startup>2</load-on-startup>
<{/servlet>
<servlet-mapping>
<servlet-name>RemoteUserdlLeve l3AuthHandler</servlet-name>
<url-pattern>/Authn/RemoteUser4Leve L3</url-pattern>
</servlet-mapping>

+ 4+ 4+ A+ A+ +

<I-- Servlet protected by container used for X.509 authentication —-->
<{servlet>

# bin/build. sh

5. Shibboleth IdP 3D &EE %

SRFEICHEV., conf/authn/general-authn, xmlDEZEEAE L X T,

conf/authn/general-authn.xml

@@ -54,21 +54,89 @@
<bean id="authn/External” parent="shibboleth.AuthenticationFlow”
p:nonBrowserSupported="false” />

<bean id="authn/Levell” parent="shibboleth.AuthenticationFlow”)>
<property name="supportedPrincipals”’>
<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
<{/property>
</bean>

<bean id="authn/Level2” parent="shibboleth.AuthenticationFlow”)>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Level3” parent="shibboleth.AuthenticationFlow”>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Password” parent="shibboleth.AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>
<property name="supportedPrincipals”’>

B T T i A S s ST S s T T s s o o T S S S S e e s =


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAML1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1, 0:am:password” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean>

T T i A S s T S e i

<bean id="authn/RemoteUser” parent="shibboleth.AuthenticationF low”
p:nonBrowserSupported="false” />
p:nonBrowserSupported="false”>
<property name="supportedPrincipals”>
<list>
<!-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

</listd
</property>
</bean>

B s T i i s T i

<bean id="authn/RemoteUserInternal” parent="shibboleth, AuthenticationFlow” />

<bean id="authn/X509” parent="shibboleth.AuthenticationF low”
p:nonBrowserSupported="false”>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:X509” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient” />
<bean parent="shibboleth, SAML1AuthenticationMethod”
c:method="urn:ietf:rfc:2246” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

+ + 4+ 4+ +

</list>
</property>
</bean>

@@ -89,3 +157, 14 @@

- <bean id="authn/Password” parent="shibboleth. AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true” />

+ <bean id="authn/RemoteUser4dlLevel3” parent="shibboleth.AuthenticationFlow”

+ p:nonBrowserSupported="false”>

+ <property name="supportedPrincipals”’>

+ <list>

+ <I-- GUARD -->

+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
+ </list>

+ <{/property>

+ </bean>

@@ -112,22 +191,29 @@
<bean id="authn/MFA” parent="shibboleth, AuthenticationFlow”



p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>
<I--
The Llist below almost certainly requires changes, and should generally be the
union of any of the separate factors you combine in your particular MFA flow
rules. The example corresponds to the example in mfa-authn-config.xml that
combines IPAddress with Password
-
<property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth, SAML1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1, 0:am:password” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />

+ + 4+ 4+ + + +

</list>
</property>
</bean>

6. Level2MPasswordZ3EE 7 O—ICHBADIPT KL XL v Y (FEflTi1d203.0.113.0/24) 2% EL £ T,

conf/authn/general-authn.xml

@@ -90,3 +90,4 @@
<bean id="authn/Password” parent="shibboleth.AuthenticationFlow”

+ p:activationCondition-ref="authn. PasswordActivationCondition”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>

@@ -241,1 +242,9 @@

<I--

Activation Condition

-—>

<bean id="authn.PasswordActivationCondition” class="org.opensaml.profile. logic. IPRangePredicate”
p:httpServletRequest-ref="shibboleth. HttpServletRequest”
p:ranges="#{ ' 203.0.113.0/24 }” >

</bean>

</beans>

+ 4+ + 4+ + 4+ +

5%

® [Shibboleth wiki] MultiFactorAuthnConfiguration

B - NamelD
SPICH LTEDE I BRUENZEHEINZHIEET I HE
BRDR— 18

attribute-resolver.xml*¥attribute-filterxmIE DR EE1To>7=H &, SPICF L TED & S BRBMUAEH I N 2 HHEERT % 729 ICIEShibboleth IdP{HE D
aaclishd<Y Y RaFIAT R ENTEET,

HMEAE RUCHDEROMIILLTOEY TY,


https://wiki.shibboleth.net/confluence/display/IDP30/MultiFactorAuthnConfiguration
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21433661

$ /opt/shibboleth-idp/bin/aacli.sh ——principal="1—H4%” --requester="|@M3%EH = HEE2 L 7= \SPDentityID”

{

"requester”: "SPMentityID”,
"principal”: "a—44%”,
“attributes”: [

"name”: "eduPersonEntitlement”,
“values”: [
"StringAttributeValue{value=XXXXXXXXXXXXXXXXXXX}” ]

"name”: "eduPersonTargetedID”,
"values”: [
"XMLObjectAttributeValue{value=org. opensaml. saml.saml2. core. impl. NameIDImp l@8728d3}” ]

"name”: "displayName”,
"values”: [
"StringAttributeValue{value=XXXXXXXXXXXXXXXXXXX}” ]

"name”: "eduPersonPrincipalName”,
“values”: [
"ScopedStringAttributeValue{value=L—4'%, scope=xkx.ac. jp}” ]

aaclishd~ > RDEMIE —help £/zld -h 7> 3V THERT B H.  https://wiki.shibboleth.net/confluence/display/IDP4/AACLI % ZTHRBL £ &
LY,

HRI<TA X LE=NamelDAEEENZ I EEHETBDICIF, 7V ay —sanl2 £ L < & —sanll ZHFTEITLTLEIL, JSONFERTAL
NamelD%EHREDT7H— 3 VOXMUER THAI N B LS ICRY X T,

F#IC. Encodertz H R4 <A XL TSAML2.0TDH, &L IZSAMLT.TOATBENEEIND I EAHIALEWESE, ERA TV avasFEN<
=W,

NamelDEE
BRI D R—J ICFE

NameIDikconf/attribute-filter. xmlICE25h L 7% < THconf/saml-nameid. properties& conf/saml-nameid. xmlDEEEIC L Y. SPA 49 F—4 D<NameIDForm
at>)ICE> T TFROBYERFLET,

SP X 4 53— 4% M<NameIDFormat)> D REETIRE
urn:oasis:names:tc:SAML:2. 0:nameid-format:transient | transient-id
urn:oasis:names:tc:SAML:2, 0:nameid-format:persistent persistent-id
<{NameIDFormat>AH 72 L) saml-nameid. properties®idp.nameid. saml2. defaultiCHED,

57 # ) Mdurn:oasis:names:tc:SAML:2. 0:nameid-format:transient
SPA 9 7T —# IZHEHDNameIDFormatd>h’d 2B EE. SPA YT — Y DU VIETEETRABUEEZEE L X T, persistent-idDEEET> TWARLRE
BEEFRERBMED R WEEIE, //sanl2:Subject/saml2:NameIDEE A EFE S W EH A,

<{NameIDFormat>h 7% L\SP D5 4E & <NameIDFormat>ASurn:oasis:names:tc:SAML:2, O:nameid-format:persistentDIFED//saml2:Subject/saml2:NameIDD
BlaTFTERICRLET,


https://wiki.shibboleth.net/confluence/display/IDP4/AACLI
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154

e <NameIDFormat>h'7 L\SPDIGE

<{saml2:Subject>
<{saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”

NameQualifier="https://idp. example.ac. jp/idp/shibboleth”
SPNameQualifier="https://spl. example. jp/shibboleth-sp”>AAdzZWNyZXQxgUnobM3/AN3fn8DfZPDqgBp

/GnKNxc5JR4nxXAXDAXZZS9OAZSrDh1Sip1f L9JGYrm2NWj L8zHKxHmbsgS/mFZ1Z LSYQ2U
/Kz7tCQ+SDswixwLRcGg3tDvVSAY8imKSrE LGWSm5gMM45D4rkeQONJYr79QZ13</saml2:NameID>

® <NamelDFormat>#hturn:oasis:names:tc:SAML:2. 0:nameid-format:persistentMIFE

<saml2:Subject>
<saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”

NameQualifier="https://idp.example.ac. jp/idp/shibboleth”
SPNameQualifier="https://sp2.example. jp/shibboleth-sp”>oiUiApwGnBP8pS3HZJ02ZW/a0TI=</saml2:NameID>

transient-id D& E
transient-id®D5 7 # JL h&CryptoTransientIdICZEICA Y £ L7, CryptoTransientldD{EMAI% FERICRLET,
<{saml2:Subject>

<{saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”

NameQualifier="https://idp. example.ac. jp/idp/shibboleth”
SPNameQualifier="https://spl. example. jp/shibboleth-sp”>AAdzZWNyZXQxgUnobM3/AN3fn8DfZPDqgBp

/GnKNxc5JR4nxXAXDAXZZS9OAZSrDh1Sip1f L9JGYrm2NWj L8zHKxHmbsgS/mFZ1Z LSYQ2U
/Kz7tCQ+SDswixwLRcGg3tDvVSAY8imKSrE LGWSm5gMM45D4rkeQONJYr79QZ13</saml2:NameID>

IdP 2%k & A LA transient-idEZ W WEEII TROEREZITVWET,

® conf/saml-nameid. properties
idp. transientld. generatorZ 7> X > h LT, fE%shibboleth, StoredTransientldGeneratoriCZEEL XY,

conf/saml-nameid.properties

# Set to shibboleth.StoredTransientIdGenerator for server-side transient ID storage
idp. transientId, generator = shibboleth.StoredTransientIdGenerator

=5

# Set to shibboleth.StoredTransientIdGenerator for server-side transient ID storage
-ftidp. transientId. generator = shibboleth.CryptoTransientIdGenerator
+idp. transientId. generator = shibboleth. StoredTransientIdGenerator

StoredTransientIdDEAFI%Z FERICRLE T,

<{saml2:Subject>
<saml2:NameID
Format="urn:oasis:names:tc:SAML:2. 0:nameid-format:transient”

NameQualifier="https://idp. example.ac. jp/idp/shibboleth”
SPNameQualifier="https://spl.example. jp/shibboleth-sp”> f358fb015b9b45c7d18a4a2647e¢79¢c33</saml2: NameID>

BE3E: [Shibboleth Wiki] Disable use of internal encryption key
persistent-id D& E

computedld

computedld CDRREL FERICRLET,


https://wiki.shibboleth.net/confluence/display/IDP30/Disable+use+of+internal+encryption+key

® conf/saml-nameid. xml
<ref bean="shibboleth. SAML2PersistentGenerator” /> 7Y aAX Y KL THMICLET,

conf/saml-nameid.xml

<l-- Uncommenting this bean requires configuration in saml-nameid.properties. —-—>

U= >
<ref bean="shibboleth. SAML2PersistentGenerator” />
== -=>

=5
<{1-- Uncommenting this bean requires configuration in saml-nameid.properties. —-->
- <!__
+ == =>
<ref bean="shibboleth. SAML2PersistentGenerator” />
- -
+ == =>

(} —ERDSPIC 7 Fpersistent-id &£ (E L= WEE, UHEMATYIXAY MEFIC, UTFABEAT D ERNRSPAIEETZI &N TEE
7.

<bean parent="shibboleth. SAML2PersistentGenerator”)
<property name="activationCondition”>
<bean parent="shibboleth.Conditions.RelyingPartyld” c:candidates="#{{ https://test-spl.gakunin.nii.
ac. jp/shibboleth-sp’, "https://test-sp2.gakunin.nii.ac. jp/shibboleth-sp’}}” />
<{/property>
</bean)

® conf/saml-nameid. properties
idp. persistentId.generator® 5 7 # JL h (ZComputedIdDEZED /=8, idp.persistentld.sourceAttribute idp.persistentld.saltDH AR E
LEY, idp.persistentld. saltiCIIBANHERTERWS VY LRMEEIBEL TSIV, HWAPHSRELSIEHCIBEIIRCEEIEEL
TLESW,

conf/saml-nameid.properties

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

idp. persistentId. sourceAttribute = uid

#idp.persistentId.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s like divulging your private key
#idp.persistentId.algorithm = SHA

idp.persistentId,salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

=5

#f Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

-#idp.persistentld. sourceAttribute = changethistosomethingreal

+idp. persistentId. sourceAttribute = uid

#idp. persistentId.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s Llike divulging your private key.
#idp.persistentId.algorithm = SHA
-#idp.persistentld.salt = changethistosomethingrandom
+idp. persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX



® conf/attribute-resolver. xml

idp. persistentId. sourceAttribute TIEE L =BMEEDLDAPTER I N T WS DH Teonf/attribute-resolver. xmlDXF T Bresolver:
AttributeDefinition A XY K7D MEINTWVWBIHEIK, Hikresolver:AttributeDefinitionZ 7> XY ML EJ, (LLFidsourceAttribute
& LCuidaigE LBE DA

conf/attribute-resolver.xml

<I-- Schema: Core schema attributes——>

A== —>

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”

encodeType="false” />
</resolver:AttributeDefinition>

<I--
=9

<1-- Schema: Core schema attributes-->
- <!__
+ ===

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />

<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”
encodeType="false” />

</resolver:AttributeDefinition>
+ <I--

@ D FERICHEE LARWES Eresolver:AttributeEncoder 24T IX Y A7 R LTHEVE A,

Shibboleth IdP 3.1 DR
computedld TOEELE FERICRLET,

® conf/saml-nameid. xml
<ref bean="shibboleth, SAML2PersistentGenerator” /> 7Y AX Y NLTAMICLE T,

conf/saml-nameid.xml

<1-- Uncommenting this bean requires configuration in saml-nameid.properties. —->

==
<ref bean="shibboleth. SAML2PersistentGenerator” />
== —>

® conf/saml-nameid.properties

idp. persistentId. generator®F 7 # JL k (&ComputedIdMDERED /=, idp.persistentld.sourceAttribute idp.persistentld.saltD % RE
L9,

conf/saml-nameid.properties

# Set to shibboleth,StoredPersistentIdGenerator for db-backed storage
# and uncomment/name the PersistentIdStore bean to use
#idp.persistentld. generator = shibboleth. ComputedPersistentIdGenerator

# Otherwise for computed PersistentIDs set the source attribute and salt.
idp. persistentId. sourceAttribute = uiddpersistentld
idp. persistentId.salt = changethistosomethingrandom



® conf/attribute-resolver.xml&conf/attribute-filter. xml
idp. persistentId. sourceAttribute TIEE L =BMEALDAPTERZR I N T WS DH Teonf/attribute-resolver. xmlMDresolver:
AttributeDefinitionTEZR I N TWAWIEAIL, PersistentIdGeneratorN BB TEEBADTUTDL I ICEFE L. conf/attribute-
filter. xml CEFREETVET, MMOBEICHER LA VWGEresolver:AttributeEncoder D2{TIEAETY,

conf/attribute-resolver.xml

<I-- -=>
<I-- PersistentId Definition -
<I-- -—>

<l-- Attribute Definition for %{idp.persistentld.sourceAttribute} -->
<resolver:AttributeDefinition id="%{idp.persistentld.sourceAttribute}” xsi:type="ad:Simple”
sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
</resolver:AttributeDefinition)>

conf/attribute-filter.xml

{l-- Release to anyone -->
<afp:AttributeFilterPolicy id="PolicyforAnyone”>
<afp:PolicyRequirementRule xsi:type="basic:ANY” />

<afp:AttributeRule attributeID="%{idp.persistentId.sourceAttribute}”>
<afp:PermitValueRule xsi:type="basic:ANY” />
</afp:AttributeRule>

{/afp:AttributeFilterPolicy)

® conf/intercept/consent-intercept-config. xml
I1—YEERBEmEICTh{idp. persistentId. sourceAttribute} KRR LAWK S I, util:list{@id="shibboleth.consent.attribute-release.
BlacklistedAttributelDs"]IC%{idp. persistentld. sourceAttribute} BN L £ 9,

conf/intercept/consent-intercept-config.xml

Cutil:list id="shibboleth. consent.attribute-release.BlacklistedAttributeIDs”>
<value>transientId</value>
<valuedpersistentId<{/value>
<value>eduPersonTargetedID</value)>
<valued%{idp.persistentId. sourceAttribute}</value>
Jutil:list)

storedld

storedld COEKE%E FEICRLE T,

@ MySQLEICT—4 R—2Z shibboleth NEET B & &FiIRE LTH YW EJ, /. MySQL Connector/J (mysqgl-connector-java-5.1.xx-bin.
jan&EA4 YA =)L LTEVTLES L,

® conf/saml-nameid. xml
<ref bean="shibboleth, SAML2PersistentGenerator” /> Z 7Y aAX Y NLTHEMICLET,

conf/saml-nameid.xml

<I-- Uncommenting this bean requires configuration in saml-nameid.properties. —-->
== —>

<ref bean="shibboleth, SAML2PersistentGenerator” />

== —>



=5

<{I-- Uncommenting this bean requires configuration in saml-nameid.properties. ——>

_ -
+ A= >

<ref bean="shibboleth. SAML2PersistentGenerator” />
- -
+ N

@ —ERDSPIC 7 Fpersistent-id & 32(E L2 WBE, UFEMATYIXY METIC, UTFABEAT 2 ENRSPEIEETZZ N TEE
ERS

<bean parent="shibboleth. SAML2PersistentGenerator”>
<{property name="activationCondition”>
<bean parent="shibboleth.Conditions.RelyingPartyId” c:candidates="#{{’ https://test-spl.gakunin.nii.
ac. jp/shibboleth-sp’, "https://test-sp2.gakunin.nii.ac. jp/shibboleth-sp’}}” />
</property>
</bean>

® conf/saml-nameid. properties
idp. persistentld. sourceAttribute, idp.persistentld.salt, idp.persistentld.generator& idp.persistentld.store%ZEEL X, idp.
persistentld. saltiCIZtE AR TEARWVWS VY LAREEEELTLEAI WV, HWIAPASERELEBIZHCIBAIIRALCEEZEELTLEI W,

conf/saml-nameid.properties

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

idp. persistentId. sourceAttribute = uid

#idp.persistentId.useUnfilteredAttributes = true

# Do *NOT* share the salt with other people, it’s like divulging your private key
#idp.persistentId.algorithm = SHA

idp.persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

# To use a database, use shibboleth.StoredPersistentIdGenerator

idp. persistentId. generator = shibboleth, StoredPersistentIdGenerator

# For basic use, set this to a JDBC DataSource bean name:

idp. persistentId. dataSource = MyDataSource

# For advanced use, set to a bean inherited from shibboleth. JDBCPersistentIdStore
#idp.persistentld.store = MyPersistentIdStore

# Set to an empty property to skip hash-based generation of first stored ID

#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator



=5

# Persistent IDs can be computed on the fly with a hash, or managed in a database

# For computed IDs, set a source attribute and a secret salt:

-#idp.persistentId. sourceAttribute = changethistosomethingreal

+idp. persistentId. sourceAttribute = uid

#idp.persistentld.useUnfilteredAttributes = true

#f Do *NOT* share the salt with other people, it’s like divulging your private key.
#idp.persistentId.algorithm = SHA
-#idp.persistentld.salt = changethistosomethingrandom
tidp.persistentId.salt = XXXXXXXXXXXXXXXXXXXXXXXXXXX

# To use a database, use shibboleth.StoredPersistentIdGenerator
-#idp.persistentld. generator = shibboleth. ComputedPersistentIdGenerator

+idp. persistentId. generator = shibboleth, StoredPersistentIdGenerator

# For basic use, set this to a JDBC DataSource bean name:
-#idp.persistentld.dataSource = PersistentIdDataSource

+idp. persistentId.dataSource = MyDataSource

# For advanced use, set to a bean inherited from shibboleth. JDBCPersistentIdStore
#idp.persistentld.store = MyPersistentIdStore

# Set to an empty property to skip hash-based generation of first stored ID

#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator

® conf/attribute-resolver. xml
idp. persistentId. sourceAttribute TIEE L BMEDLDAPTER I N T WS DH Teonf/attribute-resolver. xmlDXF T Bresolver:
AttributeDefinitionAAX Y M7 REINTWBIBE, Hi&kresolver:AttributeDefinition 7> A XY ML X9, (LA TFIEsourceAttribute
& L TuidaigE LBE DA

conf/attribute-resolver.xml

<I-- Schema: Core schema attributes——>

A== —>

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342.19200300.100.1.1” friendlyName="uid”

encodeType="false” />
</resolver:AttributeDefinition>

<I--
=n

<I-- Schema: Core schema attributes-->
- <!__
+ ===

<resolver:AttributeDefinition xsi:type="ad:Simple” id="uid” sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
<resolver:AttributeEncoder xsi:type="enc:SAML1String” name="urn:mace:dir:attribute-def:uid” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String” name="urn:oid:0.9.2342,19200300.100.1.1” friendlyName="uid”
encodeType="false” />
</resolver:AttributeDefinition>
+ L=

(} D FERICHERE LARWES Eresolver:AttributeEncoder 24T I X Y A7 R LTHEVE A,

® shibpid7—7ILDIERK
shibpidF— 7L &2 ER L T,



shibpid

CREATE TABLE shibpid (
localEntity VARCHAR(255) NOT NULL,
peerEntity VARCHAR(255) NOT NULL,
persistentId VARCHAR(50) NOT NULL,
principalName VARCHAR(50) NOT NULL
localld VARCHAR(50) NOT NULL,
peerProvidedId VARCHAR(50) NULL
creationDate TIMESTAMP NOT NULL,
deactivationDate TIMESTAMP NULL
PRIMARY KEY (localEntity, peerEntity, persistentld)

) ENGINE=InnoDB DEFAULT CHARSET=utf8;

® conf/global. xml
conf/global, xmnl Tbean MyDataSourceA#EZEL ¥, 1—FEEBEDIEREMYSQLICIREFET ZRED L < [JulApprovel PETREEZH»DIZE. &
BERBEHIDERITETT,

conf/global.xml

<I-- Use this file to define any custom beans needed globally. ——>

{l-- A DataSource bean suitable for use in the idp.persistentld.dataSource property. -—>
<bean id="MyDataSource”

class="org. apache. commons. dbcp2. BasicDataSource”
:driverClassName="com. mysql. jdbc.Driver”
url="jdbc:mysql://localhost:3306/shibboleth”
username="username”
password="password”
maxTotal="10"
maxIdle="5"
maxWaitMillis="15000"
testOnBorrow="true”
validationQuery="select 1”
validationQueryTimeout="5" />

©

T T T T T T T T T

=5
<l-- Use this file to define any custom beans needed globally. -->

<1-- A DataSource bean suitable for use in the idp.persistentId.dataSource property. ——>
<bean id="MyDataSource”
class="org. apache. commons. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
rurl="jdbc:mysql://localhost:3306/shibboleth”
:username="username”
:password="password”
:maxTotal="10"
:maxIdle="5"
:maxWaitMi L lis="15000"
1testOnBorrow="true”
:validationQuery="select 1”
:validationQueryTimeout="5" />

y

+ A+ A+ A+ A+ A+ A+ A+ A+ +

T T T T T T T T T

Shibboleth IdP 3.1 D&%

® conf/saml-nameid. xml
<ref bean="shibboleth. SAML2PersistentGenerator” /> 7>V AV NLTEMICLE T,


https://meatwiki.nii.ac.jp/confluence/display/GakuNinShare/Shibboleth+IdP+3#ShibbolethIdP3-MySQL
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=13501031

conf/aml-nameid.xml

<1-- Uncommenting this bean requires configuration in saml-nameid.properties. —->

===
<ref bean="shibboleth. SAML2PersistentGenerator” />
== >

® conf/saml-nameid. properties
idp. persistentld. generator, idp.persistentld.store, idp.persistentld.sourceAttribute & idp.persistentld.salt s E L £ 9,

conf/saml-nameid.properties

# Set to shibboleth.StoredPersistentIdGenerator for db-backed storage
# and uncomment/name the PersistentIdStore bean to use

idp. persistentId. generator = shibboleth, StoredPersistentIdGenerator
idp.persistentId, store = PersistentIdStore

# Set this to null to skip hash-based generation of first stored ID
#idp. persistentId. computed = shibboleth. ComputedPersistentIdGenerator

# Otherwise for computed PersistentIDs set the source attribute and salt.
idp. persistentId. sourceAttribute = uiddpersistentld
idp. persistentId.salt = changethistosomethingrandom

® conf/global. xml
idp. persistentId, storeM{&E%conf/global. xnl CEZL X,

conf/global.xml (Tomcat 7DH&)

<l-- Use this file to define any custom beans needed globally. —-->
<bean id="MyDataSource”
class="org. apache, tomcat. dbcp. dbcp. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
p:url="jdbc:mysql://localhost:3306/shibboleth”
p:username="username”
p:password="password”
p:maxActive="10"
p:maxIdle="5"
p:maxWait="15000"
p:testOnBorrow="true”
p:validationQuery="select 1”
p:validationQueryTimeout="5" />

<bean id="PersistentIdStore”
class="net. shibboleth. idp. saml. nameid. impl. JDBCPersistentIdStore”
p:dataSource-ref="MyDataSource” />



conf/global.xml (Tomcat 81z &)

<{I-- Use this file to define any custom beans needed globally, -->
<bean id="MyDataSource”
class="org. apache. tomcat. dbcp. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
p:url="jdbc:mysql://localhost:3306/shibboleth”
p:username="username”
p:password="password”
p:maxIdle="5"
p:maxTotal="10"
p:maxWaitMillis="15000"
p:testOnBorrow="true”
p:validationQuery="select 1”
p:validationQueryTimeout="5" />

<bean id="PersistentIdStore”
class="net.shibboleth. idp. saml. nameid. impl. JDBCPersistentIdStore”
p:dataSource-ref="MyDataSource” />

@ Tomcat 8{FEDDBCP2A 5., p:maxActiveldp:maxTotaliZ, p:maxWaitidp:maxWaitMillisiCZEICAY F L7,

® conf/attribute-resolver. xml&conf/attribute—filter. xml
idp. persistentld. sourceAttribute TIEE L BN LDAPTEZR I N T WS D& Teonf/attribute-resolver. xmlMDresolver:
AttributeDefinitionCEZI N TWAWESIL, PersistentIldGeneratorhSZBTE X EADTUTDL I ICESE L. conf/attribute-
filter. xml CREEREEITVWET, thOAERICER LA WEEresolver:AttributeEncoderD2{TIZFRETT,

conf/attribute-resolver.xml

<I- ->
<I-- PersistentId Definition -=>
= ->

<l-- Attribute Definition for %{idp.persistentld.sourceAttribute} -->
<resolver:AttributeDefinition id="%{idp.persistentId.sourceAttribute}” xsi:type="ad:Simple”
sourceAttributeID="uid”>
<resolver:Dependency ref="myLDAP” />
</resolver:AttributeDefinition)

conf/attribute-filter.xml

<l-- Release to anyone -->
<afp:AttributeFilterPolicy id="PolicyforAnyone”>
<afp:PolicyRequirementRule xsi:type="basic:ANY” />

<afp:AttributeRule attributeID="%{idp.persistentId.sourceAttribute}”>
<afp:PermitValueRule xsi:type="basic:ANY” />
</afp:AttributeRule)>

{/afp:AttributeFilterPolicy>
® conf/intercept/consent-intercept-config. xml

I — Y EREEICT%{idp.persistentld.sourceAttribute} = &R L2 W & S 12, util:list{@id="shibboleth.consent.attribute-release.
BlacklistedAttributelDs"]IC%{idp. persistentId. sourceAttribute} BN L £ 9,



conf/intercept/consent-intercept-config.xml

Cutil:list id="shibboleth. consent.attribute-release.BlacklistedAttributeIDs”>
<value>transientId</value>
<valuedpersistentId<{/value>
<valuededuPersonTargetedID</value>
<value>%{idp.persistentId. sourceAttribute}</value>
Jutil:list)

eduPersonTargeted DR DE(F
NameID& (B //saml2:AttributeStatement/saml2:Attribute[@FriendlyName="eduPersonTargetedID”]& L TeduPersonTargetedDEM A %ET R E
[ TFEEDBY T,

computedid

computedld COREE FERICTRLET, persistent-idDEREEH SN LHEITLTHE L ZEHRHRT. EHE I Nizconf/saml-nameid. properties® 7O
NR71ZBRLTVET,

® conf/attribute-resolver. xml

conf/attribute-resolver.xml

<I-- -=>
<I-- Attribute Definitions ->
<I-- -

<{I-- Schema: eduPerson attributes ——>

<{l-- Attribute Definition for eduPersonTargetedID -->
<resolver:AttributeDefinition id="eduPersonTargetedID” xsi:type="SAML2NameID” xmlns="urn:mace:shibboleth:2,0:resolver:ad”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
sourceAttributeID="computedID”)>
<resolver:Dependency ref="computedID” />
<resolver:AttributeEncoder xsi:type="SAML1XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:0id:1.3.6.1.4,1.5923.1.1.1.10” />
<resolver:AttributeEncoder xsi:type="SAML2XMLObject” xmlns="urn:mace:shibboleth:2,0:attribute:encoder”
name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” />
</resolver:AttributeDefinition)

<1-- -
<I-- Data Connectors -—>
<1 ->

<1-- Computed targeted ID connector —->

<resolver:DataConnector xsi:type="ComputedId” xmlns="urn:mace:shibboleth:2.0:resolver:dc”
id="computedID”
generatedAttributeID="computedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>

<resolver:Dependency ref="%{idp.persistentId.sourceAttribute}” />
</resolver:DataConnector>

® conf/attribute-filter.xmlD|


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154#NameID-computedId

conf/attribute-filter.xml

<l-- Release to sp.example.jp ——>
<afp:AttributeFilterPolicy id="PolicyforSP1ExampleJP”>
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString” value="https://sp.example. jp/shibboleth-sp” />
<afp:AttributeRule attributeID="eduPersonTargetedID”>
<afp:PermitValueRule xsi:type="basic:ANY” />
</afp:AttributeRule>
</afp:AttributeFilterPolicy)

storedid

storedld TDREE TRICRL £, persistent-idDFEEEHOHDLHETLTH K T EARIHRT. EES NL/zconf/global. xmldDbean MyDataSource & ¢
onf/saml-nameid.properties® 7O/NF 1 #ZBLE T,

® conf/attribute-resolver. xml

conf/attribute-resolver.xml

<I-- -—>
<I-- Attribute Definitions -
<I-- -=>

<l-- Schema: eduPerson attributes -->

{l-- Attribute Definition for eduPersonTargetedID —-->
<resolver:AttributeDefinition id="eduPersonTargetedID” xsi:type="SAML2NameID” xmlns="urn:mace:shibboleth:2,0:resolver:ad”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent”
sourceAttributeID="storedID”)
<resolver:Dependency ref="storedID” />
<resolver:AttributeEncoder xsi:type="SAML1XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:oid:1.3.6.1.4.1,5923.1.1.1,10” />
<resolver:AttributeEncoder xsi:type="SAML2XMLObject” xmlns="urn:mace:shibboleth:2.0:attribute:encoder”
name="urn:o0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” />
</resolver:AttributeDefinition)

<I-- -=>
<I-- Data Connectors -—>
<I-- -

<l-- Stored targeted ID connector ——>
<resolver:DataConnector xsi:type="StoredId” xmlns="urn:mace:shibboleth:2, 0:resolver:dc”
id="storedID”
generatedAttributeID="storedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentId.sourceAttribute}” />
<BeanManagedConnection>MyDataSource</BeanManagedConnection>
</resolver:DataConnector>

® conf/attribute-filter.xmlaDFl

conf/attribute-filter.xml

<{l-- Release to sp.example.jp ——>
<afp:AttributeFilterPolicy id="PolicyforSP1ExampleJP”>
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString” value="https://sp.example. jp/shibboleth-sp” />
<afp:AttributeRule attributeID="eduPersonTargetedID”>
<afp:PermitValueRule xsi:type="basic:ANY” />
<{/afp:AttributeRule>
{/afp:AttributeFilterPolicy>


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154#NameID-storedId

B CELER Y 4T Ehi\eduPersonTargetedIDD £ 7%
BRI D~ — B

eduPersonTargetedID(ePTID) & £ T % & ZICIZLDAPLDEM S L CuidaRFE LEZBHEIFIASINETH, ThoOBHETIIHREY Y TOME
rHy£ET,

BlZI1Euid& LT test00T1 ZfE> TWEADRENCHRY, SSICEAME > TELUdEFEWEVWE WD ADBRELIWAEIZEICIEZOFFHYETTLED
ZEIFETEEHA, TNIISP AT uid=test00T & W) BHEZEICER S NePTIDTEAZFR L TWEIZAIC, BRIV L TRHIOADE, BEIYHT
BONYERBITETEA—APERBRLTHEVETHOT AT Y FPOBREFALTLEI & (MAPBHELBRWAYTEHEL) PRI ZEHTT,

ePTIDTStoredIDEFIA L TWRIGEICIEERDUIEBEAEITO CETHLWePTIDZERTZEZ 2 D5, BEWYHTINIBEMREEXZY —R&LELETHR
YU TRHCEA T2 E TERNUTRETT., SEIZBDAEE LT, LDAPLDUidDI ISR E L TLDAPT v MY DYEELEER (createTimestamp) & il A
JExY—RELTePTIDEERT 2HEEBNLET (ComputedIDER—RICHREHEZEBNLTWE T, Stored DOIFAEEREKTY) &

5 Z 1E <uid>-<createTimestamp> D & S IZ2DDEMEE /NA 7 > TDORRIFT test001-20130314110740Z & W o 7= fE% Y — R & L TePTIDE AR T NI,
UIdBEIW YT EDRMUBARBERY ET, 727L. BEIYLUTORICKLT MEHREERE] N"EEINBEIICTHY Y MEBRLEAE T 5 2 & AR
ERYET, (LDAPTY MY EBHAT 3 & S MEA TldcreateTimestamp BRI N WATREMEAH Y £9)

® eduPersonTargetedIDMDAttributeDefinitionl& T 7 4 )L b DX £ CHBAFTEETT,

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

{I-- Attribute Definition for eduPersonTargetedID (computedID) -->
<resolver:AttributeDefinition xsi:type="ad:SAML2NameID” id="eduPersonTargetedID”
nameIdFormat="urn:oasis:names:tc:SAML:2. 0:nameid-format:persistent” sourceAttributeID="
computedID”)
<resolver:Dependency ref="computedID” />
<resolver:AttributeEncoder xsi:type="enc:SAMLI1XMLObject”
name="urn:o0id:1.3.6.1.4,1.5923.1.1.1.10” encodeType="false” />
<resolver:AttributeEncoder xsi:type="enc:SAML2XMLObject”
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.10” friendlyName="eduPersonTargetedID” encodeType=

4

false” />
</resolver:AttributeDefinition)>

® Template Attribute DefinitionT uid-createTimestamp DX F 5% R § AttributeDefinition& E% L T. ComputedIDFDataConnector®
sourceAttributelD, Dependency THRTE 5L ICLET, T I TiE NemplateePTID] EWD ZRIEZAWVWET,

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<{l-- Computed targeted ID connector -->
<resolver:DataConnector id="computedID” xsi:type="dc:ComputedId”
generatedAttributeID="computedID”
sourceAttributeID="%{idp.persistentId. sourceAttribute}”
salt="%{idp.persistentId.salt}”>
<resolver:Dependency ref="%{idp.persistentld.sourceAttribute}” />
</resolver:DataConnector>
| LR D17 %38
<{resolver:AttributeDefinition id="templateePTID” xsi:type="Template” xmlns="urn:mace:shibboleth:2.0:resolver:ad”>
<resolver:Dependency ref="myLDAP” />

<{Template>
<I[CDATAL
${uid}-${createTimestamp}
1D
</Template>

<SourceAttribute>uid</SourceAttribute>
<{SourceAttributedcreateTimestamp</SourceAttribute>
</resolver:AttributeDefinition)>

/opt/shibboleth-idp/conf/saml-nameid.properties DX E

# For computed IDs, set a source attribute and a secret salt:
idp.persistentId. sourceAttribute = templateePTID <« ZE

® |LDAPH 53BN CereateTimestamp % EX8 3 % 7= 8 ICLDAP DataConnectoriCReturnAttributes® E& L £ 9,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21433657

/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”

ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<dc:FilterTemplate>

<I[CDATAL

%{idp.attribute. resolver.LDAP. searchFilter}

1>
{/dc:FilterTemplate>
{dc:ReturnAttributes>* createTimestamp</dc:ReturnAttributes> <« JBfN(dc:FilterTemplateDEZ THBIZNELHY FT)

</resolver:DataConnector>

SAML 2 persistent IDTDAttribute QueryDEF
Z DEIXcomputedld&F > TWEIBEIFFERTE XA, T storedldEfED LD ICFREZERL TL I,

® conf/c14n/subject-c14n.xml
conf/c14n/subject-c14n. xmLdD<ref bean="c14n/SAML2Persistent” />&E TV IXV ML X T,

conf/c14n/subject-c14n.xml

<{l-- Handle a SAML 2 persistent ID, provided a stored strategy is in use. ——>
<ref bean="c14n/SAML2Persistent” />

=5

<{l-- Handle a SAML 2 persistent ID, provided a stored strategy is in use. ——>
- <l-- <ref bean="c14n/SAML2Persistent” /> -->
+ <ref bean="c14n/SAML2Persistent” />

SAML1T 70y M F ¥ RJVICAttributeStatement2 S H 28 E

@ UFIE2TOSPICR L TERYT2AHETY, FEDSPICH L TOHEAT 2HEIE. TDSPADbean% RelyingPartyOverridesiCfERR L. 7
A7 7 AT OREEIT> TS,

® conf/relying-party. xml
bean[@parent="Shibboleth. SS0”]IZp:includeAttributeStatement="true” =&ML £,



conf/relying-party.xml

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”)
<list>
<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” p:includeAttributeStatement="true” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2. SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
</property>
</bean>

=5

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
- <bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
+ <bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” p:includeAttributeStatement="
true” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
<{/property>
</bean)

BEDSPADTH— 3V ERESELAVEE

® conf/relying-party. xml
LAF®D & S iCshibboleth.RelyingPartyOverrides®FESRE L THEASPRAITOREEBML T I L,
- SPDentityIDIE B2 HDICEEH|A TSV,
- B ERIRICT B-OEKRMICIZEREIZE 7 7 1 JLDshibboleth. DefaultRelyingParty®iEE &R L < L. SAML2. SSO0ICp:
encryptAssertions="false” 3B L T < 72 &\, DefaultRelyingPartylC®% 2 fidDbeant HEASAE—&R—XA ML TL I,
- fibiC B RelyingPartyOverridesD FEBHR A H V) U4 SPH b Doverridelc T TICBRB I N TV EIBE, Y—JVIITHONEFLADTRAEDREICA
BEIICTDUCFEDBEDICLTLES W,



conf/relying-party.xml
<{l-- Container for any overrides you want to add. —-->

Cutil:list id="shibboleth.RelyingPartyOverrides”>

<bean p:id="example.NoEncryptAssertions” parent="RelyingPartyByName”>
{constructor-arg name="relyingPartylds”>
<list>
<value>https://sp. example. ac. jp/shibboleth-sp</value>
</list>
{/constructor-arg>
<property name="profileConfigurations”>
<list>
<bean parent="SAML2. SS0” p:postAuthenticationFlows="attribute-release” p:encryptAssertions="false” />
<ref bean="SAML2. Logout” />
<{/list>
</property>
</bean>

<Jutil:listd

=5

<l-- Container for any overrides you want to add. -->

<util:list id="shibboleth.RelyingPartyOverrides”>

+ <bean p:id="example.NoEncryptAssertions” parent="RelyingPartyByName”>
+ {constructor-arg name="relyingPartylds”>
+ <list>
+ <value>https://sp. example. ac. jp/shibboleth-sp<{/value>
+ </list>
+ <{/constructor-arg>
+ <property name="profileConfigurations”>
+ <list>
+ <bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release” p:encryptAssertions="false” />
+ <ref bean="SAML2. Logout” />
+ </list>
+ <{/property>
+ </bean>
+
Jutil:listd

LDAPICTY MY BRARWEBEICIAPETIS—ICT 3 5%
ERDR—ICFHE

m=

Shibboleth IdPICEWT, BHEDEMFEE L TLDAPY —NE2SRT B2 HEN/HY £TH LDAPY—NIZTY M) DFEELBVIBEOEEICOWTE
BENBETT, Shibboleth IdPDT 7 # )L MNEEEICH I 2EENILUTOEY TT,

® LDAPICTY MY —HEFELAWVSEE ELEIEHETL AW
* SPICEITTEOEMNREESNS

SPRIICEM % XET 2RIICIPETI S —ICT 2ICI1d. ZZTRBNT 2HRENBEICRY £9, FBFIC, Template AttributeDefinitionZt D ER T
S—HDRELABEEIPLETIS— AV ET, BEOERATISI—HMRELTVWARVWIEEATICLURBRLTSVLTLEEW,

HUR R


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=41589758

® Shibboleth IdP 3.3.xEF 7~ 7L — b (3.3.0LL&) Dattribute-resolverxml &AL TWE Z &
LDAP DataConnectoriC LA TD & S REBEENSENE T,

noResultIsError="%{idp.attribute. resolver.LDAP.noResultIsError:true}”

REHE

® services.properties

idp.service.attribute. resolver. maskFailures®DfE% falselcZEEL X,

conf/services.properties

idp.service,attribute. resolver.maskFailures = false

=5

#idp.service.attribute. resolver. resources = shibboleth.AttributeResolverResources
#idp.service.attribute. resolver, fai lFast = false

idp.service.attribute. resolver, checkInterval = PT15M
-#idp.service.attribute. resolver. maskFailures = true
+idp.service.attribute. resolver. maskFailures = false

#idp.service.attribute. filter.resources = shibboleth,AttributeFilterResources
# NOTE: Failing the filter fast leaves no filters enabled.

® errors.xml

IdPETI S —& 9378, <util:map id="shibboleth.LocalEventMap">DFEHRE L TUTOERZEBML £,

conf/services.properties

<entry key="UnableToResolveAttributes” value="true”/>

=5

<util:map id="shibboleth.LocalEventMap”>
<entry key="ContextCheckDenied” value="true” />
<entry key="AttributeReleaseRejected” value="true” />
<entry key="TermsRejected” value="true” />
<entry key="RuntimeException” value="false” />

+ <entry key="UnableToResolveAttributes” value="true”/>

<I--
<entry key="IdentitySwitch” value="false” />
<entry key="NoPotentialFlow” value="false” />
-=>

</util:map>

A&
aaclishTHRENELWHAERTZ I ENTEET,

® |DAPICT Y MY (Z—PFEELARWVES

$ /opt/shibboleth-idp/bin/aacli.sh -n userl -r https://sp.example. ac. jp/shibboleth-sp
{ "error”: "UnableToResolveAttributes” }

® LDAPICTY MY (2—H)DEET 2HE


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=12158175

$ /opt/shibboleth-idp/bin/aacli.sh -n userl -r https://sp.example. ac. jp/shibboleth-sp
{
"requester”: "https://sp.example. ac. jp/shibboleth-sp”,
"principal”: "userl”,

“attributes”: [

{
"name”: "eduPersonPrincipalName”,
"values”: [
"ScopedStringAttributeValue{value=userl, scope=example.ac. jp}” ]
}
]
}

BEOHRYITA X

AJDE®E
ERDR—ICFE

O3%5 7 #JL b DOur Identity Providerh S#BEDOTICEER T 5 FIBIE TELDBEY TY,

1. @37 74 JL organization-logo. png% edit-webapp/images/ LA FICECE L £ 7,

$ ls edit-webapp/images/
dummy Logo-mobi le. png dummylogo. png organization-Llogo. png

2. bin/build. sh&x=£4T L T, war/idp.wara{FUELXT,

$ sudo bin/build. sh
Installation Directory: [/opt/shibboleth-idp]

Rebuilding /opt/shibboleth-idp/war/idp.war ...
...done

BUILD SUCCESSFUL
Total time: 16 seconds

3. messages/messages. properties®idp. logolC LEB1. CEREBLAZ7 71 ILREZRELET,
p. logo.alt-text#¥EL X7,

messages/messages.properties

# You can define message properties here to override messages defined in
# system/messages/ or to add your own messages.

idp. logo = /images/organization-logo. png

idp. logo.alt-text = Organization logo

=5

# You can define message properties here to override messages defined in
#f system/messages/ or to add your own messages.

+idp. logo = /images/organization-logo. png

+idp. logo.alt-text = Organization logo

4. messages/BLFICmessages_ja.propertiesED 7 7 1 LB NIE. TNOSDT 7 A IIVICEIARDOBREEITVET,

BB, 77 1IRAIT/ inages/ M SRDET,

EJN

id


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21440370

@ messages/LATD 7 7 1 JVIEEHF L 725, TomcatDFRBEEA1THRLTH, LIESLKThiIERMINET,

XyvE—YDEEREL
@%@m VBB

BAZEESOHEBUNDA v - 77 M IVIETER—I MDY I yO—-—RTEET,
® [Shibboleth wiki] IdP3 / DeployerResources / Productionalization / Internationalization / MessagesTranslation

FoovO—RLEXyE—Y 774 )b Enessages/T 4 LI M)ETICIE—F3Z T, 7SV HFICRRIND XA v -V HEBEUMERTEET,
LUTFICERE DB Y BifF Dmessages.properties & Y HEZE L 7Zmessages_ja.propertiesENBHET B &ICAY £2TOT. OTDIEESEmessages.
properties|ZEEIR A H N IL Z L& messages_ja.propertiesFICEHERT B I EETNABVTLL I,

@ messages/ ($ & U'system/messages/) UTFD T 7 A JLIFEH L7725, TomcatDBREEZFTHAL TH, LIESLK TIIERBENET,
Z fuldconf/services.properties® idp. message. cacheSeconds THIFISNTH Y. 77 # )L MME300T, 3008 (54) LIANICKRBRENE T,

@ 3218 &V ZTNLFIE 3308 LUV TNUBTEREE Y7 7M1 VB L UVBBAENERICHR>TWVWET, 33.08LV0ZNUEICTY FF— ML

BlE. FICERBR—UDONIET BT 71 %E 459 O— K LSystem/messages/ 74 U7 FJIBCBELC CL 7o & U, (system/ L R G 9

. —EmES 1. EDV Y J 57— CRIRaMNA b I EB A, ) ELTEWELED, 331~ D7y F7F— FTHBRENZ LD
TIDT, V&FImessages/T A LI M) ICERBTZ2DNAEWNTT,

conf/services.xml%3.3.0LABEDIRICEH L7 5. IBFEDmessages/LLTD3 7 7 1 JLIFHIRTREICAY £, (HICED &, servicesxmlEE
HLABRWRYIEEDA Yy =V 77 M IUHDSREINTVWETOTEIRT 2 EBAREBICRSRSAYET, )

@ LEURLTCRHEL TV IEFBA Y E—IJ T 71OV TOEER

1. RYVIZRERT B A v z—I(idp. login. login)ik, PasswordiRiE 7 0 —MDExtended 7 O— %A L 2BRICHRDEREEE A ETT IV
77 Ry MR E I Tloginl &HFEDXEETY,

2. A—YHREZELARWVEEDI S — X v t— Y (bad-username. message) & /SN2 7 — RAEE > 72IBAED T T — X v £— Y (bad-password.
message)ld, EEHE [A—HENMIRT—RKEVET, | EALAYE—ITT, (EETIE  [The username you entered
cannot be identified.] & [The password you entered was incorrect.] &R27%Y £9)

REEINZ Ay -V DBEIBLLIETEDREY TF, messages/BLTH & Usystem/messages/LATD 7 7 1 LHMERFICARY £7,

. Accept-Language~w ¥ —D—& B IC—J bmessages S5 [E. properties
. Accept-Language~w ¥ —MD—&EHIC—H ¢ Bmessages S:E.properties

L JavaD Y R F LT ANRT 4 IC—H T Dmessages =& [E. properties

L Java®D Y 257 L7 0ORF 4 IC—Bd Bmessages_SEE. properties

. T 7 # )L hDmessages. properties

abrwNn =

JavaD ¥ A7 L7 ONRF 1 DBEIBALIETEDEY T,
1. A< Y RS A 4 7F< 3> user. language & user. country
2. BRIEZ# LC MESSAGES
3. BRI LANG

T OEASEICLOTHIEEERHNTI2ARIUTOR—VICHBALGHY £7,
https://wiki.shibboleth.net/confluence/display/IDP30/Switching+locale+on-+the+login+page

g =] un{twﬁif

33LUET, RRTDAYE—VERENSHABREILERT 5B}, FTEOX v E—Y 77/ eABELEY. XFI— RRUTF-8THIBENDH
YEY,

® System/messages/messages_g= :&[ [E].properties
HAZEDIZEDH % TERICRLES,
® System/messages/messages_ja.properties

1 ¥ AREORETRICTLET,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21440375
https://wiki.shibboleth.net/confluence/display/IDP30/MessagesTranslation
https://wiki.shibboleth.net/confluence/display/IDP30/Switching+locale+on+the+login+page
https://meatwiki.nii.ac.jp/confluence/x/15cxAQ#ShibbolethIdP3%E3%81%AE%E9%AB%98%E5%BA%A6%E3%81%AA%E8%AA%8D%E8%A8%BC%E8%A8%AD%E5%AE%9A-Password%E8%AA%8D%E8%A8%BC%E3%83%95%E3%83%AD%E3%83%BC%E3%81%AEExtended%E3%83%95%E3%83%AD%E3%83%BC

® System/messages/messages_en_GB.properties

g5 LTHloginjspZFEVWE LZWVWDTTH
ERID~— B H

LT OFIETloginvm®D{h W (Cloginjsp% > T, EBROEBIEEBETE X LD, XAV RTA—HEHOEHESSIBEITRELIE2DH D E
BbhFEIDT, BBHTEEEA,

1. login.jsplCDWT, "actionUrl"& 7> TW3ER4%"f lowExecutionUr I"ICIEIE L, & 5IZsubmitZR4 >/ IC name="_eventId proceed” Z{t5 9

o

1BIEH|

@ee -17,8 +17,8 @@

<div class="content”)
<div class="column one”>
- <% if(request.getAttribute("actionUrl”) 1= null){ %>
- <form id="login” action="<Y%=request.getAttribute("actionUrl”)%>” method="post”>
+ <% if(request.getAttribute(”flowExecutionUrl”) I= null){ %>
+ <form id="login” action="<%=request.getAttribute(”flowExecutionUrl”)%>” method="post”>
<% Yelse{ %
<form id="login” action="j security check” method="post”>
<k}
@@ -44,7 +44,7 @@
{/section)

<{section>
- <button class="form-element form-button” type="submit” onClick="this.childNodes[0].nodeValue="Logging in,
please wait...” ”">Login<{/button)>

+ <button class="form-element form-button” type="submit” name=" eventId proceed” onClick="this.childNodes[0].
nodeValue="Logging in, please wait... ”>Login{/button)
<{/section>
</form>

2. /opt/shibboleth-idp/views/login.vm % login.vm.dist &I x—AL L7 LT, LEBlogin.jsp% /opt/shibboleth-idp/edit-webapp/WEB-INF
/isp/ ICECEB L. build.sh#3%£179 %,
3. (WETHNIE /opt/shibboleth-idp/war/idp.war % /usr/java/tomcat/webapps/ ICECE T %, )

loginvmED T /8y &
login.vmZ5 (C & Velocity templatelCfE 2 - ER A SHD I ENTEET, TOHDET Ny I T3 & EiE, logbackxmlZUUTDL S BRITEBEALTLE
LY,

logback.xml

<logger name="org. apache.velocity” level="DEBUG”/>

HARAADI—YRBREEICDWT

Shibboleth IdP 3iZ(&. uApprovetB 4 M 1 —HFRABMAENHAAEFNTWE T, uApprovelP & DEWIEShibboleth IdP 30 1 —H EE#AE &
uApprovelP & DIEERESRL TS,

A—HRABDOEREMySQLICREFT 28E

@ MySQL EIZF—#4 RX—2 shibboleth AEFEET 22 £ %#BifRE LTHY £J, £72. MySQL Connector/J (mysgl-connector-java-5.1.xx-bin.
janzA4 V2 k=L LTHEVTLESI W,

® StorageRecordsT— 7L DEER
StorageRecordsT— 7L A ER L £ 7


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21430717
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19435606
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19435606

MySQL

CREATE TABLE “StorageRecords™ (
“context™ varchar(255) NOT NULL,
“id” varchar(255) NOT NULL,
“expires” bigint(20) DEFAULT NULL
“value® longtext NOT NULL
“version” bigint(20) NOT NULL,
PRIMARY KEY (“context™, “id")

) ENGINE=InnoDB DEFAULT CHARSET=utf8;

® conf/global.xml
shibboleth.JPAStorageServicex €% L £ 9. persistent-id D% E (storedld) 'R EFHDIFE. KK DMyDataSourceDEFRITER &1 D70
TETY,

conf/global.xml

<l-- Use this file to define any custom beans needed globally. ——>

<bean id="shibboleth. JPAStorageService”
class="org. opensaml. storage. impl. JPAStorageService”
p:cleanupInterval="%{idp. storage. cleanupInterval:PT10M}”
c:factory-ref="shibboleth. JPAStorageService. entityManagerFactory” />

<bean id="shibboleth. JPAStorageService. entityManagerFactory”
class="org. springframework. orm. jpa.LocalContainerEntityManagerFactoryBean”)>
<property name="packagesToScan” value="org.opensaml.storage. impl” />
<property name="dataSource” ref="MyDataSource” />
<property name="jpaVendorAdapter” ref="shibboleth. JPAStorageService. JPAVendorAdapter” />
<property name="jpaDialect”>
<bean class="org. springframework. orm. jpa.vendor.HibernateJpaDialect” />
<{/property>
</bean>

<bean id="shibboleth. JPAStorageService. JPAVendorAdapter”
class="org. springframework. orm. jpa.vendor.HibernateJpaVendorAdapter”
p:database="MYSQL” />

<I1-- A DataSource bean suitable for use in the idp.persistentld.dataSource property. ——>
<bean id="MyDataSource”
class="org. apache. commons. dbcp2. BasicDataSource”
p:driverClassName="com. mysql. jdbc.Driver”
p:url="jdbc:mysql://localhost:3306/shibboleth”
p:username="username”
p:password="password”
p:maxTotal="10"
p:maxIdle="5"
p:maxWaitMillis="15000"
p:testOnBorrow="true”
p:validationQuery="select 1”
p:validationQueryTimeout="5" />

® conf/idp.properties
idp. consent. StorageService%conf/global. xml CEZ L 7=shibboleth. JPAStorageServicelCcZH L £ 7,

conf/idp.properties

# Set to “shibboleth.StorageService” or custom bean for alternate storage of consent
idp. consent. StorageService = shibboleth, JPAStorageService


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21434154#NameID-storedId

=5

#f Set to "shibboleth.StorageService” or custom bean for alternate storage of consent
-#idp. consent. StorageService = shibboleth.ClientPersistentStorageService
+idp. consent. StorageService = shibboleth. JPAStorageService

BEEICRABEZRIRE

1 SPORABHKICEF TV IRy IANKRTEINDIH. FIAENSPOLRBEDTF v 72/ L TRBEEZEELAN > /IHBEICSPEFIATE
BWATREEAH Y £, TNHRREICR ZIHE ILulApprovel POFIAAE TIRET < 72X,

® conf/idp.properties
idp.consent.allowPerAttributeZtruelCSRET A& T, BUHBICF IV IRV I RERMMTBIENTEET,

conf/idp.properties

# Flags controlling how built-in attribute consent feature operates
#idp. consent. al lLowDoNotRemember = true

#idp. consent.allowGlobal = true

idp. consent, al lowPerAttribute = true

=5

# Flags controlling how built-in attribute consent feature operates
#idp. consent. al lowDoNotRemember = true

#idp. consent.allowGlobal = true

-#idp. consent. allowPerAttribute = false

+idp. consent. allowPerAttribute = true

EEEFMEOBMEEIZEL LBEICBRARERIRE

® conf/idp.properties
idp. consent. compareValuesZtruelli&E T3 Z & T, BUHEIELLABEICBERMBIREEARTTIIENTEET,

conf/idp.properties

# Whether attribute values and terms of use text are compared
idp. consent. compareValues = true

=0

#f Whether attribute values and terms of use text are compared
-fidp. consent. compareValues = false
+idp. consent. compareValues = true

RAEMEEDmIbRE

® conf/relying-party.xml
bean[@parent="Shibboleth, SS0”J(SAML1) & bean[@parent="SAML2, SS0”] (SAML2)IZ3 %p:postAuthenticationFlows="attribute-release” & Hl
BRLEYT,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=13501031

conf/relying-party.xml

<I--
Default configuration, with default settings applied for all profiles, and enables
the attribute-release consent flow,
-=>
<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
<bean parent="Shibboleth.SS0” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2.SS0” />
<ref bean="SAML2,ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2. AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</list>
<{/property>
</bean>

=5

<I--
Default configuration, with default settings applied for all profiles, and enables
the attribute-release consent flow.
-
<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<listy
- <bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
+ <bean parent="Shibboleth, SS0” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
- <bean parent="SAML2, SSO” p:postAuthenticationFlows="attribute-release” />
+ <bean parent="SAML2.SS0” />
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</list>
</property>
</bean)

OJLANILDESRE
@ Shibboleth IdP 3.2\ 5 DFHERET T,

Shibboleth IdP 3.2& W, BF' L RJLDZEE A conf/idp. propertiesTITAB LD ICHY F LT,
® conf/idp.properties

BRETE B 70/87 1 &ldconf/logback.confD LB ABBL T LW,

conf/idp.properties

#f Logging Level

idp. loglevel. idp=DEBUG

idp. loglevel. messages=DEBUG
idp. loglevel. encryption=DEBUG
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+# Logging Level

+idp. loglevel. idp=DEBUG

+idp. loglevel. messages=DEBUG
+idp. loglevel. encryption=DEBUG

77 9t ZHIR(Shibboleth IdP 2D FPSPHEE)

Shibboleth IdP 2I28 17 5FPSPIC & % 7 7 £ R #l#E %17 5 IZ1&. GakuNinShibinstall > i 74 K > EF X 7 — > ShibbolethIRE#EE I F— (F
F#®) > Shibboleth IdPIC& 27 7/ L RHIRESRL TS W,

VR8T

Shibboleth IdP 3ICEWT I ZRF Y VT ETIICIE, VTRV IREESRLTIEIL,

Full SLO(Single Logout) D& E %

LUTOEMR—YESRBL TSI,
=Full SLO(Single Logout) D& E /%
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conf/idp.properties

#f Bind sessions to IP addresses
-ftidp. session. consistentAddress = true
+idp. session. consistentAddress = false
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[Shibboleth wiki] Identity Provider 3

[Shibboleth wiki] IdP 3 / ReleaseNotes

[SWITCH] Shibboleth Identity Provider (IdP) 3 Installation Guide

[SWITCH] Shibboleth IdPv3: Considerations in the Context of SWITCHaai
0 3.1 Operating Systems: Linux long-term support (Ubuntu Server 14.04 LTS / Red Hat Enterprise Linux 7 / CentOS 7)
0 3.2 Java & Servlet Container: OpenJDK 7, Apache Tomcat 7 & Apache HTTP Server 2.4
0 3.3 Database for persistentIDs and user consent: PostgreSQL
0 3.4 IdP Session Storage: Client Session Storage with Cookies
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