Y —/EEEAE DX TE(IdPv4)

H—/\EERAZE D ENS & Apache DR E

1. TUPKIEFIIFAZERITY —ER] OFREEERECEVWLLE, Y—/\IHERTEHRBLET, BEOBEFHEICKL > TIAREORMGET

ICIIBAEET2BAN’HYETOT, BEHICHBLTLEZY,

%%%ﬁ%tatwr%nw IdPA Y R M —JLBFICER S N7-EERAE (HCERIMAE) 220FFXHALTFRAMNIZFL—yaviiBmseszed
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2. AFLEY—NEBREEZD LIS, UTDT7AIICEREL TLES WL,

M /etc/httpd/conf.d/ssl.conf

9. WBEEToot" I —HFDHNBRBRTEZLIICTIERAFIRIDD > TWEIEELTLAEIV, BEATERVBEIIUTOLSIICLTFHESE - 7
W=7 - R=I v oaVEHRELTLEIV,

chown root:root /etc/pki/tls/private/server.key — BB OEIRE
chmod 400 /etc/pki/tls/private/server. key

/etc/httpd/conf.d/ssl.conf ZLA T DL D ICHREL TLEE W,

(&8%)

SSLCertificateFile /etc/pki/tls/certs/server.crt <« H—/\EFEEEZ DRI
(&B8)

SSLCertificateKeyFile /etc/pki/tls/private/server.key — WEFE DML

(€=1:))
SSLCertificateChainFile /etc/pki/tls/certs/server—chain.crt < FRARECASEBAE DRINE
T %EEED T#)] ZHIBRL T, OXY MNERBRLTLZIW,

KImRDY A XICE > TREHREAThBAREMENTTVET, BEEZES LTIBLEEWY,

L IE, Y—/\EEBBEA Y A M= =27 )LD Apache 2 + mod_ssl I@ESR L T XL,
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PERAFE VAT L (TR MFed) BOEFETVET, AALET—9HhSBBNICAIT—IDNERINEITOTAYIT—IEROBEEH Y TH A,
FHMIEBSMOR—IETELLEE W,
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FREBEVRATLNSEFETVET, AALAT—9H0BHNICAIT—IDNERINETDOTAYIT—YEROBEIH Y THA. FMIESMO
R=—IHTELREIW,

=310

Back-Channel D& E

SAML 1DSPICHERT 2B EIE. |dPE OBISEFICTLSER A 1T S 2. TRIC LAV Back-Channel DR EA1T> T &V, ZOTLSEHK TIER—
h8443%FIBLEY,

1. =2 M7 ORE
PGB AR L ¥ — 2 N TEERLES.


https://certs.nii.ac.jp/
https://certs.nii.ac.jp/join/ee/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26188807
https://www.gakunin.jp/join/
https://www.gakunin.jp/join/

# cd /opt/shibboleth-idp/credentials

# UMASKORIG=""umask™” ; umask 0077

#f openssl pkcs12 -export —out server.pl2 —in H—/\SFBAZE. crt —inkey H—/ \FUZ5EE. key -name H—/\%
(ZZTEAMNBITY RAR— ~SRT— R&EZBRODidp-backchannel. inid TP12/8R7— K] ICHEELET. FRDEDEBRETEEY)
#f umask ”$UMASKORIG”

(LEB—FEDumask 3~ > Kid”chmod 600 server.pl2” & FEFK)

JettyZ"jetty" I—H TRITT 25K, ISICUTOIATY REET LlettyNSRABRND ESICLET,

# chgrp jetty /opt/shibboleth-idp/credentials/server.p12
# chmod g+r /opt/shibboleth-idp/credentials/server.p12

2, 3473YmpaE—-

https://build.shibboleth.net/nexus/content/repositories/releases/net/shibboleth/utilities/jetty9/jetty94-dta-ssl/1.0.0/jetty94-dta-ssl-1.0.0.jar &
Y&y vo—RKRLES,
jetty94-dta-ssl-1.0.0.jar % /opt/jetty-base/lib/ext B FICAE—L X9,

# wget https://build.shibboleth. net/nexus/content/repositories/releases/net/shibboleth/utilities/jetty9/jetty94-dta-ssl/1.0.0/jetty94-
dta-ssl-1.0.0. jar
# cp jetty94-dta-ssl-1.0.0. jar /opt/jetty-base/lib/ext

¥ r0O—RKENBIART 7 1 JLDSHA-256/\y ¥ 1 {EIFLUTDEY T, I OICEEMARIRE LA WESIFPGPELA ZFHIALL LT L,
# sha256sum jetty94-dta-ssl-1.0.0. jar
5e5de66e3517d30ff19ef66cf7a4aab443b861d83e36a75e85845b007a03afbf jetty94-dta-ssl-1.0.0. jar

@ BB, BBLEZ774IIET 74 NTIRERSNEEA. §TIC /opt/jetty-base/lib/ext B FICIFET % jetty9-dta-ssl-1.0.0.jar AMEAE
nEd, HELTVWTEREHLY FFA, ELT 74 NDORETCHENHZHEIE (—EOIMAZSTREICRD WS BRAHYET)
etc/idp-backchannel. xml DU T DA ABELHF LW A TSI Y AEFEATELIICLTLEI W,

@@ -6,7 +6,7 @@

<I-- and no container trust (delegate to application) -—>
<I-- for backchannel (SOAP) communication to IdP -
<I-- -

- <New id="shibContextFactory” class="net.shibboleth.utilities. jetty9.DelegateToApplicationSslContextFactory”>
+ <New id="shibContextFactory” class="net.shibboleth.utilities. jetty94.DelegateToApplicationSslContextFactory”>

<Set name="KeyStorePath”><{Property name="idp. backchannel. keyStorePath” default="../credentials/idp-backchannel.p12” />
/Set>

<Set name="KeyStoreType”><Property name="idp. backchannel. keyStoreType” default="PKCS12” /></Set>

<Set name="KeyStorePassword”><{Property name="idp. backchannel. keyStorePassword” default="changeit” /></Set>

3. SOAPEETE

/opt/jetty-base/start.d/idp-backchannel.ini 7 7 1 LT D & D ICHER L £ 7,

# cd /opt/jetty-base/start.d

# cp idp-backchannel. ini.dist idp-backchannel. ini
#f chgrp jetty idp-backchannel. ini

# chmod 640 idp-backchannel. ini

/opt/jetty-base/start.d/idp-backchannel.ini 7 7 1 LEZ L TD L D IIEELE T,


https://build.shibboleth.net/nexus/content/repositories/releases/net/shibboleth/utilities/jetty9/jetty94-dta-ssl/1.0.0/jetty94-dta-ssl-1.0.0.jar
https://build.shibboleth.net/nexus/service/local/repositories/releases/content/net/shibboleth/utilities/trustany-ssl/1.0.0/trustany-ssl-1.0.0.jar.asc
https://issues.shibboleth.net/jira/browse/IDP-1609

tt
# Module: idp-backchannel

# Shibboleth IdP Dedicated SOAP Connector
i

—--modu le=idp-backchannel

##t Backchannel connector port to Llisten on

T idp. backchannel. port=8443

TaAXVET7o N (#) ZHIR. ATRS

## Backchannel keystore file path (relative to $jetty.base)

T idp. backchannel. keyStorePath=. . /shibboleth-idp/credentials/server.p12

#i#f Backchannel keystore password
T idp. backchannel. keyStorePassword=P12/82 7 — R

## Backchannel keystore type
T idp. backchannel. keyStoreType=PKCS12

/opt/jetty-base/etc/idp-backchannel.xml 7 7 1 LELUTFD L D ICBEL X,

(&B%)

{New id="shibHttpConfig” class="org.eclipse. jetty.server.HttpConfiguration”)>

Arg><Ret retid="httplonTig Arg
T EDTEHIBRL | TEBEHRZ

<Set name="secureScheme”><{Property name="jetty.httpConfig. secureScheme” default="https” /><{/Set>

<Set name="securePort”><{Property name="jetty.httpConfig.securePort” deprecated="jetty.secure.port” default="8443" /><{/Set>

<Set name="outputBufferSize”>{Property name="jetty.httpConfig.outputBufferSize” deprecated="jetty.output.buffer.size” default="
32768” /></Set>

<Set name="outputAggregationSize”’><{Property name="jetty.httpConfig. outputAggregationSize” deprecated="jetty.output.aggregation
size” default="8192" /></Set>

<Set name="requestHeaderSize”><{Property name="jetty.httpConfig. requestHeaderSize” deprecated="jetty. request.header.size” default="
8192” /></Set>

<Set name="responseHeaderSize”>{Property name="jetty.httpConfig. responseHeaderSize” deprecated="jetty. response. header.size”
default="8192" /></Set>

<Set name="sendServerVersion”><{Property name="jetty.httpConfig. sendServerVersion” deprecated="jetty.send.server.version” default=
true” /></Set>

<{Set name="sendDateHeader”’><Property name="jetty.httpConfig. sendDateHeader” deprecated="jetty.send.date. header” default="false”
/></Set>

<Set name="headerCacheSize”><{Property name="jetty.httpConfig. headerCacheSize” default="1024" /></Set>

<Set name="delayDispatchUntilContent”><Property name="jetty.httpConfig.delayDispatchUntilContent” deprecated="jetty.
delayDispatchUnti lContent” default="true”/></Set>

<Set name="maxErrorDispatches”><Property name="jetty.httpConfig.maxErrorDispatches” default="10"/></Set)>

<Set name="blockingTimeout”>{Property deprecated="jetty.httpConfig.blockingTimeout” name="jetty.httpConfig.blockingTimeout.
DEPRECATED” default="-1"/></Set>

<Set name="persistentConnectionsEnabled”><{Property name="jetty.httpConfig.persistentConnectionsEnabled” default="true”/></Set>

<Set name="requestCookieCompliance”’><Call class="org.eclipse. jetty.http.CookieCompliance” name="valueOf”><Arg><Property name="
jetty. httpConfig. requestCookieCompliance” deprecated="jetty.httpConfig.cookieCompliance” default="RFC6265"/></Arg></Call></Set>

<Set name="responseCookieCompliance”’><Call class="org.eclipse. jetty.http.CookieCompliance” name="value0f”><Arg><Property name="
jetty.httpConfig. responseCookieCompliance” default="RFC6265”/></Arg></Call></Set>

<Set name="multiPartFormDataCompliance”><Call class="org.eclipse. jetty.server.MultiPartFormDataCompliance” name="valueOf”
><Arg><{Property name="jetty.httpConfig.multiPartFormDataCompliance” default="RFC7578”/><{/Arg></Call></Set)>

<Set name="relativeRedirectAllowed”><Property name="jetty.httpConfig.relativeRedirectAllowed” default="false”/></Set>

<Call name="addCustomizer”>

<Arg>

(&B8)

”

@ <Arg><Ref refid="httpConfig"/></Arg> DA ZHIR L TW3 Z &IZ & W http-forwarded €Y 2 — )L Dfirewrite Y 2 — L DR E H'Back-
ChannellC RSN WATEEELH W FTDTITER L Z IV, Back-ChannellCd 25 IN5DEY 2 —I)LDFERIEEIT T ZI W,

4. AL
/opt/shibboleth-idp/conf/relying-party.xml 7 7 1 LELLTD L D ICBEL X,

(D T CIESAML 1 xBADEME (F7 4L b TIZEM) ©1ToTHY £T 8. SAML 2.0 Attribute QueryD HFHEARIBEIZFIFE DI X~ MR
RIETETT,



<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>

<list>

<l-- SAML 1.1 and SAML 2.0 AttributeQuery are disabled by default. -->
-- > <« OXV N%Zf#ER

<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML1.AttributeQuery” />

<ref bean="SAML1.ArtifactResolution” />

- > « XYV MEM#ER

<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML2.ECP” />

<ref bean="SAML2. Logout” />

K= —> « OXYMNEfER

<ref bean="SAML2.AttributeQuery” />

== > « XYV MEM#ER

<ref bean="SAML2.ArtifactResolution” />

<ref bean="Liberty.SS0S” />

</list>

</property>

</bean>

BREEFERI, JettyDBEBETVWET,

# systemctl restart jetty


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20022668
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021630
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021672
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