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#f service tomcat6 stop
# chkconfig tontat6 off
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# cd /root
# tar zcfv shibidp-v2-backup. tar.gz /opt/shibboleth-idp
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# cd /root/PKG

# mkdir /usr/java

# tar zxv -C /usr/java -f apache-tomcat-7.7?.?7.tar.gz
# Ln -s /usr/java/apache-tomcat-7.7.7? /usr/java/tomcat
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# unzip tomcat7.zip
# chmod at+x tomcat7
# cp tomcat7 /etc/rc.d/init.d/
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# Remove -XX:MaxPermSize=256m if you are not using Sun/Oracle JVM nor OpenJDK.
export JAVA OPTS="-server —-Xmx1500m -XX:MaxPermSize=256m ”

export LANG=en US.UTF-8

TOMCAT_USER=tomcat
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# chown -R tomcat:tomcat /usr/java/tomcat/{temp, logs, work}
# chown tomcat:tomcat /usr/java/tomcat/webapps

# chmod +t /usr/java/tomcat/webapps

# chgrp tomcat /usr/java/tomcat/conf/*, %

#f chmod g+r /usr/java/tomcat/conf/*, *

# mkdir -p /usr/java/tomcat/conf/Catalina/localhost
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# chkconfig --add tomcat?7
# chkconfig ——level 345 tomcat7 on
#f service tomcat7 start
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# /etc/profile

JAVA HOME=/usr/Llib/jvm/jre

MANPATH=$MANPATH: $JAVA HOME/man

CATALINA HOME=/usr/java/tomcat

CATALINA BASE=$CATALINA HOME

PATH=$JAVA HOME/bin:$CATALINA HOME/bin:$CATALINA HOME/bin:$PATH
export PATH JAVA HOME CATALINA HOME

# System wide environment and startup programs, for login setup
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#f source /etc/profile
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<VirtualHost localhost:80>
ProxyPass /idp/ ajp://localhost:8009/idp/
</VirtualHost)>
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K==

<Connector port="8080" protocol="HTTP/1.1”
connectionTimeout="20000"
redirectPort="8443" />

==

Connector port="8009"ICAFD &L S ICEBML TL XL,

<Connector port="8009” protocol="AJP/1.3” redirectPort="8443"
enableLookups="false” tomcatAuthentication="false” address="127.0.0.1” maxPostSize="100000" />

» ShibbolethldP Ver3® 14 ¥ X h—JL

Ny r—o@ UTFD& S IC/root/PKGEE FICRREL TWE Y,



#f cd /root/PKG

# unzip shibboleth-identity-provider-3.7.7.zip
# cd shibboleth-identity-provider-3.7.7?

# ./bin/install.sh
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Source (Distribution) Directory: [/root/PKG/shibboleth-identity-provider-3.1.1]
[Enter] <AA7%AL

Installation Directory: [/opt/shibboleth-idp]
[Enter] < ABRL

A V2 Installation has been detected. Configuration will be preserved into
.v2 folders and appropriate files copied forward.

Hostname: [ex—idp-test**, gakunin.nii.ac. jp]

[Enter] <AAB7%L

SAML EntityID: [https://ex-idp-test**, gakunin.nii.ac. jp/idp/shibboleth]
[Enter] < AA7%L

Attribute Scope: [gakunin.nii.ac. jp]

nii.ac. jp[Enter]

Cookie Encryption Key Password: cookiepass[Enter] <« {E=EMD/XRXT—RK
Re-enter password: cookiepass[Enter] <« {EF=ED/XX7T—FK

Warning: /opt/shibboleth-idp/dist does not exist.
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Rebuilding /opt/shibboleth-idp/war/idp.war ...

...done

BUILD SUCCESSFUL

® The V2 configuration files are copied to a new directory, conf.v2

® The packed V2 warfile is copied to a new directory, war.v2

® The directories logs and metadata are left untouched (note that leaving the latter in place means that new example metadata for the IdP is
not generated).

® Specific legacy files that are generally compatible with V3 (attribute-resolver.xml, attribute-filter.xml, relying-party.xml) are pre-populated
into the new config directory; these make up the bulk of your older configuration, save for authentication.

® The relying-party.xml file is also copied to metadata-providers.xml

® The rest of the configuration is populated as for a new installation.

® Finally, services.properties is altered to enable a legacy relying party configuration.
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#tft Connection properties #if
#idp. authn. LDAP. LdapURL = ldap://localhost:10389
idp. authn. LDAP. ldapURL = ldap://localhost
#idp. authn. LDAP, useStartTLS = true

idp. authn. LDAP, useStartTLS = false

(€=1:2))
#fidp. authn. LDAP. baseDN = ou=people, dc=example, dc=org
idp. authn, LDAP, baseDN = o=test o, dc=ac, c=JP
#idp. authn. LDAP. subtreeSearch = false

idp. authn, LDAP, subtreeSearch = true

(€=1:2))
#idp. authn. LDAP.bindDN = uid=myservice, ou=system
idp.authn.LDAP.bindDN = cn=olmgr, o=test o, dc=ac, c=JP
#idp.authn. LDAP. bindDNCredential = myServicePassword
idp. authn. LDAP. bindDNCredential = csildap
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# chown -R tomcat:tomcat /opt/shibboleth-idp/logs

# chgrp -R tomcat /opt/shibboleth-idp/conf

# chmod -R g+r /opt/shibboleth-idp/conf

# chgrp tomcat /opt/shibboleth-idp/metadata

# chmod gtw /opt/shibboleth-idp/metadata

# chmod +t /opt/shibboleth-idp/metadata

#f chgrp tomcat /opt/shibboleth-idp/credentials/server. key

# chmod g+r /opt/shibboleth-idp/credentials/server. key
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<Context docBase="/opt/shibboleth-idp/war/idp.war”
privileged="true”
antiResourcelocking="false”
swal lowQutput="true” />
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# service tomcat7 stop
# service httpd restart
# service tomcat7 start
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# yum erase tomcat6
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5% [InCommon Wiki] Upgrading to Shibboleth IdP V3
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