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conf/authn/authn.properties

#f Whether to prioritize "active” results when an SP requests more than
#f one possible matching login method (V2 behavior was to favor them)
-f#idp. authn, favorSS0 = false

+idp. authn, favorSSO = true
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conf/authn/authn.properties

@@ -56,10 456,11 @@
#f Unset if using customized Principals per validator
#idp. authn. Password. addDefaultPrincipals = true
# The Principal collection below is the typical default if not otherwise noted
-#idp. authn, Password. supportedPrincipals = ¥
-# saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport, ¥
- saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:Password, ¥
- saml1/urn:oasis:names:tc:SAML: 1, 0:am:password
+idp. authn, Password. supportedPrincipals = ¥
+ saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
+ saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:Password, ¥
+ samll/urn:oasis:names:tc:SAML: 1, 0:am:password, ¥
+ saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
# Validators are controlled in password-authn-config. xml

it Password Backends #itit
@@ -97,7 +98,9 @@
idp. authn. RemoteUser. supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:X509, ¥
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, ¥
- saml1/urn:ietf:rfc:2246
saml1/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell

+ + +

#Hittt RemoteUserInternal #itf

@@ -137,7 +140,10 @@

idp. authn, X509. supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes: X509, ¥
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, ¥
saml1/urn:ietf:rfc:2246
samll/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level3, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell

+ + + +

fiHt X509Internal #ittH
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conf/relying-party.xml

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2, SS0” p:postAuthenticationFlows="attribute-release” />
<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release”>
<property name="defaultAuthenticationMethods”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean>
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
<{/property>
</bean>
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conf/authn/authn.properties

saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
saml1/urn:oasis:names:tc:SAML:1.0:am:password, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level3

#f Validators are controlled in password-authn-config. xml
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conf/authn/password-authn-config.xml

<I--
Configuration of "extended” login methods to offer in the password login form
The String bean is a regular expression identifying the flows to offer. These flows
must also be enabled at the "top” level to be available for use
The ExtendedF lowParameters bean can be used to transfer custom parameters from the
login form into the context tree for use later by other flows
The last bean provides the set of custom Principals to use for results produced by the
Password flow itself. You would use this if you need the Password flow to run as a shell
to run the "extended” login methods, but want to Limit its own results more narrowly
-—>
- <!__
- <bean id="shibboleth. authn.Password. ExtendedF lows” class="java. lang.String” c: 0="" />
+ <bean id="shibboleth.authn.Password. ExtendedF lows” class="java. lang.String” c: 0="RemoteUser|X509” />
<util:list id="shibboleth.authn,Password, ExtendedF lowParameters”)
<Jutil:list>
<util:list id="shibboleth.authn.Password.PrincipalOverride”)
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAMLTAuthenticationMethod”
c:method="urn:oasis:names:tc:SAML:1.0:am:password” />

+ ===

+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
Jutil:list)

- -
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conf/authn/authn.properties

# Unset if using customized Principals per validator

-#idp. authn. Password. addDefaultPrincipals = true

+idp. authn, Password. addDefaultPrincipals = false

# The Principal collection below is the typical default if not otherwise noted.
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views/login.vm
#end

#foreach ($extFlow in $extendedAuthenticationF Lows)
#if ($authenticationContext. isAcceptable($extFlow) and $extFlow.apply(profileRequestContext))

+ #tif ($authenticationContext. isAcceptable($extFlow) and $extFlow. test(profileRequestContext))
{div class="form-element-wrapper”>

<button class="form-element form-button” type="submit” name=" eventId $extFlow.getId()”>
#springMessageText (”idp. login. $extF low. getId(). replace(’authn/’,’’)”, $extFlow.getId().replace(’ authn

’
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® [Shibboleth wiki] AuthenticationConfiguration
® [Shibboleth wiki] AuthenticationFlowSelection
® [Shibboleth wiki] PasswordAuthnConfiguration|ExtendedFlows

?D"Extended Flows"
® [Shibboleth wiki] Orchestrating Multiple Authentication Methods and Contexts - The Multi-Context Broker (MCB)
® [Shibboleth wiki] Configuring the IdP for the Multi-Context Broker Model
® [Shibboleth wiki] Replicating Multi-Context Broker Functionality (Duo + Username/Password with user-opt-in forcing Duo)
® [Shibboleth wiki] SP-driven Duo opt-in
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[Shibboleth wiki] MultiFactorAuthnConfiguration


https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631601/AuthenticationConfiguration
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631603/AuthenticationFlowSelection
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631611/PasswordAuthnConfiguration#Advanced-Features
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805325/Orchestrating+Multiple+Authentication+Methods+and+Contexts+-+The+Multi-Context+Broker+MCB
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805331/Configuring+the+IdP+for+the+Multi-Context+Broker+Model
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2498461843/Replicating+Multi-Context+Broker+Functionality+Duo+Username+Password+with+user-opt-in+forcing+Duo
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2501050466/SP-driven+Duo+opt-in
https://wiki.shibboleth.net/confluence/display/IDP30/MultiFactorAuthnConfiguration

	Shibboleth IdP 4.1の高度な認証設定

