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® conf/ldap. properties
B3 BLDAPICHHHE T, Connection properties, SSL configuration, Search DN resolution® 7’0/3F 1 % EL T,

conf/ldap.properties

## Connection properties f

idp. authn. LDAP. ldapURL ldap://localhost:389
idp. authn. LDAP. useStartTLS = false

#idp. authn, LDAP, useSSL false

#idp. authn. LDAP. connectTimeout 3000

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator

# for AD: CN=Users, DC=example, DC=org

idp. authn. LDAP. baseDN ou=peop le, dc=examp le, dc=ac, dc=jp
idp. authn, LDAP. subtreeSearch = true

idp. authn. LDAP. userFilter (uid={user})

# bind search configuration

# for AD: idp.authn.LDAP, bindDN=adminuser@domain. com

idp. authn. LDAP. bindDN =

idp. authn. LDAP. bindDNCredential =

=5

#t#f Connection properties #i

-idp. authn, LDAP, ldapURL ldap://localhost: 10389
-ftidp. authn. LDAP. useStartTLS = true

+idp. authn, LDAP, LdapURL ldap://localhost:389

+idp. authn, LDAP, useStartTLS = false
#idp. authn. LDAP. useSSL = false
#idp. authn, LDAP, connectTimeout = 3000

#f Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

-idp. authn. LDAP, baseDN = ou=people, dc=example, dc=org
-ftidp. authn. LDAP. subtreeSearch = false

+idp. authn. LDAP, baseDN = ou=people, dc=example, dc=ac, dc=jp
+idp. authn, LDAP, subtreeSearch = true

idp. authn. LDAP. userFilter (uid={user})

# bind search configuration

# for AD: idp.authn.LDAP.bindDN=adminuser@domain. com

-idp. authn. LDAP, bindDN = uid=myservice, ou=system
-idp.authn, LDAP. bindDNCredential = myServicePassword

+idp. authn, LDAP. bindDN =
+idp. authn, LDAP. bindDNCredential =
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® conf/authn/password-authn-config.xml

<import resource="jaas-authn-config.xml” />DTA 7> A X > M LT, <import resource="ldap-authn-config.xml” />DITEAAV N7
FNLET,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21440890

conf/authn/password-authn-config.xml

<1-- Choose an import based on the back-end you want to use. ——>
<import resource="jaas-authn-config.xml” />

<I-- <import resource="krb5-authn-config.xml” /> -->

<I-- <import resource="ldap-authn-config.xml” /> -->

® conf/authn/jaas.config

SR 9 BLDAPICHHE T, org. ldaptive. jaas. LdapLoginModule requiredABEDITERELF T,

conf/authn/jaas.config

ShibUserPassAuth {
/%
com. sun, security.auth,module. Krb5LoginModule required;
*/
org. ldaptive. jaas,LdapLoginModule required
LdapUr L="ldap://localhost”
baseDn="ou=people, dc=examp le, dc=ac, dc=jp”
ssl="false”
userFilter="uid={user}”
subtreeSearch="true”

’
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/opt/shibboleth-idp/conf/Idap.properties DEXE

(€=1:2))
## Connection properties #

idp. authn, LDAP, ldapURL ldap://ldaptest1. gakunin,nii.ac. jp

idp. authn, LDAP, useStartTLS = true
#idp. authn, LDAP, useSSL = false
#idp. authn. LDAP. connectTimeout = 3000

## SSL configuration, either jvmTrust, certificateTrust, or keyStoreTrust

idp. authn. LDAP, sslConfig = certificateTrust « 7YXV b

## If using certificateTrust above, set to the trusted certificate’s path

idp.authn, LDAP, trustCertificates = /etc/pki/tls/certs/gakuninca. pem

##t If using keyStoreTrust above, set to the truststore path

idp. authn. LDAP. trustStore = %{idp. home}/credentials/ldap-server. truststore

(A1)
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/opt/shibboleth-idp/conf/attribute-resolver.xml D& E

<{DataConnector id="myLDAP” xsi:type="LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
useStartTLS="%{idp. attribute. resolver.LDAP, useStartTLS:true}”
connectTimeout="%{idp.attribute. resolver.LDAP. connectTimeout}”
responseTimeout="%{idp.attribute. resolver.LDAP. responseTimeout}”
noResultIsError="%{idp.attribute. resolver.LDAP. noResultIsError:true}”
trustFile="%{idp.attribute.resolver.LDAP. trustCertificates}”>

TERDLSIC > OERICHEALTIRZE W

/opt/shibboleth-idp/conf/attribute-resolver.xml M&E (Shibboleth IdP 3.2x# & B F hLIFTIDIZA)

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
(&%)
L LT D317 %</resolver:DataConnector > MERNICEA L TL LS L
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificate>%{idp.attribute. resolver.LDAP, trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential>
</resolver:DataConnector>
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/opt/shibboleth-idp/conf/Idap.properties D&% EH

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator

# for AD: CN=Users, DC=example, DC=org

idp. authn. LDAP. baseDN = o=test o, dc=ac, c=JP

idp. authn. LDAP. subtreeSearch = true < true%:%%E

idp. authn. LDAP. userFilter = (&(|(ou:dn:=Test Unit1) (ou:dn:=technology))(uid={user})) < o=test o, dc=ac, c=JPDH TV ) —,
ou=Test Unitl&ou=technology%##%ZT 2L IBE

RD2DDF ("Single Directory with multiple branches - Aggregate DN Resolver"# & U"Multiple Directories") ([$#8#MLDAPY |) =4 7YY —& L
THRZRWERE, HOIELDAPHY — /A EHDERER T T, Ldap. properties& ldap-authn-config. xmlZZEBEL £ 3,

LDAPH —/X/LDAPY 1) —DHUZIE U T, Ldap. propertiesIMIAE % BN L Tauthn-ldap-config. xnl TZh 5 &2 BRI BLHICLET,

T, INSOPIKRIINEBO-HDRERLD T, SPAZEHT ZEMUZLDAPHSEE L TW 3B & IZattribute-resolver. xmlZZ & L, Lldap.
properties|ZiBAN L 78 B % S8R9 % LDAP DataConnector& 38N L £,
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/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% & FI

<bean name="aggregateAuthenticator” class="org. ldaptive.auth.Authenticator”)
{constructor-arg index="0" ref="aggregateDnResolver” />
{constructor-arg index="1" ref="aggregateAuthHandler” />
</bean>
<bean id="aggregateDnResolver” class="org. ldaptive.auth. AggregateDnResolver”>
<constructor-arg index="0" ref="dnResolvers” />
</bean>
<bean id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler” p:
authenticationHandlers-ref="authHandlers” />
<util:map id="dnResolvers”>
<entry key="filter1” value-ref="dnResolver1” />
<entry key="filter2” value-ref="dnResolver2” />
</util:map>
{l-- Define two DN resolvers that use anonymous search against the same directory ——>
<{bean id="dnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp. authn.LDAP. baseDN}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP. userFilter}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
<bean id="dnResolver2” class="org. ldaptive.auth.PooledSearchDnResolver” p:baseDn="%{idp.authn.LDAP. baseDN2}”
p:subtreeSearch="%{idp.authn. LDAP. subtreeSearch:false}” p:userFilter="%{idp.authn.LDAP.userFilter2}”
p:connectionFactory-ref="anonSearchPooledConnectionFactory” />
{I-- Use the same authentication handler for both DN resolvers -->
<util:map id="authHandlers”>
<entry key="filter1” value-ref="authHandler” />
<entry key="filter2” value-ref="authHandler” />
</util:map> < </beans>DRIIZEM

</beans>

/opt/shibboleth-idp/conf/Idap.properties D% FEHI

idp. authn. LDAP. authenticator = aggregateAuthenticator < ldap-authn-config. xmlIZ3Bf0 L 7=class="org. ldaptive. auth
Authenticator” MbeanMname|lZE &

(€=1:))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp. authn. LDAP, baseDN = LDAP'Y |) —1(DBaseDN « Z &

idp. authn. LDAP. baseDN2 = LDAP'Y |) —2(MBaseDN « 3&1N

idp. authn, LDAP, subtreeSearch = true

idp. authn. LDAP.userFilter = (LDAPY |) —1(DZF+ —={user}) « L&
idp.authn, LDAP. userFilter2 = (LDAPY ) —2(Mi&za¥ —={user}) <« BN

€=1:2))

# LDAP attribute configuration, see attribute-resolver,xml

# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations
idp.attribute. resolver. LDAP. ldapURL = %{idp. authn. LDAP. ldapURL}
idp.attribute. resolver. LDAP. baseDN = %{idp. authn. LDAP. baseDN:undef ined}
idp.attribute. resolver. LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} <« 3&1N
idp.attribute. resolver.LDAP. bindDN = %{idp.authn, LDAP, bindDN:undefined}



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp.attribute. resolver.LDAP. baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
»
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated¥%{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate)>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver. LDAP. LdapURL}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificate>%{idp.attribute. resolver.LDAP, trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

® LDAPH —/N\HEHTH 2IZE DA

/opt/shibboleth-idp/conf/authn/Idap-authn-config.xml D&% & FI

<alias name="%{idp.authn.LDAP. sslConfig2:certificateTrust2}” alias="sslConfig2” />
<bean id="certificateTrust2” class="org. ldaptive.ssl.SslConfig”>
<property name="credentialConfig”)
<bean parent="shibboleth. X509ResourceCredentialConfig” p:trustCertificates="%{idp.authn.LDAP. trustCertificates?2:
undefined}” />
<{/property>
</bean>
<bean id="keyStoreTrust2” class="org. ldaptive.ssl.SslConfig”)>
<{property name="credentialConfig”>
<bean parent="shibboleth.KeystoreResourceCredentialConfig” p:truststore="%{idp.authn.LDAP. trustStore2:undefined}”
/>
<{/property>
</bean>
<bean name="aggregateAuthenticator” class="org. ldaptive.auth. Authenticator”
c:resolver-ref="aggregateDnResolver”
c:handler-ref="aggregateAuthHandler” />

<{I-- Aggregate DN resolution -->
<bean id="aggregateDnResolver” class="org. ldaptive.auth. AggregateDnResolver”
c:resolvers-ref="dnResolvers”
p:allowMultipleDns="true” />
<util:map id="dnResolvers”>
<entry key="directoryl” value-ref="bindSearchDnResolver1” />
<entry key="directory2” value-ref="bindSearchDnResolver2” />
</util:map>

<l-- DN resolver 1 -=>

<bean id="bindSearchDnResolver1” class="org. ldaptive.auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN:undefined} . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”
p:userFilter="#{ %{idp.authn.LDAP. userFilter:undefined}’ .trim()}”



<bean

<bean

<bean

<bean

<bean

p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactoryl” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPooll” />

id="bindSearchConnectionPool1” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory1”

p:name="search-pool1” />

id="bindSearchConnectionFactory1” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfigl” />

id="bindSearchConnectionConfigl” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer1”

p: ldapUr [="%{idp. authn. LDAP. ldapURL}” />

id="bindConnectionInitializer1” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn. LDAP. bindDN:undefined}’ . trim()}”>

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential:undefined}” />

<{/property>
</bean>
<I-- DN resolver 2 ——>

<bean

<bean

<bean

<bean

<bean

<bean

id="bindSearchDnResolver2” class="org. ldaptive. auth.PooledSearchDnResolver”
p:baseDn="#{" %{idp. authn. LDAP. baseDN2:undefined}’ . trim()}”
p:subtreeSearch="%{idp. authn. LDAP. subtreeSearch:false}”

p:userFilter="#{ %{idp.authn. LDAP. userFilter2:undefined}’ .trim()}”
p:connectionFactory-ref="bindSearchPooledConnectionFactory” />
id="bindSearchPooledConnectionFactory2” class="org. ldaptive. pool.PooledConnectionFactory”
p:connectionPool-ref="bindSearchConnectionPool2” />
id="bindSearchConnectionPool2” class="org. ldaptive.pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindSearchConnectionFactory2”

p:name="search-pool2” />

id="bindSearchConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindSearchConnectionConfig2” />
id="bindSearchConnectionConfig2” parent="connectionConfig”
p:connectionInitializer-ref="bindConnectionInitializer2”

: ldapUr 1="%{idp. authn. LDAP. ldapURL2}”
:useStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
p:sslConfig-ref="sslConfig2” />

id="bindConnectionInitializer2” class="org. ldaptive.BindConnectionInitializer”
p:bindDn="#{’ %{idp. authn, LDAP. bindDN2:undefined} . trim()}”>

T T T T

<{property name="bindCredential”>

<bean class="org. ldaptive.Credential” c:password="%{idp.authn.LDAP.bindDNCredential2:undefined}” />

</property>
<{/bean>

<{l-- Aggregate authentication —->

<bean

<util:

id="aggregateAuthHandler” class="org. ldaptive.auth. AggregateDnResolver$AuthenticationHandler”
p:authenticationHandlers-ref="authHandlers” />
map id="authHandlers”)>

<entry key="directoryl” value-ref="authHandler1” />
<entry key="directory2” value-ref="authHandler2” />
</util:map>

<I-- Authentication handler 1 -=>

<bean

<bean

<bean

<bean

<bean

id="authHandler1” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactoryl” />
id="bindPooledConnectionFactory1” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool1” />

id="bindConnectionPool1” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactoryl”

p:name="bind-pool1” />

id="bindConnectionFactoryl” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfigl” />

id="bindConnectionConfigl” parent="connectionConfig”

p: ldapUr L="%{idp. authn. LDAP. ldapURL}” />

<l-- Authentication handler 2 -->

<bean

<bean

<bean

<bean

<bean

id="authHandler2” class="org. ldaptive.auth.PooledBindAuthenticationHandler”
p:connectionFactory-ref="bindPooledConnectionFactory2” />
id="bindPooledConnectionFactory2” class="org. ldaptive.pool.PooledConnectionFactory”
p:connectionPool-ref="bindConnectionPool2” />

id="bindConnectionPool2” class="org. ldaptive. pool.BlockingConnectionPool” parent="connectionPool”
p:connectionFactory-ref="bindConnectionFactory2”

p:name="bind-pool2” />

id="bindConnectionFactory2” class="org. ldaptive.DefaultConnectionFactory”
p:connectionConfig-ref="bindConnectionConfig2” />

id="bindConnectionConfig2” parent="connectionConfig”

p: ldapUr l="%{idp. authn. LDAP. ldapURL2}”



ruseStartTLS="%{idp. authn. LDAP. useStartTLS2:true}”
:useSSL="%{idp. authn. LDAP. useSSL2: false}”
:connectTimeout="%{idp. authn. LDAP. connectTimeout2:3000}”
:sslConfig-ref="sslConfig2” /> « </beans>DHEIIZIEN

T T T T

</beans>

/opt/shibboleth-idp/conf/Idap.properties D& EH

idp. authn. LDAP. authenticator = aggregateAuthenticator < ldap-authn-config. xmlIZ3B0 L 7=zclass="org. ldaptive. auth.
Authenticator” MbeanMnamellZ &

## Connection properties #
idp. authn. LDAP, ldapURL

LDAPH—/NTDURL <« ZEHE

idp. authn. LDAP. ldapURL2 = LDAPH—/N2MURL « 810
idp. authn. LDAP. useStartTLS = true
idp. authn. LDAP, useStartTLS2 = true
#idp. authn, LDAP, useSSL = false

3000

#idp. authn. LDAP. connectTimeout

## SSL configuration, either jvmTrust, certificateTrust, or keyStoreTrust

idp. authn, LDAP, sslConfig = certificateTrust

| Bin(certificateTrusthkeyStoreTrust & FEE T BB IL ldap-authn—config. xmLIZ3B A0 L 7=LDAPH—/ 2 (Dclass="org. ldaptive. ssl.
SslConfig” MbeanMid% HE7E)

idp. authn. LDAP, sslConfig2 = certificateTrust?2 <« B0

## If using certificateTrust above, set to the trusted certificate’s path

idp. authn. LDAP. trustCertificates = LDAPH—/N1DFFEAE « T&E

idp. authn. LDAP. trustCertificates2 = LDAPH—/\2MDEFEAE <« BN

## If using keyStoreTrust above, set to the truststore path

idp. authn. LDAP. trustStore = LDAPH—/N1DF—A N7 « THE
idp. authn, LDAP, trustStore2 = LDAPH—/2DF — A N7 <« BN
(€=1:2))

# Search DN resolution, used by anonSearchAuthenticator, bindSearchAuthenticator
# for AD: CN=Users, DC=example, DC=org

idp. authn, LDAP, baseDN = LDAPH—/\1(DBaseDN « Z =

idp. authn. LDAP, baseDN2 = LDAPH —/X2(MBaseDN « Bl

idp. authn. LDAP. subtreeSearch = true

idp. authn. LDAP. userFilter = (LDAPH —/N1D1RZFRF —={user}) <« E&
idp. authn. LDAP. userFilter2 = (LDAPH —/2DtR3EF —={user}) < &M

# bind search configuration
# for AD: idp.authn, LDAP. bindDN=adminuser@domain. com

idp. authn. LDAP. bindDN = LDAPH—/N1MBindDN « ZE&

idp. authn. LDAP. bindDN2 = LDAPH—/N\2MBindDN « BHN

idp. authn, LDAP, bindDNCredential = LDAPH—/N1MDBindDN/X AT — K « ZE
idp. authn, LDAP. bindDNCredential2 = LDAPH—/X2MBindDN/X R 7 — K « 381N
(&88)

# LDAP attribute configuration, see attribute-resolver.xml
# Note, this Llikely won’t apply to the use of legacy V2 resolver configurations

idp.attribute. resolver. LDAP. LdapURL = %{idp. authn, LDAP. ldapURL}

idp.attribute. resolver. LDAP, LdapURL2 = %{idp. authn, LDAP. ldapURL2} <« &N

idp.attribute. resolver. LDAP. baseDN = %{idp. authn. LDAP. baseDN:undefined}

idp.attribute. resolver. LDAP. baseDN2 = %{idp. authn. LDAP. baseDN2:undefined} < &0

idp.attribute. resolver.LDAP. bindDN = %{idp. authn. LDAP. bindDN:undefined}

idp.attribute. resolver. LDAP. bindDN2 = %{idp.authn. LDAP. bindDN2:undefined} <« &0

idp.attribute. resolver.LDAP,. bindDNCredential = %{idp.authn. LDAP. bindDNCredential:undefined}

idp.attribute. resolver.LDAP. bindDNCredential2 = %{idp.authn, LDAP. bindDNCredential2:undefined} <« &N
idp.attribute. resolver.LDAP, useStartTLS = %{idp.authn. LDAP. useStartTLS: true}

idp.attribute. resolver. LDAP. useStartTLS2 = %{idp.authn. LDAP. useStartTLS2:true} <« BN

idp.attribute. resolver.LDAP. trustCertificates = %{idp.authn.LDAP. trustCertificates:undefined}

idp.attribute. resolver.LDAP. trustCertificates2 = %{idp.authn.LDAP. trustCertificates2:undefined} < &N
idp.attribute. resolver.LDAP. searchFilter = (LDAPH—/N1D# %+ —=$resolutionContext.principal) « ZTHE
idp.attribute. resolver.LDAP, searchFilter2 = (LDAPH—/\2M# % ¥ —=$resolutionContext. principal) < BN

idp.attribute, resolver.LDAP, returnAttributes = cn, homephone, mai |



/opt/shibboleth-idp/conf/attribute-resolver.xml M &% E#l

<resolver:DataConnector id="myLDAP” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp. attribute. resolver.LDAP. ldapURL}”
baseDN="%{idp. attribute. resolver. LDAP, baseDN}”
principal="%{idp.attribute. resolver.LDAP.bindDN}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential}”
noResultIsError="True” « &0
useStartTLS="%{idp.attribute. resolver. LDAP. useStartTLS:true}”>
<resolver:FailoverDataConnector ref="myLDAP2” /> « BiN(dck YETICEBMT ZHENHY F9)
<dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver.LDAP. searchFilter}
D
</dc:FilterTemplate)>
{dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<sec:Certificated}{idp.attribute. resolver.LDAP. trustCertificates}</sec:Certificate>
</dc:StartTLSTrustCredential)>
</resolver:DataConnector>
L LT of7% 380
<resolver:DataConnector id="myLDAP2” xsi:type="dc:LDAPDirectory”
ldapURL="%{idp.attribute. resolver.LDAP. ldapURL2}”
baseDN="%{idp.attribute. resolver. LDAP. baseDN2}”
principal="%{idp.attribute. resolver.LDAP.bindDN2}”
principalCredential="%{idp.attribute. resolver.LDAP.bindDNCredential2}”
noResultIsError="True”
useStartTLS="%{idp.attribute. resolver.LDAP. useStartTLS2:true}”>
<{dc:FilterTemplate>
<I[CDATAL
%{idp.attribute. resolver,LDAP. searchFilter2}
1>
<{/dc:FilterTemplate)
<dc:StartTLSTrustCredential id="LDAPtoIdPCredential” xsi:type="sec:X509ResourceBacked”>
<{sec:Certificated%{idp.attribute. resolver.LDAP. trustCertificates2}</sec:Certificated
</dc:StartTLSTrustCredential>
<{/resolver:DataConnector>

attribute-filter.xmlDZ & (XDataConnector "myLDAP" ICTF— 9 AR DM SARWMEA TS —E LTHRILDICL, 7ML FA—N—EBE LT
DataConnector "myLDAP2" B 5O TT — ¥ 5 RFRT DREICHRY X T,

1 1DBOHEERRK. A—OIDAEROLDAPY Y — LICHEET 2 CHEICAY £ DT, uidh 2 ORHEHL S BWEE I MDOLDAPEE %
ID(principal)& LTES &SI LTI L,

Shibboleth IdP 3D E BRI E
BRI DR—IICFEE

(D LR T TN LT LW B Extended 7 O —lddeprecated & % ¥) Shibboleth IdP/A—< 3 V5 THIRE N B FETT, RIT/N—U 3V TLYFiEE%
Fo TWBHIEMFANDRITE THREFCEE W,

UFTANTHELAMRBELAFEEZRAL TVI A, 33LURTHNIEE VABNTEMLEEGNRRTE DMFAICL 2755 TE5R<
EEW,

e T O—DREEL
® PasswordzB5l 7 0 —MDExtended 7 0 —
* 5E

Shibboleth IdP 3LABEDBEREREEREICOVWTD RF 2 AV M TT, 41UBTELXHIKBICERICAY ELEOTERICEELAZRRICR>TEY X
To ARFIXAY MISAML2OTRIIDYIWEZATHIIEEBMELTHEY. SAMLTIRRATT (LevelXEAWERIERIETEEEA) ©

1 SAML1ZED ZEICE WAREDHWZTIETE S I & 28T B 78, SPICH W Tidshibboleth2 xmlZ TSAMLT D#REZ HEMLT 22 & %
BEHLET,

ARFaAVNCHEATIREIVT IR ERAE7O—OBEFRETRICTLES,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20027351
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

1 Z ZTRemoteUserld/S2 7 — K3

=

BLARE7O—TESBATLLESTV, o LNV EDOHISHITFERRF XY

HEE V54T v MERER
FMEBDOEDT, fIRE LTERALTWET,

SMIEAVTIRS BEFR SBEE7 A—
urn:mace:gakunin, jp:idprivacy:ac:classes:Levell Levell Password
urn:mace:gakunin, jp:idprivacy:ac:classes:Level2 Level2 RemoteUser

urn:mace:gakunin, jp:idprivacy:ac:classes:Level3 Level3 X509

ZOFREAYT VAN EIEBIC. Password P X509EBEE DRIV TV A M 2> TVWETHA. I TIHEALEHEA.

ZEDFBATHERAT 2SPICDVWTFRICRLET,
SP ERY B8
sp, 7L
SPb urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
SP,

urn:mace:gakunin, jp:idprivacy:ac:classes:Level2

SPd urn:mace:gakunin, jp:idprivacy:ac:classes:
Level3

BRIt 7 0—oiEL
RE

. BRICEREER A DR 7 O— A BT 272512, conf/authn/authn. properties®idp. authn. favorSS0%& 7> 3 X >~ k Ltruell B2 EL £ 9,

conf/authn/authn.properties

#f Whether to prioritize "active” results when an SP requests more than

#f one possible matching login method (V2 behavior was to favor them)
-ftidp. authn, favorSS0 = false

+idp. authn, favorSSO = true

2. REWF 7 O—DsupportedPrincipals 7A/NF 4 ICFEEEEBMULE T,

SEE70O0— supportedPrincipals 7O/¢F «
Password AT Dshibboleth, AuthenticationFlow CEZER ST \L)SsupportedPrincipals, Levell
RemoteUser Level2, Levell

X509 Level3, Level2, Levell

ERADOHREDREDRIADOH & LTHEIFTHY EY., RBIGERT 2581 B&A



conf/authn/authn.properties

@@ -56,10 456,11 @@
# Unset if using customized Principals per validator
#idp. authn. Password. addDefaultPrincipals = true
#f The Principal collection below is the typical default if not otherwise noted.
-#idp. authn. Password. supportedPrincipals = ¥
-# saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport, ¥
- saml2/urn:oasis:names:tc:SAML:2, 0:ac:classes:Password, ¥
- saml1/urn:oasis:names:tc:SAML: 1, 0:am:password
+idp. authn. Password. supportedPrincipals = ¥
+ saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
+ saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
+ samll/urn:oasis:names:tc:SAML: 1, 0:am:password, ¥
+ saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
# Validators are controlled in password-authn-config. xml

ittt Password Backends #ift
@@ -97,7 +98,9 @@
idp. authn, RemoteUser, supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes: X509, ¥
saml2/urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient, ¥
- saml1/urn:ietf:rfc:2246
samll/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell

+ + +

#i#t RemoteUserInternal fiiit

@@ -137,7 +140,10 @@

idp. authn, X509, supportedPrincipals = ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes: X509, ¥
saml2/urn:oasis:names:tc:SAML:2,0:ac:classes:TLSClient, ¥
saml1/urn:ietf:rfc:2246
samll/urn:ietf:rfc:2246, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level3, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Levell

+ + + +

fiHt X509Internal #ittH

3. conf/relying-party. xmldDshibboleth. DefaultRelyingPartyPIMSAML2. SSOI-defaultAuthenticationMethods 7 O/XF7 1 #EL X,



conf/relying-party.xml

<bean id="shibboleth.DefaultRelyingParty” parent="RelyingParty”>
<property name="profileConfigurations”>
<list>
<bean parent="Shibboleth.SS0” p:postAuthenticationFlows="attribute-release” />
<ref bean="SAML1.AttributeQuery” />
<ref bean="SAML1.ArtifactResolution” />
<bean parent="SAML2, SS0” p:postAuthenticationFlows="attribute-release” />
<bean parent="SAML2.SS0” p:postAuthenticationFlows="attribute-release”>
<property name="defaultAuthenticationMethods”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean>
<ref bean="SAML2.ECP” />
<ref bean="SAML2.Logout” />
<ref bean="SAML2.AttributeQuery” />
<ref bean="SAML2.ArtifactResolution” />
<ref bean="Liberty.SS0S” />
</listy
<{/property>
</bean>

+ 4+ + A+ o+ o+

'Z\E’G‘i)TLLiReringPartyOverridesO)ti 2 DSAML2.SSOICERARDEEEEBIML TS,
4. ZORETHEDL D 515 DEYHFBINTLELALTELIYELNILORREN KD 5N B15EE. authn.properties® idp.authn.*.order
EHRELTLEIY, "J ESL\M sEDorderz/NEWHICTHIE, KUBWEBEETRRINZLDICARYET,

Zg)
KRB DHE

. SP,HE LKIESP ANLIAPIC Y #A4 LY hEhd &, LevellDPasswordREE7 O—DA T A Y R—IHFRRENET,
2. SP M 5IdPIC 'J'S7'f LY hEnhsdE&, Level2RemoteUsersBEE7 O— D7 DOT A Y R—I PS4 FATHPERRINET,
3. SPdi)\bldPh_ DALY hENBE, Level3DX5095REE 7 O—DOY A Y R—IMBWRRINE T,

Leve 1A' RREEE A DIFE

. SPELIESP N BIAPIC) 1 L U hEhB &, LevellDPasswordiBEE 7 O —A'EEEEA D7 1 —FRREE S L < [FFRFROSPOEE A

i’%Téhi?
2. SP.ABLIPIZY 4 LI hEh2d &, Level2DRemoteUsersBEE 7 O— Db DOT A Y R—=IPFA FTATHRTEINET,

3. SPde‘bIdPL_'J‘9'f LY hENhd &, Level3MX5098R 7 O— DA T A Y R—IPRRINET,
Leve 2AFREEF A DIHE

1. SP,H L IESP A BIAPICY 1 LY & B &, Level2DRemoteUsersBil 7 O —AEREEF# D7z 1—HRBEE S L < IEFRFRDOSPOE

EARTINET,
2. SPHBIPICY 1LY hEhd &, Level2MRemoteUsersBsE 7 A —A'GREEE A D2 1 —HRABEED L < SPOBEARTSNET,

3. Sde\bIdPL.'J9’f LY hEh3 &, Level3MX509:R8E 7 O— DAYV A Y R—IDARRINET,

Leve I3N'RREEZE A DIFE

. SPH L ISP ANSIAPIC 4 L U bEhd & Leve 3DX509885E 7 A — A" REEE A D7c b 1 —HRBREES L < IFRIEOSPOEEANRT

é?‘LiTo
2. SP.ABIPICY A4 LI hEh 2 &, Level3DX509585E 7 A —ARREAEEA D 1 —FRAZTEE S L < IIBEHROSPOBEEARTINET,

3. SPde‘ SIdPICY 41 LU hENB &, Level3MX509585 7 O —H'RECEADH I —FREBES L < IR OSPOBEIRTEINET,

Passwords25E 7 O —MExtended 7 O—

1. A7 O —DREBILDEREET> TSI,
2. conf/authn/authn, properties Mauthn/Password(CExtended 7 A—TCHIAE$ BLevel2, Level3ZEBIML T,



conf/authn/authn.properties

saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
saml1/urn:oasis:names:tc:SAML:1.0:am:password, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Levell, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Level2, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level3

#f Validators are controlled in password-authn-config. xml

+ + +

3. conf/authn/password-authn-config. xnl CExtended 7 O —Mbeanz 7Y A XV b L, FROBEETVET., B LUK T 7M1 ILICTDELITE
ELRITNIE, FERITOIDEICZOEHDEBALTLEI N,

® shibboleth. authn, Password. ExtendedF lows®c:_0IC, Extended” A— & 3 % RemoteUser & X509% 8 EL £ 9,
® shibboleth. authn. Password.PrincipalOverridell, PasswordsRiE”7 O— CiRELT Slevel1ZEBIMML £9, Level2*Level3%FRWTLY
5EZBNKRAVMTT,

conf/authn/password-authn-config.xml

<I--
Configuration of "extended” login methods to offer in the password login form
The String bean is a regular expression identifying the flows to offer. These flows
must also be enabled at the "top” level to be available for use
The ExtendedF lowParameters bean can be used to transfer custom parameters from the
login form into the context tree for use later by other flows
The last bean provides the set of custom Principals to use for results produced by the
Password flow itself. You would use this if you need the Password flow to run as a shell
to run the "extended” login methods, but want to Limit its own results more narrowly
-—>
- <!__
- <bean id="shibboleth. authn.Password. ExtendedF lows” class="java. lang.String” c: 0="" />
+ <bean id="shibboleth.authn.Password. ExtendedF lows” class="java. lang.String” c: 0="RemoteUser|X509” />
<util:list id="shibboleth.authn,Password, ExtendedF lowParameters”)
<Jutil:list>
<util:list id="shibboleth.authn.Password.PrincipalOverride”)
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAMLTAuthenticationMethod”
c:method="urn:oasis:names:tc:SAML:1.0:am:password” />

+ ===

+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
Jutil:list)

- -

4. Shibboleth IdP 4.18 & U'4.2IC1&/N T h¥d W £ 3 D TFE) TaddDefaultPrincipals&falselc L TL 72X W,

conf/authn/authn.properties

# Unset if using customized Principals per validator

-#idp. authn. Password. addDefaultPrincipals = true

+idp. authn, Password. addDefaultPrincipals = false

# The Principal collection below is the typical default if not otherwise noted.

5. Shibboleth IdP 4.0.08 £ V4.0. 12 BHEVDBEB L VCUBEDON—2 3 Y TEUBIONRA—S 3 v 57y 75— ML TWBIEAIE. loginvmic
NTRHYBMDORY VHBRRINELEADT, UTFOBEET>TLEIL,



views/login.vm
#end

#foreach ($extFlow in $extendedAuthenticationF Lows)
#if ($authenticationContext. isAcceptable($extFlow) and $extFlow.apply(profileRequestContext))

+ #tif ($authenticationContext. isAcceptable($extFlow) and $extFlow. test(profileRequestContext))
{div class="form-element-wrapper”>

<button class="form-element form-button” type="submit” name=" eventId $extFlow.getId()”>
#springMessageText (”idp. login. $extF low. getId(). replace(’authn/’,’’)”, $extFlow.getId().replace(’ authn

’

7))

e 0)

EZSPHOSIAPICY ¥4 L U hINBFICKRR SN B PasswordiBiE 7 O—DO S (1 Y R—IUETFRICRLET,
1. SP,B L USP, 1 >DHE
PasswordiRsE 7 O— D7z ®D [Usernamel & TPassowrd] M7 #—4A& Tloginl R¥ >, & UVExtended 7 O— T %RemoteUsersRiE 7
O—&X509835F 7 A— D7 DR 4 >~ TRemoteUser] & TX509] ARRINET,

G) lLogin] &RYVOEKABLTHSOHLLWTTH, Extended7 O—%FIAT 2HBEIELEED T +—L4 ( TUsername] &
[Passowrd] ) DAAIERETT,

B11. SPad L U'SPbH 5 DiFH

2. SPALOBAE
Extended 7 0 — T %RemoteUsersBiE 7 0 — & X509 E 7 O—D7=HDR4 >~ TRemoteUser] & TX509] ARRENET, LevellD
PasswordSREF 7 O—lidRRENEH A,
Bl2. SPch 5 DIFE




3. SP A BDIRE
d
Extended 7 B— D > Hleve l3LAETH BX5095RE 7 O —D=HDRY > [X509] ARFRENZKT, LevellDPasswordsBEE7 0 —, B & Ulev
el2DX509:RE 7 O—FR RS NFEH AL
Bl3. SPdH 5 DIFE

0 lentity Provider

%

BELGHRIO—%Z2RETSBLT, BELLBRFa AV METRICRLET,

® [Shibboleth wiki] AuthenticationConfiguration
® [Shibboleth wiki] AuthenticationFlowSelection
® [Shibboleth wiki] PasswordAuthnConfiguration|ExtendedFlows

D"Extended Flows"
® [Shibboleth wiki] Orchestrating Multiple Authentication Methods and Contexts - The Multi-Context Broker (MCB)
® [Shibboleth wiki] Configuring the IdP for the Multi-Context Broker Model
® [Shibboleth wiki] Replicating Multi-Context Broker Functionality (Duo + Username/Password with user-opt-in forcing Duo)
® [Shibboleth wiki] SP-driven Duo opt-in

() v O 5%isystem/ LT 7 7 M L EREL TWBEMAHY ZTHMERINTVEHA)

* 3.3@iF

[Shibboleth wiki] MultiFactorAuthnConfiguration

MultiFactor&2iE 7 0 —(MFA) % A\ = BB &
BRI DR—|ZFE)

® H@FXE (General Configuration)

* BEiEMZ 7 O0—RIR (Directly Selecting Flows)

e OS5 ATH7A—&EIR (Programmatically Selecting Flows)
* EBRO5EL%A Y hO—Jb (Full Control Over Transitions)

* &

Shibboleth IdP 3.3& W A & 7zMultiFactorsBiE 7 O —(MFA)DEREIEREICDOWTD RF a2 XY hTF, ARF 2 A Y MESAML 2.0TEREEDTIW & 2
T2 &HBEMELTHY,. SAMLTIEHRATY (LevelXEAWRERIITEEEA) &

1 SAMLTZMED ZEICE WAREDHMZ TR TE S I &2 T B 78, SPICH WL Tidshibboleth2 xmlZ TSAMLT D#EEZ=HEMLT 2 I & %
B#HLET,

MultiFactorsBsE7 O—ik, Y TRV ULEMARIEY —7 YV A% 3 -OICERORE 70— 42 lAAahbtE 5 R0 ) S age i RE® L X
ER

B E (General Configuration)
MultiFactorsR5E 7 O— D& E I&. conf/authn/mfa-authn-config. xml CTWE T,
F7=. conf/idp.propertiesMidp.authn. flows TMultiFactorfREE7 O—%2BMICL T, FRITNEmE LT, MultiFactorfBiE 7 A—HSIL—ILP R Y

DT RENLTHUHEINZREE 70—V TIE, BEIL TOWARWAETHUKRIM 7 O—1RITEINdHE LW, idp.authn. flowsTIEBEIC
FTRETRHAVWEINTWVWET,

conf/idp.properties

#f Regular expression matching login flows to enable, e.g. IPAddress|Password
-idp.authn, flows= Password
+idp. authn, flows= MFA


https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631601/AuthenticationConfiguration
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631603/AuthenticationFlowSelection
https://shibboleth.atlassian.net/wiki/spaces/IDP4/pages/1265631611/PasswordAuthnConfiguration#Advanced-Features
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805325/Orchestrating+Multiple+Authentication+Methods+and+Contexts+-+The+Multi-Context+Broker+MCB
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2499805331/Configuring+the+IdP+for+the+Multi-Context+Broker+Model
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2498461843/Replicating+Multi-Context+Broker+Functionality+Duo+Username+Password+with+user-opt-in+forcing+Duo
https://shibboleth.atlassian.net/wiki/spaces/IDP30/pages/2501050466/SP-driven+Duo+opt-in
https://wiki.shibboleth.net/confluence/display/IDP30/MultiFactorAuthnConfiguration
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

E#EM7 7 O—R4R (Directly Selecting Flows)

HEo BB —IVIE, RO 7 O—D K LABEIC. RICRITTZRE70—%2BELE T,

TEDHIIE. HZ#ICPassword:

SREET7 A—DFREEABINT B LRI E MY F T,

conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. —-—>
<entry key="">
<bean parent="shibboleth.authn.MFA, Transition” p:nextFlow="authn/Password” />
</entry>

<I-- If that returns "proceed”, run authn/X509 next. -->
<entry key="authn/Password”>

<bean parent="shibboleth.authn. MFA. Transition” p:nextFlow="authn/X509” />
<{/entry>

<l-- An implicit final rule will return whatever the second flow returns. -—>
</util:map>

7045 A T0O70O—RR (Programmatically Selecting Flows)
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conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. ——>
<entry key="">
<bean parent="shibboleth, authn. MFA. Transition” p:nextFlow="authn/Password” />
<{/entry>

<I--
Second rule runs a function if authn/Password succeeds, to determine whether an additional
factor is required
-—>
<entry key="authn/Password”>

<bean parent="shibboleth, authn. MFA, Transition” p:nextFlowStrategy-ref="checkSecondFactor” />
<{/entry>

<l-- An implicit final rule will return whatever the second flow returns. -—>
</util:map>

<l-- Example script to see if second factor is required. —->
<bean id="checkSecondFactor” parent="shibboleth.ContextFunctions.Scripted” factory-method="inlineScript”
p:customObject-ref="shibboleth.AttributeResolverService”>
<constructor-arg>
<value>
<I[CDATAL
nextFlow = "authn/X509”;

// Go straight to second factor if we have to, or set up for an attribute lookup first.
authCtx = input.getSubcontext(”net.shibboleth. idp.authn. context.AuthenticationContext”);
mfaCtx = authCtx.getSubcontext(”net.shibboleth. idp.authn.context.MultiFactorAuthenticationContext”);
if (mfaCtx. isAcceptable()) {
// Attribute check is required to decide if first factor alone is enough
resCtx = input.getSubcontext(
"net.shibboleth. idp.attribute. resolver. context.AttributeResolutionContext”, true);

// Look up the username

usernameLookupStrategyClass = Java. type(”net.shibboleth. idp. session. context.navigate.
CanonicalUsernameLookupStrategy”);

usernameLookupStrategy = new usernameLookupStrategyClass();

resCtx. setPrincipal (usernameLookupStrategy. apply(input));

// resolve the attribute to determine if a first factor is sufficient
resCtx. getRequestedIdPAttributeNames().add(”allowedLoginMethods”);
resCtx. resolveAttributes(custom);

// Check for an attribute value that authorizes use of first factor.

attribute = resCtx.getResolvedIdPAttributes().get(”allowedLoginMethods”);

valueType = Java. type(”net.shibboleth. idp.attribute.StringAttributeValue”);

if (attribute != null & attribute.getValues().contains(new valueType(”Password”))) {
nextFlow = null;

}
input. removeSubcontext(resCtx); // cleanup
}
nextFlow; // pass control to second factor or end with the first
1>
</value>
</constructor-arg>
</bean>

B nsE£7% 3> kO—Jb (Full Control Over Transitions)

BHEEMLI—ILERIET B729HIC. Spring WebFlow( Ry MIEIWTRRICBBAHETEET,
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urn:mace:gakunin, jp:idprivacy:ac:classes:Levell  Levell /SZX7—R
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(H%B54+) RemoteUser OR X509

urn:mace:gakunin. jp:idprivacy:ac:classes:Level3 | Level3 RemoteUser AND X509
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1. conf/authn/mfa-authn-config. xml T&LevellCIs U= SRR EEITVE T,

conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn.MFA. TransitionMap”>
{I-- First rule calls a flow to display a view to select a method to run. —=>
<entry key="">
<bean parent="shibboleth.authn.MFA. Transition” p:nextFlow="custom/methodChooser” />
</entry>

{I-- Second rule decides what to call based on event signaled by the view. -——>
<entry key="custom/methodChooser”>
<bean parent="shibboleth, authn. MFA. Transition”>
<property name="nextFlowStrategyMap”>
<map>

<I-- Maps event to a flow —-)

<I-- Levell —=>

<entry key="ChooseLevell” value="authn/Levell” />

<I-- Level2 -=>

<entry key="ChoosePassword” value="authn/Password” />
<entry key="ChooseRemoteUser” value="authn/RemoteUser” />
<entry key="ChooseX509” value="authn/X509” />

<I-- Level3 -=>
<entry key="ChooselLevel3” value="authn/RemoteUser4lLevel3” />
</map>
</property>
</bean>
<{/entry>

<l-- Level3 -->
<entry key="authn/RemoteUser4Level3”>

<{bean parent="shibboleth.authn.MFA. Transition” p:nextFlow="authn/X509” />
<{/entry>

{I-= An implicit final rule will return whatever the final flow returns. ——>
</util:map>

Level2, Level3TRM BB 7 A—%2FEA L2 WESIX16TEN 5231TE. L UB1TEDentr»E2EELE T,
2. FR77M4NVEY I O—RLTRELEY,

7714V E EELETI1LI MY

methodChooser-flow.xm| = flow/custom/methodChooser/


https://certs.nii.ac.jp/document/119
https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/methodChooser-flow.xml?version=1&modificationDate=1519362911000&api=v2

chooser.vm views/

Level2, Level3 TR A BRI 70— % F A L 7= 5A1E. methodChooser—flow. xmldD304TH M Password|RemoteUser |[X509 D& &, 3747 N
540fTE D<transitiond, B L V47TEH H5491T7H D<end-stated> xEBL X T,

methodChooser-flow.xml

{view-state id="DisplayChooserWebViewForLevel2” view="chooser”>
<on-render>
<evaluate expression="environment” result="viewScope.environment” />
<evaluate expression="opensamlProfileRequestContext” result="viewScope.profileRequestContext” />
<evaluate expression="opensamlProfileRequestContext.getSubcontext(T(net.shibboleth. idp.authn. context.
AuthenticationContext))” result="viewScope.authenticationContext” />
<evaluate expression="authenticationContext.getAvailableFlows().values().?[id matches "authn/
(Password|RemoteUser|X509)" 1”7 result="viewScope. avai lableAuthenticationFlows” />
<evaluate expression="authenticationContext.getSubcontext(T(net.shibboleth. idp.ui.context.
RelyingPartyUIContext))” result="viewScope. rpUIContext” />
<evaluate expression="T(net.shibboleth.utilities. java.support.codec. HTMLEncoder)” result="viewScope.encoder” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeRequest()” result="viewScope. request” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeResponse()” result="viewScope. response” />
<evaluate expression="flowRequestContext.getActiveF low().getApplicationContext().containsBean(’ shibboleth.
CustomViewContext’) ? flowRequestContext.getActiveFlow().getApplicationContext().getBean(’ shibboleth.CustomViewContext’) :
null” result="viewScope. custom” />
</on-render>

{transition on="ChoosePassword”  to="ChoosePassword” />

<transition on="ChooseRemoteUser” to="ChooseRemoteUser” />

{transition on="ChooseX509” to="ChooseX509” />
<{/view-state>

<I-- Levell -=>
<end-state id="ChooselLevell” />

<I-- Level2 -=>

<end-state id="ChoosePassword” />
<end-state id="ChooseRemoteUser” />
<end-state id="ChooseX509” />

<I-- Level3 -->
<end-state id="ChooselLevel3” />

3. LevellD/R2R7— REBEEEAELET,

# mkdir -p flows/authn/Levell

# cp system/flows/authn/password-authn-flow. xml Level1-flow. xml

# cp system/flows/authn/password-authn-beans. xml Levell-beans. xml

#f sed -i ’s/password-authn-beans. xml/Levell-beans. xml/" Levell1-flow. xml

4. Level3MRemoteUsersRiE#AEL X9,

# mkdir -p flows/authn/RemoteUserdlevel3
# cp system/flows/authn/remoteuser-authn—flow, xml flows/authn/RemoteUser4lLevel3/RemoteUserdleve l3—f Low, xml
# cp system/flows/authn/remoteuser-authn-beans. xml flows/authn/RemoteUser4Level3/RemoteUserdleve l3-beans. xml

#f sed -i ’s/remoteuser-authn-beans. xml/RemoteUserdlLevel3-beans. xml/’ flows/authn/RemoteUser4Level3/RemoteUserdLeve l3-f Low. xml
# sed -i 's/remoteuser-authn-config. xml/RemoteUserdLevel3-config.xml/” flows/authn/RemoteUser4lLevel3/RemoteUserdlLevel3-beans
xml

# cp conf/authn/remoteuser-authn-config. xml conf/authn/RemoteUserdlLevel3-config. xml
# sed -i 's, Authn/RemoteUser, Authn/RemoteUser4lLevel3,’ conf/authn/remoteuser-authn-config. xml

# cp webapp/WEB-INF/web. xml edit-webapp/WEB-INF/web. xml


https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/chooser.vm?version=1&modificationDate=1519362929000&api=v2

edit-webapp/WEB-INF/web.xml

@@ -113,4 +113,15 @@
</servlet-mapping>

<l-- Servlet protected by container used for RemoteUser authentication (Level3) -->
<{servlet>
<servlet-name>RemoteUserdleve [3AuthHand ler<{/servlet-name>
<servlet-classdnet. shibboleth. idp. authn, impl. RemoteUserAuthServlet<{/servlet-class>
<load-on-startup>2</load-on-startup>
<{/servlet>
<servlet-mapping>
<servlet-name>RemoteUserdlLeve l3AuthHandler</servlet-name>
<url-pattern>/Authn/RemoteUser4Leve L3</url-pattern>
</servlet-mapping>

+ 4+ 4+ A+ A+ +

<I-- Servlet protected by container used for X.509 authentication —-->
<{servlet>

# bin/build. sh

5. Shibboleth IdP 3D &EE %

SRFEICHEV., conf/authn/general-authn, xmlDEZEEAE L X T,

conf/authn/general-authn.xml

@@ -54,21 +54,89 @@
<bean id="authn/External” parent="shibboleth.AuthenticationFlow”
p:nonBrowserSupported="false” />

<bean id="authn/Levell” parent="shibboleth.AuthenticationFlow”)>
<property name="supportedPrincipals”’>
<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
<{/property>
</bean>

<bean id="authn/Level2” parent="shibboleth.AuthenticationFlow”)>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Level3” parent="shibboleth.AuthenticationFlow”>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Password” parent="shibboleth.AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>
<property name="supportedPrincipals”’>

B T T i A S s ST S s T T s s o o T S S S S e e s =


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26186832

<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAML1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1, 0:am:password” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean>

T T i A S s T S e i

<bean id="authn/RemoteUser” parent="shibboleth.AuthenticationF low”
p:nonBrowserSupported="false” />
p:nonBrowserSupported="false”>
<property name="supportedPrincipals”>
<list>
<!-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

</listd
</property>
</bean>

B s T i i s T i

<bean id="authn/RemoteUserInternal” parent="shibboleth, AuthenticationFlow” />

<bean id="authn/X509” parent="shibboleth.AuthenticationF low”
p:nonBrowserSupported="false”>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:X509” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient” />
<bean parent="shibboleth, SAML1AuthenticationMethod”
c:method="urn:ietf:rfc:2246” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

+ + 4+ 4+ +

</list>
</property>
</bean>

@@ -89,3 +157, 14 @@

- <bean id="authn/Password” parent="shibboleth. AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true” />

+ <bean id="authn/RemoteUser4dlLevel3” parent="shibboleth.AuthenticationFlow”

+ p:nonBrowserSupported="false”>

+ <property name="supportedPrincipals”’>

+ <list>

+ <I-- GUARD -->

+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
+ </list>

+ <{/property>

+ </bean>

@@ -112,22 +191,29 @@
<bean id="authn/MFA” parent="shibboleth, AuthenticationFlow”



p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>
<I--
The Llist below almost certainly requires changes, and should generally be the
union of any of the separate factors you combine in your particular MFA flow
rules. The example corresponds to the example in mfa-authn-config.xml that
combines IPAddress with Password
-
<property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth, SAML1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1, 0:am:password” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin, jp:idprivacy:ac:classes:Level3” />

+ + 4+ 4+ + + +

</list>
</property>
</bean>

6. Level2MPasswordZ3EE 7 O—ICHBADIPT KL XL v Y (FEflTi1d203.0.113.0/24) 2% EL £ T,

conf/authn/general-authn.xml

@@ -90,3 +90,4 @@
<bean id="authn/Password” parent="shibboleth.AuthenticationFlow”

+ p:activationCondition-ref="authn. PasswordActivationCondition”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>

@@ -241,1 +242,9 @@

<I--

Activation Condition

-=>

<bean id="authn.PasswordActivationCondition” class="org.opensaml.profile. logic. IPRangePredicate”
p:httpServletRequest-ref="shibboleth. HttpServletRequest”
p:ranges="#{ ’203.0.113.0/24" }”" >

+ 4+ + 4+ + 4+ +

</bean>
</beans>
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