A—HICL BREAARNRIRTE Z8E

DUTFCERAARNEBIRTE B/ERAZE (Extended70—) ZFALTVETA, 33LUKTHNIE L VAANTEMLEEFHNEIRTE Z2MF
AICEBHES BRI L,

(D BICTOTPE DHEFIINGTET DT, TOTPARIEARD—D & L GRIRS E-WESIRMFAICE 255545 TREC 2E W,

HLLIE. RRIETIDLUTDforkTHE L TWAAREMELHY EFTDOTHRALL LIV, RIEREFREFREHBVALIFTELELLEN
TY,
https://github.com/joeFischetti/Shibboleth-IdP3-TOTP-Auth

1.1 LC®HIC

XAMRE LT, TEF2 T4 LANIVERELALSPICHT 2585E] B"EEEATHZELET,
AAZa—TlE IdPEHRITAXLET,

OJ4 VEICHRSPHAMERTERRIAREI—FNRBIRLTATA v TEELIICRYET,
X2 TRISAT Y MNIAZERARENTAZ I - ID//XRT—ROAANBRERL, SPICTIEATEET,

2. £BEIF—TI

LFD&DREETITVEY,
FIEELRO LEDERNS, FREEDTILESI L,

- Passwordz2iE 7 01— D& E

BATF®D & 5 12 /opt/shibboleth-idp/conf/authn/authn.properties#Z&E L £ 7,
% TLevel3] [FEBMET. [level2] OHBJEEEBMLET,

(€12

saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtectedTransport, ¥
saml2/urn:oasis:names:tc:SAML:2. 0:ac:classes:Password, ¥
saml1/urn:oasis:names:tc:SAML: 1, 0:am:password, ¥
saml2/urn:mace:gakunin. jp:idprivacy:ac:classes:Levell, ¥
saml2/urn:mace:gakunin, jp:idprivacy:ac:classes:Level2

#f Validators are controlled in password-authn-config.xml

(&B%)

- Extended 7 O— DR E

LUF®D & 5 12 /opt/shibboleth-idp/conf/authn/password-authn-configxml2 Z&E L £,
¥ X509 (FEREE Y. TRemoteUser] DHBRELET,

X4.2h HExtended 7 A—DH Y FILHHIRINTHY DT, HRETOITLICUTORFHRYIEHRALFT,

<bean id="shibboleth.authn.Password. ExtendedF lows” class="java. lang.String” c: 0="RemoteUser” />
<util:list id="shibboleth, authn.Password. ExtendedF lowParameters”>
{Jutil:list)
util:list id="shibboleth.authn.Password.PrincipalOverride”>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2, 0:ac:classes:Password” />
<bean parent="shibboleth. SAML1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML:1.0:am:password” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
Jutil:list)
</beans>
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https://github.com/joeFischetti/Shibboleth-IdP3-TOTP-Auth

E#IC4.2 OO0 1 VEETIdExtended 7 O—DA— RHHIRENTHY EFT DT, RTDEDTEBEHRZIET,

# wget https://ex-ds.gakunin.nii.ac. jp/login.vm
# chown root:root Llogin.vm
# mv -f login.vm /opt/shibboleth-idp/views/

3. Flg&E

THROBREFIEEEZSRL. FEETVET,
KEBHOREMBICBERAZBETNAVLIICLTLEE L,
XEIEERD PasswordiREF 7 O—DExtended 70— #EREL. HRLZET,

* BREFIEE

4. BY1EHESR

XHERFIBORBICEEH SN TWS [EEREROSP] &, BAFALTVWE7zFL—YavickoT
TOERRENEDYET, (EB5H DT7FL—2avIilsMULTHATERZREICLTBLWTLEZTY, )

EBEIF—7x5L—ay | https)//ex-sp.gakunin.nii.ac.jp/

FAMNZzFL—Y 3y https://test-sp1.gakunin.nii.ac.jp/
@ BEH. JettyDBEHZ1T> TAWEEIIT> T LI,

systemctl restart jetty

@ EBENMERAT 2SPOEBRBBAR—JICTI/EALET,

) 1FEEVIRSN/IBSE https://ex-sp-test0l.gakunin.nii.ac. jp/

@niMvRsvEIYYILET,
@ DSDFREET>TV2IHEE, MEMBEOEZREEIRRINZOT, EENMMERTSIIPERIRLET,

O RIANERIRT Z2EBEHIRTINDEIOTTH, SEMMERTZSPOEF Y F 1 LRILHERERD
HEEHRELTWSBDT, RemoteUserihy > (7547 NIEBAE) OHRTIN, BIRABEE RV ET,

@ BEAGIHEZEDBERE VWD FA POTDPRRENDZIDT, NRELB IS TV MNEREEBIRL T,
OKRovEI)wILEYS,
XEEBUERAREMARIINZIBEIK. TOXEREEEZEELLET,
QDELL BUEZEOEAR—IHIRREINIEFEHELTIEI L,
® ZDRETENMEHRIEEDSPICT 7R T2E, X2 ) T4 LALAMENEHSSOICK YEREIN R XYy TSN T,
Q@ —E7ZUYERALCT. BERERADSPICT/ERALET,

EDHT WL EFERERADSPIZID/ /XA T — REBEETHRAI ABEETH B/, RIEAXNERIRT S
BEETIE. Loginih¥ > (ID//SRA7—RK) &RemoteUserR¥d >~ (U547 MNEBAE) D2 DODRY VHARRENET,

@ LoginR¥ > (ID//XRAT—R) %BIRT Z[EE. 1—FRENRRT—REAALTERIVEIY v I LTLEIW,
@R, ELBEZEOBRAR—UIRTINDEELEALTLESZ L,
® ZORETEENERTBSPICTIERATRE, EFa T4 LRUALBROTOERLEBEARTEINET,
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