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® OS. DNS, v h7—2, BZIRRASIIBREFHER>TWET, (Apache HTTP Server. mod_ssl®H 1 ¥ 2 k—ILiEH)
® CentOS7
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® Apache HTTP Server 2.4 & mod_ssl

® Shibboleth SP v3
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Apache Apache License2 0DEMHTY ) —RENZ 7Y —TA—F VY —RABRIORTZY kT —LDWebHh—NRY T KT 7,
HTTP Server
mod_ssl mod_ssli&OpenSSL% ff > TApache HTTP Server% &B{E DEE 51t (SSL(Secure Sockets Layer), TLS(Transport Layer Security)) (2

HHESEBEY 21—,
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SPH—NIZA VR M=ILT ZDIF.
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SP: Service Provider
S-SP: ShibbolethSP
IdP: Identity Provider
S-1dP: ShibbolethldP
DS: Discovery Service

Apache HTTP Server
+ mod_ssl

FERBETIISELInUXIZEPE SN TWEHDE LTFIRZRHL TWET, T3V RTSELnUXBREN IR TE X T,

$ /usr/sbin/getenforce

KT L TWAFTNIEsudod Y Y RERTL, rootA—HFTUEOIATY RERTTELIICLTLEIV, HETREOMRLELDZHTHY., RRE
TIRAYY R ECrootI— Y TORTOVEEDERELARIBL TSI W,

$ sudo -i

#

2.Shibboleth® 1 >~ X b —JU

1. repository 7 7 1 JLB1N

Shibboleth SPRMrepository7 7 1 L& S O—RKLET,

# curl -0 "https://shibboleth.net/cgi-bin/sp repo.cgi?platform=Cent0S 7’

yum|ZrepositoryZ 7 4 JL%&BINL £9,

# cp sp repo.cgi¥?platform=* /etc/yum. repos.d/shibboleth. repo

224X M=)
yumadv Y REFRT 54, KEEDFEDOHBunixODBCRELERFICA YA M—ILEIhET,

# yum install shibboleth
shibboleth/Yy r —2 DIkEFE., 1 VA M—ILBEFRRIN, 1 VA ML I2HDEEIHY £,

(FREg)
Is this ok [y/d/N]: y



AVRN=ILHREY, BRPTPGPEODA vV R— MIBEAL TRBI‘HY XT,

Retrieving key from https://shibboleth.net/downloads/service-provider/RPMS/repomd. xml. key
Importing GPG key 0x7DOA1B3D:

Userid : "security:shibboleth OBS Project <security:shibboleth@bui ld. opensuse.org>”
Fingerprint: 6519 b5db 7clc 8340 a954 ed00 73c9 3745 7d0a 1b3d
From : https://shibboleth. net/downloads/service-provider/RPMS/repomd. xml. key

LROWBEFTVWET, £BLVWTLELEIN? [y/N]

Fingerprint: ICRIRINTWEXFIIN LR E—BT 2 2 & #ERD L, yIENTER] Z AN L TLLZE W, E#IC2DEDPGPEDIERELHY £T DT,

Retrieving key from https://shibboleth. net/downloads/service-provider/RPMS/cantor. repomd. xml. key
Importing GPG key 0x02277962:

Userid : "Scott Cantor <cantor.2@osu. edud”
Fingerprint: dcaa 1500 7bed 9de6 90cd 9523 378b 8454 0227 7962
From : https://shibboleth. net/downloads/service-provider/RPMS/cantor. repomd. xml. key

EROUEETVEY., £BLVWTLLIH? [y/N]

Fingerprint: ICRIRSNTWEXFIN LR E—HT 2 & #AD L, y[ENTER] ZAHL TS W,

BB, OSA VR M—)LEZDIREETyum install shibbolethTA1 Y X =L &I B /Ry 5 —JEUTDOEY T,
(2023F7HBE, CentOS 712T)

shibboleth 3.4.1-1
Libcurl-openssl
liblog4shib2
Libmemcached
Libsaml12
libxerces-c-3 2
Libxml-security-c20
libxmltooling10
opensaml-schemas
unix0DBC
xmltooling-schemas

3. httpd &E

/etc/httpd/conf.d/ssl.confiC T, ServerName% i EL £7,

#ServerName www. examp le. com:443

U
ServerName ex-sp-test??.gakunin.nii.ac.jp:443 < SEEDIEHIFRLAR MEERE (?UTF, BIVIRONABESEZHRE)

4, shibd {25}
LFnax >y RTshibdaE2# L £ T,

#f systemctl start shibd < —EXDEE
#f systemctl enable shibd <4 —ERADBEEREIRE
Created symlink from /etc/systemd/system/multi-user. target.wants/shibd.service to /usr/lib/systemd/system/shibd. service.

3. U—ERDEE - FIEHE
H—EZ EEavY R Eikavwv K HEga<eY R

httpd systemctl start httpd | systemctl stop httpd = systemctl restart httpd



shibd systemctl start shibd | systemctl stop shibd = systemctl restart shibd

Xshibd & A#k, httpdESPDERE T 7 1) (shibboleth2.xml%F) #FHAHAAFET DT, RET7 7 M IINAEEE LB IZhttpd DBEEEHE L < ITBHHAH
(reload) B HHETITI LIICLTLEIV, httpdIZE £ 5 ShibbolethE Y 2 —Jb(mod_shib) A Y%7 7 1 L &2 FHZAHAHE T,

AYVAM=IDEBTLED, 4 MEBREDOREET>TTEW.


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21443809

	インストール（SP）

