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of Metadata Signing Certificate for SPs)
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@ English version is here.
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SHA256 Fingerprint=5E:D6:A8:C5:E9:30:49:3F:B4:BA:77:54:6A:FB:66:BA:14:7D:CB:50:5B:EF:0F:D9:7C:26:04:C2:D9:36:FD:81
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> openssl x509 -in gakunin-signer-2017.cer -fingerprint -sha256 -noout
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£4 (unified diffg=)

{MetadataProvider type="XML” validate="true”
uri="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”
+ uri="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml?generation=2"
backingFilePath="federation-metadata.xml” reloadInterval="7200">

2. MetadataFilter>DcertifiatellIEE T 2B RIRIAFAZED 7 7 1 ILEZEZLLTDEY . 2010 DED % 2017 ICBELF T,

£4 (unified diffg=)

{MetadataProvider type="XML” validate="true”
backingFilePath="federation-metadata.xml” reloadInterval="7200">
- {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2010.cer”/>
+ {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017.cer”/>

<{/MetadataProvider)>
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{MetadataProvider type="XML” validate="true”

backingFilePath="federation-metadata.xml” reloadInterval="7200">
- {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017,cer”/>
+ {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017.cer” verifyBackup="
false”/>

<{/MetadataProvider>
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(Cent0S 7D3154A)

$ sudo systemctl restart shibd
(Cent0S 6MIHA)

$ sudo service shibd restart
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$ grep -B 1 ”/ds:X509Certificate” /var/cache/shibboleth/federation-metadata.xml | head -n 2
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2017-11-16 14:19:44 WARN OpenSAML.MetadataFilter.Signature : filtering out group at root of instance after failed signature check:
CredentialResolver did not supply any candidate keys.

Procedure for Changing the SP Configuration to Use New GakuNin Signing Certificate

As new federation metadata signed by a new signing key and corresponding certificate were released, please change the configuration according
to the procedure outlined here.



@ TL;DR

If the SAML implementation of your SP differs from Shibboleth SP, all you need to change are the following 2 points:

1. GakuNin metadata URL

old: https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml

NEW: https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml?generation=2
2. GakuNin signer certificate

old: gakunin-signer-2010.cer

NEW: gakunin-signer-2017.cer

You can also skip the latter half of this document because it is Shibboleth specific.

Download the new signing certificate from the URL below and place it in: /etc/shibboleth/cert/gakunin-signer-2017.cer

https://metadata.gakunin.nii.ac.jp/gakunin-signer-2017.cer

1 Confirmation of certificate fingerprint

Please confirm that the fingerprint of the downloaded certificate matches the following:

SHA256 Fingerprint=5E:D6:A8:C5:E9:30:49:3F:B4:BA:77:54:6A:FB:66:BA:14:7D:CB:50:5B:EF:0F:D9:7C:26:04:C2:D9:36:FD:81

OpenSSL command is as follows:
> openssl x509 -in gakunin-signer-2017.cer -fingerprint -sha256 -noout

Please check the locations of signing certificate and fingerprint in : https://meatwiki.nii.ac.jp/confluence/x/F4W5

The signing certificate URL and its fingerprint and federation metadata URL are stipulated in "System Administration Standards for the

GakuNin".

System Administration Standards for the GakuNin : https://www.gakunin.jp/document/299

notice:The following description is diff format.

1 This manual is for the standard Shibboleth SP configuration set according to version 2.6.0. If you are using a different version or

configuration, please replace and read it accordingly.

Edit /etc/shibboleth/shibboleth2.xml as follows:

1. Amend the metadata URL for <MetadataProvider> as follows:

{MetadataProvider type="XML” validate="true”
- uri="https://metadata. gakunin.nii.ac. jp/gakunin-metadata. xml”
+ uri="https://metadata.gakunin.nii.ac. jp/gakunin-metadata. xml?generation=2"
backingFilePath="federation-metadata.xml” reloadInterval="7200">

2. Amend the certifiate for <MetadataFilter> as follows:

{MetadataProvider type="XML” validate="true”

backingFilePath="federation-metadata.xml” reloadInterval="7200">

- {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2010.cer”/>
+ {MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2017.cer”/>

<{/MetadataProvider)

Restart shibd and refresh the configuration.
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(For Cent0S 7)

$ sudo systemctl restart shibd
(For Cent0S 6)

$ sudo service shibd restart

After a sufficient amount of time, please make sure that the signed metadata with the new signing key is downloaded.
It is success that just before the first match "</ds:X509Certificate>" of the GakuNin metadata backing file (/var/cache/shibboleth/federation-
metadata. xml or similar) is as follows:

$ grep -B 1 ”/ds:X509Certificate” /var/cache/shibboleth/federation-metadata.xml | head -n 2
nwU/H9ROp1cL
</ds:X509Certificate>

If it looks like as follows, it is the metadata with a signature by the OLD signing key. You should check the log file to confirm that a metadata was
downloaded and also check your configuration of download URL has a query string "?generation=2".

7NVe3mIUWLcYEtdbC8Ip50A2TXvA
</ds:X509Certificate>

Furthermore, if your log file (/var/log/shibboleth/shibd_warn. log) has following lines, it failed signature verification. You should check that your
configuration of certificate path contains "-2017” and also check the fingerprint of the certificate again.

2017-11-16 14:19:44 WARN OpenSAML.MetadataFilter.Signature : filtering out group at root of instance after failed signature check:
CredentialResolver did not supply any candidate keys.
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