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conf/idp.properties

#f Regular expression matching login flows to enable, e.g. IPAddress|Password
-idp.authn, flows= Password
+idp. authn, flows= MFA

E#EM7 7 O—R4R (Directly Selecting Flows)
HEo BB —IVIE, RPWORBIA7O—HD K LAEBEIC. RICRITTZRE70—%2BELE T,
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conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. —-—>
<entry key="">
<bean parent="shibboleth.authn.MFA, Transition” p:nextFlow="authn/Password” />
</entry>

<I-- If that returns "proceed”, run authn/X509 next. -->
<entry key="authn/Password”>

<bean parent="shibboleth.authn. MFA. Transition” p:nextFlow="authn/X509” />
<{/entry>

<l-- An implicit final rule will return whatever the second flow returns. -—>
</util:map>

7045 A T0O70O—RR (Programmatically Selecting Flows)
K WEMARIL—ILERIBT ICIE. Script, Spring Expression, & L < IdJava TRt LBEERITLES,
TEOBIE. UTORES—7 v RAERBELTWET,
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conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn. MFA. TransitionMap”>
<I-- Run authn/Password first. —-—>
<entry key="">
<bean parent="shibboleth, authn. MFA. Transition” p:nextFlow="authn/Password” />
</entry>

<I--
Second rule runs a function if authn/Password succeeds, to determine whether an additional
factor is required
-—>
<entry key="authn/Password”>

<bean parent="shibboleth, authn. MFA. Transition” p:nextFlowStrategy-ref="checkSecondFactor” />
</entry>

<l-- An implicit final rule will return whatever the second flow returns. -->
</util:map>

<l-- Example script to see if second factor is required. ——>
<bean id="checkSecondFactor” parent="shibboleth.ContextFunctions.Scripted” factory-method="inlineScript”
p:customObject-ref="shibboleth. AttributeResolverService”>
<constructor-arg>
<value>
<I[CDATAL
nextFlow = "authn/X509”;

// Go straight to second factor if we have to, or set up for an attribute lookup first.
authCtx = input.getSubcontext(”net.shibboleth. idp.authn. context.AuthenticationContext”);
mfaCtx = authCtx.getSubcontext(”net.shibboleth. idp.authn.context.MultiFactorAuthenticationContext”);
if (mfaCtx. isAcceptable()) {
// Attribute check is required to decide if first factor alone is enough
resCtx = input.getSubcontext(
"net.shibboleth. idp.attribute. resolver. context.AttributeResolutionContext”, true);

// Look up the username

usernameLookupStrategyClass = Java. type(”net.shibboleth. idp. session. context.navigate.
CanonicalUsernameLookupStrategy”);

usernameLookupStrategy = new usernameLookupStrategyClass();

resCtx. setPrincipal (usernameLookupStrategy. apply(input));

// resolve the attribute to determine if a first factor is sufficient
resCtx. getRequestedIdPAttributeNames().add(”allowedLoginMethods”);
resCtx. resolveAttributes(custom);

// Check for an attribute value that authorizes use of first factor.

attribute = resCtx.getResolvedIdPAttributes().get(”allowedLoginMethods”);

valueType = Java.type(”net.shibboleth. idp.attribute.StringAttributeValue”);

if (attribute != null &% attribute.getValues().contains(new valueType(”Password”))) {
nextFlow = null;

}

input. removeSubcontext(resCtx); // cleanup

nextF low; // pass control to second factor or end with the first
1>
</value>
</constructor-arg>
</bean>
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urn:mace:gakunin, jp:idprivacy:ac:classes:Levell  Levell /SZX7—R
urn:mace:gakunin. jp:idprivacy:ac:classes:Level2  Level2 (#BFM) /XX 7 — K OR RemoteUser OR X509
(HR34+) RemoteUser OR X509

urn:mace:gakunin, jp:idprivacy:ac:classes:Level3 Level3 RemoteUser AND X509

HIREIR

® levellM/RR 77— REREEEIC. Level2/S A7 — REBEEIXSSOS hEH A,

® Level2®RemoteUsersB5Ff%IC. Level3MRemoteUsersBiEIEZSSOINE A, (7272 L. BASICEREICEA L CEAIE T oo v EBIMICI—H —
BENRRT—REREETIEHIY RA—H DAY —ZPRRT—RNEBEANTIHERIHY EFHEA)

1. conf/authn/mfa—authn-config. xml TR LevellZt U1=REAFBEEZITVE T,

conf/authn/mfa-authn-config.xml

<util:map id="shibboleth.authn.MFA. TransitionMap”>
{l-- First rule calls a flow to display a view to select a method to run. —->
<entry key="">
<bean parent="shibboleth. authn. MFA. Transition” p:nextFlow="custom/methodChooser” />
</entry>

<I-- Second rule decides what to call based on event signaled by the view. ——>
<entry key="custom/methodChooser”>
<bean parent="shibboleth, authn. MFA. Transition”>
<property name="nextFlowStrategyMap”>
<map>

<I-- Maps event to a flow --)

<I-- Levell -=>

<entry key="ChooseLevel1” value="authn/Levell” />

<I-- Level2 —->

<entry key="ChoosePassword” value="authn/Password” />
<entry key="ChooseRemoteUser” value="authn/RemoteUser” />
<entry key="ChooseX509” value="authn/X509” />

<I-- Level3 -->
<entry key="Chooselevel3” value="authn/RemoteUserdlLevel3” />
</map>
<{/property>
</bean>
</entry>

<l-- Level3 -=>
<entry key="authn/RemoteUserdLevel3”>

<bean parent="shibboleth,authn. MFA. Transition” p:nextFlow="authn/X509” />
</entry>

{I-- An implicit final rule will return whatever the final flow returns. ——>

</util:map)>

Level2, Level3TEARZRIA 70— %FHALZWEEIKX16TEN 523178, $LU31TEDentry>2EHBL X,
2. FRR774 0o vO—RLCEEBLET.


https://certs.nii.ac.jp/document/119

T7AINVE BELETILIMY
methodChooser-flow.xm| = flow/custom/methodChooser/

chooser.vm views/

Level2, Level3 TR A BRI 7 O—AF A L 7= W 5A L. methodChooser—flow. xmldD301TH M Password|RemoteUser |[X509 MEH &, 3747EH
540fTE D<transitiond, B L VA7TEHL H491TH D<end-stated> 2 EBL X T,

methodChooser-flow.xml

{view-state id="DisplayChooserWebViewForLevel2” view="chooser”)>
<on-render>
<evaluate expression="environment” result="viewScope.environment” />
<evaluate expression="opensamlProfileRequestContext” result="viewScope.profileRequestContext” />
<evaluate expression="opensamlProfileRequestContext.getSubcontext(T(net.shibboleth. idp.authn, context.
AuthenticationContext))” result="viewScope.authenticationContext” />
<evaluate expression="authenticationContext.getAvailableFlows().values().?[id matches ’authn/
(Password|RemoteUser |X509)” 1” result="viewScope. availableAuthenticationF lows” />
<evaluate expression="authenticationContext.getSubcontext(T(net.shibboleth. idp.ui.context.
RelyingPartyUIContext))” result="viewScope. rpUIContext” />
<evaluate expression="T(net.shibboleth.utilities. java.support.codec. HTMLEncoder)” result="viewScope.encoder” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeRequest()” result="viewScope. request” />
<evaluate expression="flowRequestContext.getExternalContext().getNativeResponse()” result="viewScope. response” />
<evaluate expression="flowRequestContext.getActiveFlow().getApplicationContext().containsBean(’ shibboleth.
CustomViewContext’) ? flowRequestContext.getActiveFlow().getApplicationContext().getBean(’ shibboleth.CustomViewContext’) :
null” result="viewScope. custom” />
</on-render>

{transition on="ChoosePassword”  to="ChoosePassword” />

<transition on="ChooseRemoteUser” to="ChooseRemoteUser” />

{transition on="ChooseX509” to="ChooseX509” />
<{/view-state)

<I-- Levell -=>
<end-state id="ChooselLevell” />

<I-- Level2 -=>

<end-state id="ChoosePassword” />
<end-state id="ChooseRemoteUser” />
<end-state id="ChooseX509” />

<I-- Level3 -=>
<end-state id="ChooselLevel3” />

3. LevelTDNRZRD— RRBEE=ABELE T,

# mkdir -p flows/authn/Levell

# cp system/flows/authn/password-authn-flow. xml Level1-flow. xml

# cp system/flows/authn/password-authn-beans. xml Levell-beans. xml

#f sed -i ’s/password-authn-beans. xml/Levell-beans. xml/" Levell1-flow. xml

4. Level3MRemoteUsersRiI#AEL X9,

# mkdir -p flows/authn/RemoteUserdlevel3
# cp system/flows/authn/remoteuser—-authn-flow. xml flows/authn/RemoteUser4Level3/RemoteUser4Level3-flow. xml
# cp system/flows/authn/remoteuser-authn-beans. xml flows/authn/RemoteUser4Level3/RemoteUser4Llevel3-beans. xml

#f sed -i ’s/remoteuser-authn-beans. xml/RemoteUserdlLevel3-beans. xml/’ flows/authn/RemoteUser4Level3/RemoteUserdLeve 3-f Low, xml
# sed -i "s/remoteuser-authn-config. xml/RemoteUserdLevel3-config. xml/” flows/authn/RemoteUser4Level3/RemoteUserdLevel3-beans
xml

# cp conf/authn/remoteuser-authn-config. xml conf/authn/RemoteUser4lLevel3-config. xml
#f sed -i s, Authn/RemoteUser, Authn/RemoteUser4Level3,’ conf/authn/remoteuser-authn-config. xml

# cp webapp/WEB-INF/web. xml edit-webapp/WEB-INF/web. xml


https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/methodChooser-flow.xml?version=1&modificationDate=1519362911000&api=v2
https://meatwiki.nii.ac.jp/confluence/download/attachments/26186832/chooser.vm?version=1&modificationDate=1519362929000&api=v2

edit-webapp/WEB-INF/web.xml

@@ -113,4 +113,15 @@
</servlet-mapping>

<l-- Servlet protected by container used for RemoteUser authentication (Level3) -->

<{servlet>
<servlet-name>RemoteUserdleve [3AuthHand ler<{/servlet-name>
{servlet-classPnet.shibboleth. idp.authn, impl.RemoteUserAuthServlet<{/servlet-class>
<load-on-startup>2</load-on-startup>

{/servlet>

<servlet-mapping>
<servlet-name>RemoteUserdleve [3AuthHand ler<{/servlet-name>
<url-patternd>/Authn/RemoteUserdLeve L3</ur l-pattern>

<{/servlet-mapping>

4+ 4+ + 4+ + 4+ + 4+

{l-- Servlet protected by container used for X.509 authentication -->
<{servlet>

# bin/build. sh

5. Shibboleth IdP 3D FE % SREICHELV., conf/authn/general-authn, xmlDREE LF T,

conf/authn/general-authn.xml

@@ -54,21 +54,89 @@
<bean id="authn/External” parent="shibboleth.AuthenticationFlow”
p:nonBrowserSupported="false” />

<bean id="authn/Level1” parent="shibboleth.AuthenticationFlow”>
<property name="supportedPrincipals”’>
<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Level2” parent="shibboleth.AuthenticationFlow”)>
<{property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
</property>
</bean>

<bean id="authn/Level3” parent="shibboleth.AuthenticationFlow”>
<property name="supportedPrincipals”>
<list>
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</listd>
<{/property>
</bean>

<bean id="authn/Password” parent="shibboleth.AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>
<{property name="supportedPrincipals”>
<list>
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<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:Password” />
<bean parent="shibboleth. SAMLT1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1. 0:am:password” />
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin, jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
</list>
</property>
</bean)

+ 4+ A+ A+ A+ A+ A+ A+ A+ +

<bean id="authn/RemoteUser” parent="shibboleth.AuthenticationF low”
p:nonBrowserSupported="false” />
p:nonBrowserSupported="false”)
<{property name="supportedPrincipals”>
<list>
<I-- GUARD -->
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

</list>
</property>
</bean>

+ 4+ A+ A+ A+ A+ + + A+ +

<bean id="authn/RemoteUserInternal” parent="shibboleth, AuthenticationFlow” />

<bean id="authn/X509” parent="shibboleth.AuthenticationFlow”
p:nonBrowserSupported="false”>
<property name="supportedPrincipals”>
<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2. 0:ac:classes:X509” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient” />
<bean parent="shibboleth. SAML1AuthenticationMethod”
c:method="urn:ietf:rfc:2246” />
<I-- GUARD -->
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />

+ + + + +

</list>
</property>
</bean>

@@ -89,3 +157,14 @@

- <bean id="authn/Password” parent="shibboleth.AuthenticationFlow”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true” />

+ <bean id="authn/RemoteUser4Level3” parent="shibboleth. AuthenticationF low”

+ p:nonBrowserSupported="false”>

+ <{property name="supportedPrincipals”>

+ <list>

+ <I-- GUARD -->

+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />
+ <bean parent="shibboleth. SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
+ <bean parent="shibboleth, SAML2AuthnContextClassRef”

+ c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
+ </list>

+ </property>

+ </bean>

@@ -112,22 +191,29 @@
<bean id="authn/MFA” parent="shibboleth.AuthenticationFlow”
p:passiveAuthenticationSupported="true”



p:forcedAuthenticationSupported="true”>
<I--
The Llist below almost certainly requires changes, and should generally be the
union of any of the separate factors you combine in your particular MFA flow
rules. The example corresponds to the example in mfa—authn-config.xml that
combines IPAddress with Password
-—>
<property name="supportedPrincipals”>
<list>
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:oasis:names:tc:SAML:2.0:ac:classes:Password” />
<bean parent="shibboleth. SAMLT1AuthenticationMethod”
c:method="urn:oasis:names:tc:SAML: 1, 0:am:password” />
<!-- GUARD -->
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Levell” />
<bean parent="shibboleth. SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level2” />
<bean parent="shibboleth, SAML2AuthnContextClassRef”
c:classRef="urn:mace:gakunin. jp:idprivacy:ac:classes:Level3” />

+ + + 4+ + + +

</list>
<{/property>
</bean)

6. Level2MPasswordZ3EE 7 O—ICHBEDIPT KL XA L v I (FEflTi1d203.0.113.0/24) 2% EL T,

conf/authn/general-authn.xml

@@ -90,3 +90,4 @@
<bean id="authn/Password” parent="shibboleth.AuthenticationF low”

+ p:activationCondition-ref="authn.PasswordActivationCondition”
p:passiveAuthenticationSupported="true”
p:forcedAuthenticationSupported="true”>

@@ -241,1 +242,9 @@

<I--

Activation Condition

-

<bean id="authn.PasswordActivationCondition” class="org.opensaml.profile. logic. IPRangePredicate”
p:httpServletRequest-ref="shibboleth. HttpServletRequest”
p:ranges="#{ ’203.0.113.0/24" }" >

+ 4+ 4+ 4+ + A+ A+ +

</bean>
</beans>

8%

® [Shibboleth wiki] MultiFactorAuthnConfiguration


https://wiki.shibboleth.net/confluence/display/IDP30/MultiFactorAuthnConfiguration
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