SPIR— 327y 75— MIET 316K

(D Shibboleth SP/A—2 3 V2RFIDLTHN—Y 3 VICHBUEI RN > TEY X7,
BHDShibboleth SPADT v 7F— MIBELTIEIELETEBL LIV, aSPV37 v 75— MIET 3 1ER

e N—IavHE
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® SP26XMBSP2.6xXxADT Y FF—MBET BI1ER
e SP25xXxHMDSP26XAT Y TTF—NTBIBAEDIESR
0 XERCES_DISABLE_DTD=1
o verifyBackup="false"
® SP25xHM5 SP25xADT v 75— MIET 3IER
® SP2AXNSSP25Xx AT Y ITF—MNTBIBADIEER
° 0. Fa#ElE
°© 1.SP7 v 75— &
0 2.SP 2.5.0h 5 DFTHLEE
o 3. ZDfhDIER
LRI DIER

N— a3 0HE

CentOSE., yumaAX Y RICEW A YA M=)V LEEBRETIHUTOIYY RCHEBICRHRICT Y 75— N TEET,

$ sudo yum update

H L <&, Shibboleth SPEIED/Xy 5y =Y DHET v FT—h$258EF. KDYICLUTOIYY RERFTLTLEEL,

$ sudo yum update shibboleth Libsaml9 Llibxmltooling7 Llibxml-security-c17 Lliblog4shibl opensaml-schemas xmltooling-schemas Llibxerces-c—
3 1 libcurl-openssl xerces-c
(0SIC & o T Llibecurl-openssl /8w & —I% Llibxerces-c-3 1 Ny —IUDNEFEELADWVBEAELIHYFETH, EREINFITOCRABHLYZEA)

7w 7T — M, httpd B L Pshibd M BEBI TN TV I E2HAL. BEBSNTULARTIIEFETEREEL T LT,

$ sudo /sbin/service shibd restart
$ sudo /shin/service httpd restart

(D CentOS 7MIHAIAT Y RARARY 2T, BFFRBSINTVAWESIIUTOOITY REBAVWTLEE Y,

$ sudo systemctl restart shibd
$ sudo systemctl restart httpd

X FAIE 26005261 D7 v TTF— MIBENICERE T 28, 2.6.11C7 v 77— b&. libxmitooling7d &% 7 v 57—k LEIBEIXHEE
BEIINRVER, 2510525207 v 77— Mhttpd$ & Ushibd % HEINICHREN T 2884k, 2.4.305252A07 v 77— M TIEBBEE S
FARANAY Y=

BN

25.0LBEDOMEETT A, T 7N MTREMCER>TWARWL, =TV YFALIFERLRBRVEZHDRELNHY ET., HICEBFI/LTNIELUTOET
ICRE> THREEZBMCIL TSI,

SHE—TVN)TAL ISR D DRBEDRL

SP26XHBHSP2.6XxADT v I5— NIET 2EEHR

N=UaVR@EL>TEYERAD, 2.6.1U Y —R%EIClibxmitooling7dEF 1Y F 4 7y FTF— MHETWETOTHEET v 77— FLTLEET W,
ZhoHDBERDIZEIZEBBREBSNELEADT, shibdB L Uhttpd EBEEL T LI,


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10226458#id--
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=11666753

N=I3VEFEL>TEYEEAD, 2.6.0) 1) —27%IZCent0S 6/7(RHEL 6/7)[A 7 IClibcurl-openssID 7 v 75— hHAHTWETOT, BET7 v S
FT—RLTLEETV, ARRIC, 2.6.11) 1) —2%%(Clibeurl-opensslDtEF 2 ) F 14 7y FTF— M TVWET,
https://marc.info/?l=shibboleth-announce&m=151205545006433&w=2

A security advisory [1] and update to curl was released a couple of days ago, so we have updated the version included in our
packages accordingly to 7.57.0.

RPMs on affected platforms were published on Tuesday and the Windows installers have been updated this morning to
2.6.1.2. I'll update the release notes imminently.

http://marc.info/?I=shibboleth-announce&m=147817836306162&w=2

As a sidenote, the RPMs supplied for libcurl on RHEL 6/7 have also been updated.

SP25xM5 SP26XxATY TTr— Mg 2BEDERR

26.0COEFIVTFAT 1Y 71L1Xerces CZA473VIZD2VWTDH,
WS DHOEEEMS S BRAREL TYa v (8T % verifyBackup="false") %Y,

Z4 73 1) Hlibsaml9E & Wibxmltooling7Ic/NN—2 a7y T LTWET, FERLSUTOL I ICUBION—T 3 VIFHIBRL T I W,
$ sudo yum erase libsaml8 Libxmltooling6

ignoreCaseBMA#HA L TWAIBAIZUTDOER%E TTICcaseSensitiveEEd LD ICHRET 7 M ILEBHL TL LS,
2016-07-27 [upki-fed:01064] Shibboleth SPHEESIEIEIRICH NS E (Re: Shibboleth SP DAEFHMEIC D W T (2016/5/6)

2016-07-13F TICRBE L TWAERPMAR Y & —J 5T 7 # L MRE T 7 1 L DcipherSuites|iCRAEA H U TLSIEHR TI S —ICR 2 HEMI DY ET., T
TAILRBRET 7AIIDOBETTOTRUNMICZOHABICEHFIRA VA =L LEAITREAR Y., cipherSuites=DiEd % I E— L TWAWRY LIETD
N=Ja3vnpb7yTTF—MNLEARYRATT,

2.6.0-1.124 YA M—=JLLTWBAHIE2.6.0-2.1ICF7 v 75— b L7=ET. shibboleth2.xmlic

<{ApplicationDefaults entityID="https://sp.example.org/shibboleth”
REMOTE USER="eppn persistent-id targeted-id”
cipherSuites="ECDHE+AESGCM:ECDHE : 1aNULL: 1eNULL: ILOW: EXPORT: IRC4: | SHA: 1SSLv2”>

D &S RERADBNIE. cipherSuites="..."DEDZHIRL T L XL,
Shibboleth Projecth 5 M 7 F 7 > R: http://marc.info/?l=shibboleth-announce&m=146834985418022&w=2

Z DD

exportDuplicateValues
template (base64-encoded SAML <AuthnRequest> message)

XERCES_DISABLE_DTD=1

-

(D ZZICEVWTWAFIBISHAE LW EHAHBAL £ L7, CentOS 7ICDWTIE. Red Hath#24t L TWBIE# /Ry r —I DXerces-C5 A 75
DDONR—=30A3.1.1TH3 (2Q018FET1ABENY V R— IR TWARY) &, DTDEEMLT B -DICE A Xerces-CT1A1 T3 YD
NR=T3UN31.4ULETHBZ BB £ A, Shibboleth SP/X— 3 3LIER T IC(XShibbolethii B /Sy r—S & RHLTWS (TR
CentOS6ERLIRRTHB) =D, R—=YarvPy T T3 aMCHELET,
>SPv37 v 77— MY 315

—7CentOS 6ICDWTId. Shibboleth SP 2.6.0L ETHNWITEEMICDTDEME S N B - ORHF AR I BDEDHY T A.
BoERERBLTBYELALZEEBFESLET,

-

CentOS 6TiE, MEFEMDERTH ZDTDHRATORBE—NLELBWVWLIICTEZZENTEES, ShibbolethS K UHRTREALTHYEEAD
T, EFa) T4 REDEORFIIDFIREZRBEL T LI W,

EMET 2IC1E. /etc/sysconfig/shibdds & U/etc/sysconfig/httpd DKRREICATDITEMA X T, (CentOS 7 TOFIEIFER)

export XERCES DISABLE DTD=1

shibd® & Chttpd DERBEEIC, UTOLIARIATY REF > TUHFBREBELEHARESNTVWB I EEHRELTLEI W,


https://marc.info/?l=shibboleth-announce&m=151205545006433&w=2
https://curl.haxx.se/news.html
http://marc.info/?l=shibboleth-announce&m=147817836306162&w=2
https://www.gakunin.jp/ml-archives/upki-fed/msg01052.html
http://marc.info/?l=shibboleth-announce&m=146834985418022&w=2
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=11666753

$ sudo /shin/service httpd restart
$ sudo /sbin/service shibd restart
$ sudo less /proc/ pidof —s shibd /environ
$ sudo less /proc/ pidof -s httpd /environ

.@. CentOS 7CIX LRFIETIHRMENEEADT, FRFIBICHK>TLEE W,

shibdiCDWTIE, UTFD& S ICL TsystemdDERETHREEHZEBMLET., REDITY NTHZKBREEHIRZEINTVWE I EAHRAL
TLEE WY,

$ sudo systemctl edit shibd.service
[Servicel

Environment=XERCES DISABLE DTD=1

$ sudo systemctl daemon-reload

$ sudo systemctl restart shibd

$ sudo less /proc/ pidof -s shibd /environ

httpd D 1F 5 [dexport & W= LU T DT % /etc/sysconfig/httpd DREICIBEE L £ 9. FERRICHKRZICEEH LYY NTHURREEZHEMNRES
NTWBZEEBRBLTLESL,

XERCES_DISABLE DTD=1

$ sudo vi /etc/sysconfig/httpd
$ sudo systemctl restart httpd
$ sudo less /proc/ pidof -s httpd /environ

verifyBackup="false"

Ny XV TT7AIDPMEICE > TERINAWVWT & IHRELRIFE IESignature MetadataFilterDKEIC verifyBackup="false” ZBIML T I L, &
DAY T—IHmAPRABREICNY XV T T 7 A IIVDEZGRIIN A £y TINBEIHNESRY XS,

{MetadataFilter type="Signature” certificate="/etc/shibboleth/cert/gakunin-signer-2010.cer” verifyBackup="false”/>

SP25xH5 SP25xADT7 v TT5— NIET 315K
“FEEIYTFATAYIR

* 2.5.6(*) [upki-fed:01018] Shibboleth SPOEEEHEIZ D L\ T (2016.2.26) (CVE-2016-0729)
o K#iIXerces-CTA TS DIEBUETIDTHEZSATSVDT Yy TTF— MDA TEHERALTRETY, FLTA AN E2—>3 VD
Ty T MRERRICK > TRYEZS AT VDOT7y 77— MEBBHIARICAZ ZEAEALNE T, ZOBAEBHEEEN T
NEEADT, EREFIBICHK > THES (B L IZOSEADHRY) #4F1ToTLEIV,
® 2.5.5(*) [upki-fed:00950] Shibboleth SP MREFFIEICD W T (2015/7/21) (CVE-2015-2684)
O MetadataProvideriC Tvalidate="true"s"7T 7 # L MR W E L7c, TNETODRET 7 M IVIEEEESNELADT, FRSPTL T
BEARELTVWRIBRBIORETHLARMEIHY T, FIZIE regexpBME% F7z/4 L <shibmd:Scope>BRAL S —ICi W £
ER
BRHIIPVITEY VY A— R LAY T—IDNY F—=2 3 VETIOLNT I 4IL A TT,
o FNHEADCentOS 7@ (systemdXtizhR) &) 7'— MEFIC /var/run/shibboleth/ASE A TREREIL R KB D T2.5.5-3. 1 LUEAFE> 2 &,
® 2.5.4(* [upki-fed:00923] Shibboleth SP D8I D W T (2015/3/19) (CVE-2015-0252)

0 mod_shib@BZ DF 7 # )L MHAKES /var/log/httpd/{native.log,native_warn.log} 55 /var/log/shibboleth-www/{native.log,
native_warn.log} ICEEICR>TWET,
BE{FIBIE CIBM T B ICIEnative. logger. dist&Z# (Cnative. logger A BE LT &L,

© /var/cache/shibboleth/ LA FICKED*jsonE WD ZRIDF v v ¥ 1 B BRI NI EBIHBEN. CON—Ya Vv TEBESNTWET, &
D7 7AIDKREBICHDIHEIE, BEABRLTLEET WL,

0 25 0CHEBERICREZELLAHYELEZDT, TOIEFDICERLE LA, HFEwarningh[UTRB AEHLL TS ESI W, 22.5.00
shibboleth2.xml

0 ZMN— 3 VHIETOpenSSL1.0.1%&E VI T2LDICRY, AIEERRIETIZECDSA/GCMICH S L £9, /Shibboleth. sso
/Metadatan SFIBTREATIL T LN B TEET,


https://www.gakunin.jp/ml-archives/upki-fed/msg01006.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00938.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00911.html

o shibboleth2.xml:
DiscoveryFilterphBIEh, 7 zFL—> 3 %4 F—4FiZ"hide-from-discovery" & EE SN T L 31dPH'DiscoFeedIC A 57 < A2l
7,
O attribute-map.xml:
uidDITHEBIMSNTVWETH, TIAIMTIAYRTP I RSN TVET,
® 2.5.2(*) Shibboleth SP heap overflow processing InclusiveNamespace PrefixList (CVE-2013-2156)

2.5.2I28 T /etc/httpd/conf.d/shib.confic LR DEMATAHNTE Y £TH. shib.confEZBIEL TVWBIGEIERMINER A, DEICHK
L Tshib.confAIEEL T EE L,
BH. Y1 FREICBASICERIAEF CHIRANT TV BEERVTINICLZREIIRVWERDRET,

#
LoadModule mod_shib /usr/lib64/shibboleth/mod_shib_22.so
#
# Ensures handler will be accessible.
#
<Location /Shibboleth.sso>
Satisfy Any

Allow from all
</Location>

#
# Used for example style sheet in error templates.
#
<IfModule mod_alias.c>
<Location /shibboleth-sp>
Satisfy Any
Allow from all
</Location>

* 25.1()
BICAL

SP2A4x M5 SP25Xx ATy 77— NI 2BEDFER

0. FalEfR
DARTEHRZ A — ) VT Y A P TTRAWELELEESIC ripm/Ay S =Y THAINTUWBHEIR, shibd &3 FEroot1 —H D7 ITE SN2 DE
[RCEIATELIICRDH, EORBEOEMAM NIA>THRELTVWESBEI2REAENELE T, HilfH4 RIZ201MFEITBICBERFATY, Th

LIRTICSPABERINAZFIEUTOREERRL TSIV,
9. serverkey D/X—3I v >3 VOMBBETT, rootiC LHAGARMYUIERESEZ TWRWES, 2554 VA ML LR CEBBREANSII D720,
shibdA TS —TEIELTLEVWET,

ELEAHRIEWVLSDODHY ETH, FRRDLDIC sp-key.pem ESVRY v 7 1) U7 ICLTHEL & 2.54 V2 M—JLBEICEBBMIC server.key DownerHE
ExhET,

$ sudo mv -i /etc/shibboleth/sp-key.pem{,.dist} & sudo Ln -s cert/server.key /etc/shibboleth/sp-key. pem

1 COBEERIIYERERNSPOATHEAINTWSIFBET, slapdh EMDTOERASEBRENTVBFEITEEIVETT,
BEMICES> &, 7y T — MNIDBEETREED 7 14 )LDowner/ 7 )L— T hroot:iroot THWEENFZLE L F T, ERDEHICYVYERY vy
)Y O EERTBE, 25ADT Y TTF— MILk > TINshibd:shibdiCEHIZEEINE T, ACLEEDH/Z/A—I vy avEEEREINAVLD
TET DT, setfaclETACLEHRE L CHIFIEEMTEET,

2HBEDEEIX, Y9 VA—RLEXIT—IDNY I T v TI7AINEBLT4L I MN)JDIR—I v 3V TT, /etc/shibboleth/metadata/ IC/Xw &
Ty THEBLEIICERESINTWVWEEE., ZOT 1LY MYikshibddl—HDERTIEZ7 71 ILHBITFEEA,
[E)8 75 5%kl%. shibboleth2.xmlT
backingFilePath="/etc/shibboleth/metadata/federation-metadata.xml"
D& IR AR TIEELTWEES %

backingFilePath="federation-metadata.xml"

DESICHERRRICERBLET, COLIICERLTHFIE, BEEICownerhsEEN3 7 1 LU MY /var/cache/shibboleth/ ZE> & S Il %7,


https://shibboleth.net/community/advisories/secadv_20130618.txt
https://www.gakunin.jp/ml-archives/upki-fed/msg00474.html

1 IhEERLTT7Y T3 EUTOEIBIS—AATICRHEINDELIICRYEY., (VE—IMDXIT—FICTIVERATETVSBR
YICBWTSPERLEREDEZRHY FEA)

2011-10-17 18:30:07 DEBUG OpenSAML.MetadataProvider. XML [GakuNinMetadatal: committing backup file to permanent location (/etc
/shibboleth/metadata/federation-metadata, xml)
2011-10-17 18:30:07 CRIT OpenSAML.MetadataProvider. XML [GakuNinMetadata]: unable to rename metadata backup file

1.SP7 v F5F— &
ERIERFORIAR
EHRIEE T sp-key.pem VR v 7)YV 2IZLTWEERE., ThETICEL Towner/J I — T2 5RIGICERLE T,

$ sudo chown shibd:shibd /etc/shibboleth/sp-key.pem.dist && sudo rm /etc/shibboleth/sp-key.pem & sudo mv -i /etc/shibboleth/sp-key.
pem{.dist,}

Fle. AI9T—9DNRY I Ty TT7AILDOBEIMEL, /etc/shibboleth/metadata/federation-metadata.xml* iZfEbLNAL B>THY EXT DT, #
S5HhLLLABRVEDICHIRLTSZEL & D,

sudo rm /etc/shibboleth/metadata/federation-metadata.xml*
ZhiZ &Y /etc/shibboleth/metadata/ IC12EH 7 7 A LA o276, T4 LI MN)BBEZEBRLTLE>THEFVER A,
sudo rmdir /etc/shibboleth/metadata/

H L. Eai#E®shibdE BRI L TW =5, /var/run/shibboleth/ATFICNNY 97 v T 7 7 A WDBERINTWES, LHALT Y 75— b&id/var
/cache/shibboleth/ LA TAMEHLNTWBIETTY, THE5EMODLLLARVEDICHIRLTSEEEL &5, RIS, /var/run/shibboleth/{fliC *. json &
WO 774 DH2EEEHRLTHEVERA,

sudo rm /var/run/shibboleth/federation-metadata.xml*
sudo rm /var/run/shibboleth/* json

TEy 5 —T DHIFR

libsaml, libxmltooling, libxml-security-c A EHETN—=I a3V 7y LRV F—IUEZDPERICHR>TVET, WA= s VIFHIBRIhAWE S BD
T, BTE>TWAFNIFHIBRLTLEVEL £,

sudo yum erase libsaml7 libxmltooling5 libxml-security-c16

shibboleth2.xml

BT 714 D1D, ShibbolethO IHABIBESNAFEDIDTY,
LARTA S Dshibboleth2 xml% > TWAIBEIIUTDITESA TV ST TIAN, UHKT 7 M ILDHIBRSNTWET DT, shibboleth2.xmldD Z DITH
HIBR L T EEL,

logoLocation="/shibboleth-sp/logo.jpg"

F7o. LTINS Dshibboleth2, xmlz ZDX LM > TWBIFHIF25.0LETIIUTOEEIRRISIND LI ICBYET,

2012-10-13 18:54:49 WARN Shibboleth.AttributeExtractor.XML : attribute mappings are reloadable; be sure to restart web server when
adding new attribute IDs

attribute-map. xmlDFEHAHER ICreloadChanges="false” Z{fIT B E L WVWTT, 59 B & Tattribute-map. xmlDIEERFICKM T 3 ICIXBEESI %
BIZRYEITDH, TAEIIRETLE (ZDIEFEIHNRELTY) ©



<{/MetadataProvider>

{l-- Map to extract attributes from SAML assertions. ——>
- <AttributeExtractor type="XML” validate="true” path="attribute-map.xml”/>
+ <AttributeExtractor type="XML” validate="true” reloadChanges="false” path="attribute-map.xml”/>

{l-- Use a SAML query if no attributes are supplied during SSO. —-->
<I--

S£#0: Default Reloading of Attribute Mappings Disabled - NativeSPConfigurationChanges - Shibboleth Wiki

shib.conf

B2 714 )LD1D, Shibbolethd THHIBRE NAHEDNDESI1DTY,
/etc/httpd/conf.d/shib.conf Z{EIE L TE > TW/= AL, shib.confrpmnew & WD 7 7 A ILAFZICERINTWVWR EBWET, EN0%5EREL (TR
DITIIYIR L THEHY FHA) BDEFAHNIZBIED L, shib.confEBEHZ TLEIL,

--- /etc/httpd/conf.d/shib. conf 2013-05-21 19:33:44. 696374317 +0900
+++ /etc/httpd/conf.d/shib. conf. rpmnew 2013-01-10 04:30:48.000000000 +0900
@@ -20,7 +20,6 @@
Allow from all

</Location>

Alias /shibboleth-sp/main.css /usr/share/shibboleth/main. css
- Alias /shibboleth-sp/logo. jpg /usr/share/shibboleth/logo. jpg
</IfModule>

#

2. SP 2.5.010 5 DT HRE

—E8GakuNinShare TN L TWE T,
=sShibboleth SP 2.5.0h 5 D #HAE

Web7 74—y avond 7o b 70O—~®ShibbolethO 7' 7% MLIBDIEA

Attribute Checker Handler

O—AIDSHAEIdPTIRIES iz & 5 AREEICE 21852 (GakuNinShareki8&E D 7= Shibboleth Wikind ') >~ )
0 SAML Artifact Spoofing
O External Authentication Handler

® |dPASEE LEZBHICHT 2BIENA VB WS EBIMENE L7z (GakuNinShare RIBE D 7= Shibboleth Wiki~nd 1) > 7)

© Transform AttributeResolver

© Template AttributeResolver

0 UpperCase AttributeResolver

0 LowerCase AttributeResolver

3. TOfthD1ER

® PKCS#1.5ff 2 % < 72 o 7= - /etc/shibboleth/security-policy.xml
<AlgorithmBlacklist includeDefaultBlacklist="true"/>

#i%aEMetadata Attribute Extractor non-ASCIIC I 5 — SSPCPP-547
_shibsession_* cookie HttpOnlyA*ft < & S Ik > 7%
_shibstate_* BFBR{T =
acl :1 Ao 7%
helpLocation="/about.html"
cookiePropsERXZE
handlerSSL="true"
shibboleth2 xmIDEX L5 — Thttpd A EREIL R Ao/ ?
/var/log/httpd/native.log, native_warn.logh'ie$ksnd £ IC4 %

2012-08-08 04:35:19 CRIT XMLTooling.Logging : error in file permissions or logging configuration: exception
creating appender: failed to open log file (/var/log/httpd/native.log)
2012-08-08 04:35:19 CRIT Shibboleth.Config : failed to load new logging configuration from (native.logger)

https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPConfigurationChanges
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPInterestingFeatures
requireAuthenticatedEncryption signResponse="conditional"iZ L 72 \» &


https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPConfigurationChanges#NativeSPConfigurationChanges-DefaultReloadingofAttributeMappingsDisabled
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=10226458#id--ShibbolethSP2.5.0
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPBackDoor
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPAttributeResolver
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPConfigurationChanges
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPInterestingFeatures

opensaml::FatalProfileException at (https://HOSTNAME/Shibboleth.sso/SAML2/POST)
A valid authentication statement was not found in the incoming message.

OJICIEUTORES NS,

2012-10-14 09:26:14 ERROR Shibboleth.SSO.SAMLZ2 [7]: failed to decrypt assertion: Unauthenticated data
encryption algorithm unsupported.

2012-10-13 18:54:49 WARN Shibboleth.PropertySet : deprecation - remapping property (relayStateLimit) to (redirectLimit)

2012-10-13 18:54:49 WARN Shibboleth.Application : empty/missing cookieProps setting, set to "https" for SSL/TLS-only usage
2012-10-13 18:54:49 WARN Shibboleth.Application : handlerSSL should be enabled for SSL/TLS-enabled web sites

LRI DIETR
SP7 v 77— hEME (EF2UFA T4 H3R)

® 2.4.0 FHRAHEML:00300 1EHRIHML:00302 1FERZIML:00306
® 2.4.1 FRRMML:00316

® 2.4.3(*) IFHRATIML:00356 1FHRITHML:00367 FRITIML:00460


https://www.gakunin.jp/ml-archives/upki-fed/msg00290.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00292.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00296.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00306.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00344.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00355.html
https://www.gakunin.jp/ml-archives/upki-fed/msg00448.html
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