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Scd /etc/httpd/conf/ssl.key/ «VEET 1 LI hUABEL T IV
Sopenssl genrsa -des3 -rand <randfile1.txt>:<randfile2.txt>: <randfile3.txt> 2048 > servername.key

Generating RSA private key, 2048 bit long modulus

TR

unable to write 'random state'

e is 65537 (0x10001)

Enter pass phrase: <PassPhrase> <RBENRRATL—ZXAH
Verifying - Enter pass phrase: <PassPhrase> <AEFENRRATL—ZXBAA

EE: ZORRT7AMEGRNARIL—X@, 4—OBRBHESLUERAEDOS YA M-V FILLBELRIEELERTY. BRT7HAHERAS
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EE: ZOERT7HREENRZRTIL—XIE, Y—ROBEBERS L UHAZEDS YA M —IVEICHBLRZIEERERTY. EX7HAHERS
BENZZENBVED, Fh BEIMBAICRNZZENBRVL D, BRELRFETEELTLEIW,

2. ERLIEBRTODI77AVERELES, Ny o7y FTIIAEBBET 1 RIVFIREEL. REVIGAICRELTLLEI Y,
BRT7OPOMAREFAINE BEVDTI T - H—/\HSSL/TLS TREL TERELLT 9%, BHTHIENTETLEVET,
RO TRETEIERTIZFANADT I ERAERFHEEERS ESSL/TLS Y—"O 7O RAEVRERIRICAZLIRELTLEI L,
FNYIT7 Yy THEREFELEABEET « A7 EELFABEEDOAHFHIZRALERDH 2 HDOHFBETEBBMARELTLESI Y,

Tz, BR7BABERRRATIL—XDEERLE, BEIT>TLEIV, BR7I771ILOHEL, BRTVABERAZIL—IABNEIERELLIS
&, EBRZEDA VA M—ILHMTARLSBY ETS,
ZDBE. FIGIAZAHELAB L TWEELLZEICRYETOT, TEELLEI W,

2-2 CSRDERR
RATHEME N1 Z & R HAE. CSRELMLET,

CSRDERL



1. ROAXY REAHDL. CSROFERERBLTLEEIV, XRRATL—XDAAIKDLNEFTDT., [2-1 BRT7DEKR] OFHE3TER LA

BRONRZRTIL—XEAALTLEEW,

RSASDIZE

7Y KTk, BEL7)LTY) RASHA2TCSREERK L. [servername.csr] (77 A ILBIEER) EWI 77 M LBTRET B EERLTY

3

Sopenssl req -new -key servername.key -sha256 -out servername.csr <CSR7 7 1 JL%&
Enter pass phrase for servername.key: <PassPhrase> «F#&E/Z2 7L —XAA

l-sha256] :EZ7INTY XLERTAF TV a Yy,
ELZT7IINTY XLSHATTCSREER T 215A1E. -shall ICBEHBATLEI L,

ECDSABDI5E

OV RTIE. BE7I)TY X hecdsa-with-SHA256 TCSREER L.  [servername.csr] (7 74 IVEBIEEE) EWI T 7M1 LETRET R Z

EERLTVWEY,

Sopenssl req -new -key servername.key -sha256 -out servername.csr <CSR7 7 1 JLE&
Enter pass phrase for servername.key: <PassPhrase> <&/ 2 7 L —ZXAA

l-sha256] :BEZT7INT) X LERmRTA T av,
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2. RZATL—ZXDAAICHINT % EDNEBROBVWEDENThhETO T, M. Fdi#Elwl @ IDNJL—IL] IZfEV, DNEBREAAL TS

(A
OpenSSLTRMEAWVWIEBA. 1] Ny hEANTR&ICLY, BRI ZZEVTEET,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:JP «<"JP"%& A1

State or Province Name (full name) [:Tokyo <#BERIR & % A7

Locality Name (eg, city) [J:Chiyoda-ku <B4 &% AH

Organization Name (eg, company) [Default Company Ltd]:National Institute of Informatics< ###& % A

Organizational Unit Name (eg, section) [J:. < .1 Ry h&EAH

Common Name (eg, your name or your server's hostname) [J:www.nii.ac.jp < % —/{&ZFQDN % A}
Email Address [J:.. < I.] Ry h&EAA

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password [« I.1 Ry h&EAH

An optional company name [..«< [.] Ry h& AR

3. ERINEBROANNTT T35 E CSRPMEME N, servername.csrilfRFEESNE T, BB, CDT77M4IE, Ry IT7vThEST,
AZWITIETIHNRRET D& aB8OLET,

----BEGIN CERTIFICATE REQUEST----

MIIBhDCB7gIBADBFMQswCQYDVQQGEWJKUDEQMA4GATUEBXMHQWNhZGVZTEMMA0G
151

UmOE3vqg8Ajg=

----END CERTIFICATE REQUEST----

SEERE
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4, LTFDOARY REAANTBIEICEY., CSRONBERRTZIENTEXET,

RSASETHER L 72=CSRDHE

$ openssl req -noout -text -in servername.csr
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=JP, L=Chiyoda-ku,ST=Tokyo, O=National Institute of Informatics, CN=www.nii.ac.jpe~CSRERMKBFIc AN L7=DN&—BL
TWBZEERBLTLEZL,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public Key: (2048 bit) & H°2048bitT#H 3 Z L ZMEB L T XL,
Modulus:
00:c9:0e:99:5c:8a:4a:e3:b2:e2:0d:3d:60:4d:30:

A

ca:2e:56:f7:66:bd:01:44:ea:f3:ca:d2:f6:e0:5e:
6c:57:4b:65:e4:e7:f7:ca:dd
Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: sha256WithRSAEncryptione CSRERBFICIBELABRATIN TV LT HE I EEMBLTLEEZWL,
ERZF7NT) Xhicshal Zi_E L7=BE 1 TshalWithRSAEncryption] E&RFShE

TQ

88:44:e5:27:06:02:ec:85:6¢:29:6a:0f:a3:92:87:4e:e2:1:

il

ECDSASETYER L 7=CSRDI5E

$ openssl req -noout -text -in servername.csr
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=JP, ST=Tokyo, L=Chiyoda-ku, O=National Institute of Informatics, CN=www.nii.ac.jpe-CSREREFICAFI L7=DN& —H
LTWBZ E&RBLTEE,
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public Key: (384 bit) @& 1'384bitTH 25 Z L ML TLEE W,
pub:
04:6¢:66:6a:98:01:63:ed:b8:36:fe:d9:bd:54:f7:

1

c2:7e:92:20:93:e6:29
ASN1 OID: secp384r1
NIST CURVE: P-384
Attributes:
Requested Extensions:
X509v3 Subject Key Identifier:
98:5A:D9:7B:3C:5D:4E:C1:62:8C:5F:2D:89:1A:B3:DC:F7:6C:1C:E2
Signature Algorithm: ecdsa-with-SHA256< CSREREFICIEE L/-BETFITY XLATHB T EEHBLTLEZ Y,
FBATFINITY X Licsha384%IBE LA Tecdsa-with-SHA384] & RFSIhE T,

88:44:e5:27:06:02:ec:85:6¢:29:6a:0f:a3:92:87:4e:e2:f1:
il

9c:3c:0b:7e:1¢:55:3d:c3:b3:7a:3a:36:d1:f6:32:97:78:1a:
cl:cc

3.1ISEFIF L 7=CSRDERK

3-1 CSRO &R
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