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1. OpenLDAP2.4 | & 2 H—/\EEBREDFI A

1-1. AR S

OpenLDAP24(L,LTOpenLDAP)tﬁ—/fﬂﬁﬁé%ﬁﬁﬁ3“%ﬂrf‘aéd)ﬁﬁ? FHEICOWTCEBHL £, @, Y—/\FGRELM VR M—ILT T ATEERD
BEICE FABRAEBBEVWLET,

(Kv= :LT)I/'CtiRed Hat Enterprise Linux Server 7.2 (Maipo). OpenSSL1.0.1e CCSR%{EM L. OpenLDAP2.4.44~4 V2 h—)L§ B HETDE
ThEREEHLTEY ET)

AR M

1. BRTRUCSRELERT 2K ICOpenSSLAS Y A h—bdhTWd Z &,

2. BBAZEA A Y A M —IL T BHEKRICOpenlDAP 2401 Y A h—ILENTWB T
Es
% LDAP server R U'LDAP client= & H# £ 3

3. OpenlDAPDIEBRESREICOVWTAY Z a7 THUTT4 LI M) ELE
ER
I /etc/openldap/certs]

4. BITENIY—NERAFEICOVWTAYZ a7 TIRUT 7 7 A LEELET,
Iserver.crt)



CSRYEMBSIZBEEDRERT7IEEDLTIC, BTHFICCSREERBICER LIZBRT7EFALTLLEIV, BHFBLEKIC. BT E I UCSREFZICIER
LTIV, BR7DERIZ2048bitiICLTLEI W,

% OpenlLDAPTIXECC SsEFAZ IZHR— b ShTWWEH A,
1-2. BRI#E(E
ERT - CSREEK T ZHIIC. FRICUTOEHDOEHEAE LTIV,

EATER

1. ALBERA 7 7 1 L OHHEQL00KBRRED 7 7 M1 L THNILEAREDTENEVWELA) AYZ 2 7ITIE 7 7 1 L& %randfilel.txt. randfile2.
txt, randfile3.txt& L9,

2. Y—N\ERTEAMBEHR/SR T L —X<PassPhrase>([1-3-1. 1-3-2T{#HA))

3. #—/ADN (X#—/DNIZDWT}, Y —ERFEAER ) E7d. TEDNDOIL—IL & TERLLLEW)

CSRICEEMR G Z2DNDIL—ILIFLLTD E B Y &Y 9,

DN®JL—)b
EE EERNBDOHA L ER W% | XEBELEESR
A
Country | RERHEBTIENLT NP EBRELTLLESL, O | JPEE
(@)
) C=JP
State or T#GERR] (ST) BHAERERVIAEI’E T 2MBOMEROMERFRAE LY—EIROICERNICE O STELTEETEZ2EIETRY VY
Province  HL7=& &Y OFEMOBEREREZO—VYFRETEEL TLEETV, ZOBRITEFMBEHBOEFALEIC EBRLTLEIW, #ETEICE
Name BEWAEDECEI W, EERYET,
(ST) #l) ST=Tokyo UPKIZEBAE EAEDNICH T3 ST

BV LOE—E

KSTE L UL WA, (20205F12H

228 L)
Locality | TBAF) (L) EFASEERVHAELIFET 2EBOMEROMRENEZE L. y—EXROICERICEE O LELTEETEZEEITREIVI%E
Name(l) | L7z& &Y OFREMOHREREEO—IFRLETIHEEL T LIV, ZOBREEFMBEREAOSFBLEICS BRLTCETL, BETCICERE
BWEbE <RIV, ERRYET,
f5)L=Chiyoda-ku UPKIGEBAZE EHEDNICH TS ST

BLUOLOBE—E

KSTHEL UL WA, (20205128
22 LARE)

Organiza #—EZXSMAFRROBEALEERDEZZEL TLLEIV, ZOBRRIBEMBEHEOBFIELEICEHAVEDLE O FADRBFE4NFLUR
tion <RIV,

Name(O) @2 M- /=] EE£BRAR—ZD
f5l)O=National Institute of Informatics HEFATTAEE)
Commo | #—/VIBAZURLICRFEINZ V7 - —OAFIEFQADNTEREL TSIV, FIZIESSL/TLSETS>H4 | O MAZEAA VA M—ILTE2RET—
nName @ k#° /NDFQDNT64XF LA
(CN) https://www.nii.ac.jp®BEICIE.  Twww.nii.acjpl &Y ET,
FQDNIZ I — EXASIMEBERFICEHRWEWERR R XA M V& EEUFQDND A&, FEAZERTHATEEE VY FAERPF, 7. Y OHMERT
ED HE, /. EZHEEKRRIC Y & 4
fFlywww.nii.ac.jp S ERARR
Email ARREIBTIRFEALBVWTCEE W, x
B
RSA 2048bit
O- - WA x- - - AAFEA A- - - HEET

AR AREOERETIIEAE. KIK1-6E TR LT,

1-3. ERT7 DHER & CSROVERK


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=59022761
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1-3-1. BRTF DEBK
DUFICRAT OERBEEEL T,

BART OER

1. BR7EERT 70, [1-2.50%H OFHRE1THELLZ T 74 (200KB 12E) 2#3DBA T LI,
CDFHETIE. BIRLEZZ7 71 L0EE % (randfilel.txt] . [lrandfile2.txt] . [lrandfile3.txt] & LTXRELET.

2. ABLE7 740 %, FETA LI MVICBEILTSEEW,

Smv <randfile1.txt> <randfile2.txt> <randfile3.txt> /etc/httpd/conf/ssl.key/

3. BRTV DM EIT O, RDIAXY REAALTLEEL,

SEOITY RHITIE., FEET4 L7 M)ICBEIL. 2048 bitd RSA R F7 AL L. [servernamekey] & W) RZEITRETSEZEERLT
W9,

¥OpenLDAPTIENRAR 7 L—ARFEDREREZFAT 25 Z LKA W8, <PassPhrase> ICIZAHANE TEnterETLTLRI W,

Scd /etc/httpd/conf/ssl.key/ <¥EET 1 LI FUABEBL TS SV

Sopenssl genrsa -des3 -rand <randfile1.txt>:<randfile2.txt>: <randfile3.txt> 2048 > servername.key
Generating RSA private key, 2048 bit long modulus

.............................. ++++++

............... ++++++

unable to write 'random state'

e is 65537 (0x10001)

Enter pass phrase: <PassPhrase> <RERIIRIL—ZAA

Verifying - Enter pass phrase: <PassPhrase> <EENZRTL—-ZXBAA

EE: ZOERT7HALERE. HAEEOA VR MN—IVRICREERZ T FAILTT,

OpenLDAPTIZ/SR 7 L — Xt & DREREREFRAT 2 I P HERWED, FEISMBACKEhD ZEPAVES, REAFETEELT
{REEW,

4, ERLIEBRT7DI77AIVERELET, Ny o7y TIEABEERT « ROFICREL. ZE2BIBMICRELTLREI W,
BRT7OPOMEREZMAINIEL. BFEVDI T - H—/\HSSL/TLS TREL TERELLET—9%, BRTHIENTETLEVET,
- TRETZIERT I7AMADT I AEESFIREEEBF ESSU/TLS Y—N\D O ERAERERNMNRICADLIBRELTLEI W,
FENYITy TERELEABEERT « RS HEEEDHFLIZALCERDHZHDHAFBTEBIBMARELTLEI Y,

Fro. BRT7AREREARRTL—IXOEEE, BEICT>TLEIWV, BRT7I71ILOMK. BR7ABEE R IL—IGNENFKELLS
A, HREDA VA M =D TARLLBRYET,
ZDHE, FICHBREAZRBLAB L TWARCZEICRYEFTODOT, TEELLEIV,

1-3-2. CSRDAEL
BATOERS NI T & ARAR, CSRELMLET.

CSRODER

1. ROAXY REAAL., CSROEMERAL TS EIWV, RRATL—XDAADKROLNETDT, 11-3-1 BRTFOER] OFHEITER L
HERONRRTL -2 AALTLEZ WY,

XY RTIE. BEZ7ILTY) XLSHA2TCSREERK L. [servername.csr] (774 ILEBIIEE) EWI T 7 M ILETRETZZEERLTWL
9,

Sopenssl req -new -key servername.key -sha256 -out servername.csr <CSR7 7 1 JLE
Enter pass phrase for servername.key: <PassPhrase> < fh\ER/X27 L —ZXAA

[-sha256] :BLZ7 NIV ALaERIA T3y,
ELT7IILTY XLSHATTCSREER T 2B A 1E. [-shall ICBEWATLEI L,

2. AX Y RTIE, BETILTY XLTCSREER L. Tservername.csr]l (77 MIVAIBER) EVWI 771V ETRETZZEEZRLTVWET,



3. RRAT UL —XDAAICKINT % EDNIEBROBWEDLENTOhESTOT, -2, FFi%EMRI O TDNJL—IL] ICHEV, DNIEBREADL T ES
(A

OpenSSLTIBEAWEB%Z Il Ny bEAATEIEICLY, BRTEZIENTEEY,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:JP «<"JP"% A

State or Province Name (full name) [:Tokyo < #BERFIREZDAH

Locality Name (eg, city) []:Chiyoda-ku < RHT#4& % A5

Organization Name (eg, company) [Default Company Ltd]:National Institute of Informatics < #H#& % AH
Organizational Unit Name (eg, section) [l:. < .1 Ry h&AH

Common Name (eg, your name or your server's hostname) [J:www.nii.ac.jp < % —/3ZFQDN % A}

Email Address [:. < [.1 Ry b&EAR

Please enter the following 'extra' attributes to be sent with your certificate request A challenge password [:.«< [.] Ry F%& AR
An optional company name [l.« [.] Ry h&EAH

BERINALBEROAANTT 5 & CSRBVERS N, servername.csrilBESNE T, BB, TDT 7Mbb, Nv I Ty TRE>T, SHEE
ARMITLETIHNERET DL a88DOLET,

MIIBhDCB7gIBADBFMQswCQYDVQQGEwWJKUDEQMA4GATUEBXMHQWNhZGVtZTEMMAo
G

Bl
UmOE3vg8Ajg=
----- END CERTIFICATE REQUEST-----

LTFoaAY Y REANTBZEICLY. CSRONBEHIRT B ENTEET,

$ openssl req -noout -text -in servername.csr
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=JP, ST=Tokyo, L=Chiyoda-ku, O=National Institute of Informatics, O=Cyber Science Infrastructure

Development Department,CN=www.nii.ac.jp<CSREBMRHC A L7ZDNE—BL TWH Z E ARBL TS W,
Subject Public Key Info:

Public Key Algorithm: rsaEncryption
Public Key: (2048 bit)« @K H2048bitTH 3 T L EMEBL T EX L,
Modulus:
00:¢9:0e:99:5c:8a:4a:e3:b2:e2:0d:3d:60:4d:30:
Bl
ca:2e:56:f7:66:bd:01:44:ea:f3:ca:d2:f6:e0:5e:
6c:57:4b:65:e4:e7:f7:ca:dd
Exponent: 65537 (0x10001)

Attributes:
a0:00

Signature Algorithm: sha256WithRSAEncryption< CSRERBFICIHE LABRAFINTY XLATHZ I L ERRBELTLEEW, BE7ILITY
Zhicshal ##8%E L7=3BA 1% [shalWithRSAEncryption] ERTFEhET,
88:44:e5:27:06:02:ec:85:6¢:29:6a:0f:a3:92:87:4e:e2:f1:
il

9c:3c:0b:7e:1¢:55:3d:c3:b3:7a:3a:36:d1:f6:32:97:78:1a:
cl:cc

1-4. SEBAE DHRFEHNOIMIFET


http://www.nii.ac.jp/
http://www.nii.ac.jp/

CSREEHRLFLEL, BRIBUEANXNT HAMAERITRABTSVI 7 AN EERLBELEY, RITHAETSVI 7 A VDEREE. BEAEFICOEE

LTid, TSR TREY AT LAREFIER FIAEEER) | 2IHRALIW,

TSVZ 7 A WEEBWeb7 7)) r—>ay (TSVY—JL) Z#RELTHEYVEITDOT, THEACESWL

SEAEDRITATTTEE. AVRATALALYUTOA—LUDNREEINE T, X —IEAXICEREHIN/EAZEIBURLICT VA L.
LTLEE W,

HEEASEERSURLDIEA

(4]
WebH —/\FEEAERITZ B

#UL T ICREFAR OB LN BRI TWET,

EHEAOEFEUERACRITHBLVWALEEE LAY —\GBHELRF W LET,
AAHNSTH BURICUTOIEAZIBURIAT 7 A L, H—/\GIAZOMB 2T > T LS
(A

SEBAEENSURL :

https://scia.secomtrust.net/ «<ZFURLIC7 7 A LEEBAZE DI 2T > TL 2V,

1-5.EFFAZ DA VA h—JL

AZTIXOpenlDAPADH —NFEBREZED A Y A M—ILAEICDOWTERLE T,
1-5-1. BWBTHERE

EFifEfmeE LT, Y —/\EEEE, PEICATIHEAZIEL T TV,

ERTAE(E

1. T-4ZIFAZDZME] TRE LAY —/\GIAEZE AservercrtE W) REITIEEDIBAAICREL TLEE W,
FRECATIEIZE 2 #HBL X T,
WRODOURLICT 2 ERATBZETYRI MN)ICT IV ERT B EHNTRETT,

SEERE DENS £ e

@RI M) (GEEAZDHITAN2020FE 12825808 UEDIZA) : https://repol.secomtrust.net/sppca/nii/odca4/index.html

H—/\—FEFAE RSASRELR HREICAGIFRE
NIl Open Domain CA - G7 RSA(SC Organization Validation CA) CAZEBEZ (nii-odcadg7rsa.cer) |

@) RY MY (GEFAZDORTHEEN2020F12A25B08LIRTDIFS) : https://repol.secomtrust.net/sppca/nii/odca3/index.html

SHA-25REE R CTHRIGhR U —/\FEFAE
TEXLIEHRFARA 4 — T KX 14 >~ SHA-25R3EF CTxt ik CASEBAE (nii-odca3sha2ct.cer)]
SHA-2525E/S CASEPAZ (CTXIINAR) % nii-odca3sha2ct.ceré WS KB TCRELZEIRE L TUREHLF T,

1-5-2. RECAGEEAE DECE

DUTFOFmEICHE>T, PRCAHBEEEELALAZARELTIEEWY,

FEICAZIFREDEE
[1-5-1.Fm1%% ] THES L/-PRBICAIEAZ % 1-1.81REM ] 3. TR LIZ/RAABELTL LI,

SHA-25R5E/R HECASEERZE DIHE

$ mv nii-odca3sha2ct.cer /etc/openldap/certs/nii-odca3sha2ct.cer


https://certs.nii.ac.jp/tsv-tool/
https://scia.secomtrust.net/
https://repo1.secomtrust.net/sppca/nii/odca4/index.html
https://repo1.secomtrust.net/sppca/nii/odca3/index.html

1-5-3. y—/SEEAEDAI VY R h—Jb
FRTY—/NRBEEZA VA ML T 2BEEUTOFREICE Y Y —/NERBOA VA M-I EEBL TS W,
Y—/EEAED A Y R b=

M1-3-1. @R7DER] TER LIcRERE T1-1AHREMH] 3. TRRBR LA/RZABEL T LI L,

S mv servername.key /etc/openldap/certs/servername.key

EZE : OpenlDAPTIX/SRA 7 L =X EWBE I 7 1V EFIATE T EA. Y7 7MiE 11-3-1. BRFPER] TRRI7L—XR2LTERLEAREE
EhYET,
BEICTALI M) - T7ANVDF I EREREERET 2, EREMA Y NSREOHBED, ALSKAREOHICT S,
ZAY MY —/% 1t LEREOpenlDAPY —/RICF7 VA I #RWV, E+9htFa ) 74 HEEFAERICTHELAELEEL TSV,
OpenlDAPICH T3, FAERD/NRRA T L—XFAIKDWTHLC ZUTFURLEBRBTI W,

288 : https://www.openldap.org/doc/admin24/tls.html#Server%20Certificates
[16.2.1.4. TLSCertificateKeyFile <filename>] I&

M1-4-1 EEBAZEDRFEN SEGE T] TRIFMo 72y —/GEAE% M-1.A1HREM] 3. TRIBLANIABEL TIESI L,

Smv server.crt /etc/openldap/certs/server.crt

1-6. OpenLDAPD R ELEH
BB LBAE A 5RHADT-DDRE L. LDAPSEEMICT 27O DHREEEBMT I2HELHY £T,

OpenLDAPDR EXEE

1. BB LEAFBECAIIREE, Y—/\IIAZEAFHAATCHREEZEBMLET,
1-1. LFICR$ Idapmodifylc & 25 EEE 7 7 1 L EER L E T

Svi ./enable-Idaps.Idif

dn:cn=config

changetype:modify

add: olcTLSCACertificateFile

olcTLSCACertificateFile: /etc/openldap/certs/nii-odca3sha2ct.cer <FECASEEAEH

replace:olcTLSCertificateFile
olcTLSCertificateFile: /etc/openldap/certs/server.crt <+ —/ ZEEAE

replace:olcTLSCertificateKeyFile
olcTLSCertificateKeyFile: /etc/openldap/certs/servername.key < FhE#

1-2. ARy MICTHER L IdIf 7 7 1 W= RBRL T

Sldapmodify -Y EXTERNAL -H Idapi:/// -f enable-Idaps.Idif

1-3. REER =R L XY


https://www.openldap.org/doc/admin24/tls.html#Server%20Certificates

Sldapsearch -LLL -Y EXTERNAL -H Idapi:// -b cn=config
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,
cn=auth

SASL SSF: 0

dn: cn=config

objectClass: olcGlobal

cn: config

olcArgsFile: /var/run/openldap/slapd.args

olcPidFile: /var/run/openldap/slapd.pid

olcTLSCACert

olcTLSCACertificateFile: /etc/openldap/certs/nii-odca3sha2ct.cer
olcTLSCertificateFile: /etc/openldap/certs/server.crt
olcTLSCertificateKeyFile: /etc/openldap/certs/servername.key

dn: cn=schema,cn=config
objectClass: olcSchemaConfig

(88)

2. LDAPSEEZAMELLET,
2-1. LDAPH —/\HldapsiBEEZIF AN 53 &L 5. SLAPD_URLSICIdapsiBfEDECE #BML £9

Svi /etc/sysconfig/slapd

# see 'man slapd' for additional information
#Where the server will run (-h option)

#- Idapi:/// is required for on-the-fly configuration using client tools

# (use SASL with EXTERNAL mechanism for authentication)

#- default: Idapi:/// Idap:///

#- example: Idapi:/// Idap://127.0.0.1/ Idap://10.0.0.1:1389/ Idaps:///

R#HZE

# SLAPD_URLS="Idapi:/// |dap:/// Idaps:///" <&

# Any custom options

#SLAPD_OPTIONS=""

#Keytab location for GSSAPI Kerberos authentication

#KRB5_KTNAME="FILE:/etc/openldap/Idap.keytab"|

1-7. b —/\ELEAZEDEE WA A VA M=)
B LAY —NGREAM VAN =LV T IGEIIUTOFREICLY Y —/NEBEZEDA VA M—ILEERBELTLEIW,

Y—/GIRAEOBEBRZ A YA M=)


ldap://127.0.0.1/
ldap://10.0.0.1:1389/
http://file/etc/openldap/ldap.keytab%22%7C

1. BY —/\GERAZOHRRTZIAE—LTLESI L,

$ cd /etc/openldap/servername.key
$ cp servername.key servername.key.old

2. EHEKROY—/NEIAEEIE—L T, REL TR,

$ cp server.crt server.crt.old

3. BN NROFPECAHPEEZIE—L T, RELTLEZL,

SHA-253:L/E REICASEERZ D56

Scp nii-odca3sha2ct.cer nii-odca3sha2ct.cer.old

4, KX ZaTIVICREW, FSIRAZEOEFHFEERBEL TKEI W,
5. [1-5-2.ARECASEFAEDELE ] THS L-PRICASIRAZEAREI L TSI,
SHA-2Z3:E /3 REICASIEAZ D5 S

$ mv nii-odca3sha2ct.cer /etc/openldap/certs/nii-odca3sha2ct.cer

6. M-3-1.@{R7DEK] THERLEDEREBELI T,

$ mv servername.key /etc/openldap/certs/servername.key

7. -4 1 GEBAEDHRFEN OIS ET) TRIIMo Y —/NEIHEEHEL I T,

Smv server.crt /etc/openldap/certs/server.crt

1-8. EhHESR
AHTIEA VR =L LR EEBIBIC & BSSLBIEICRIEA G L ARRT 5 HE 2Rl LE T,
EREOR - B

1. OpenlLDAP% BIEEENIRETY,

2. OpenlDAPY 54 7 MEH T, ZYDY—NATIEAL, SSLEEICREN LW EEBRELTLEI W,
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