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® Apache HTTP Server 2.4 LA E & mod_ssl
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® Oracle JDK / OpenJDK 11IZ TLDAPH —/AADEHICLDAPS A FE S IFA. UTOIS—ICRZE VWS BRI H Y X
ER

java. lang.NullPointerException: Thread local SslConfig has not been set

FERIZIDKONTTHZEDZ ETT, ZUT BBA. LT TUnboundID%F S BEENMRRINTWVET,
https://wiki.shibboleth.net/confluence/display/IDP30/LDAPonJava>8
FE#0: https://issues.shibboleth.net/jira/browse/IDP-1357
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https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63874715
https://wiki.shibboleth.net/confluence/display/IDP30/LDAPonJava%3E8
https://issues.shibboleth.net/jira/browse/IDP-1357
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20022668
https://wiki.shibboleth.net/confluence/display/IDP4/Installation
https://wiki.shibboleth.net/confluence/display/IDP4/Jetty94

2.0SZA4 VA KM—ILT B

1.OSTDEE
- 0S (Cent0S7) 4 YA k—Jb
{AYAR=FTAVRI=LTDHED,

Webt —/N— (HTTPD &)
OpenLDAP

ZFOMDNRNY r—JIFMBICHE LTI VA M=ILLTLEZ W,
7272 L. JavaBi% & Jettyl B DOFIBTRICA YA M—ILLE T,

BR7I7TL—Yary8iRIC. RRMNEEEFRTIHBAIEVONER - BRIRERDHY XY,

KA RZIRTDTREIFVAEZEWAEZETRELTLEEIY, FLLEIAPORZA MEERICETZEER 2 ZSRBEI W,
X Z DT F R MESELinuxiZPermissivellBRESNTWEHEDE LTEMTHBY £, FieI 7Y N TSELinUXEREERERR L T ZS W,

$ /usr/sbin/getenforce
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3.jdk 11, jetty 9.4% A4 Y X h—ILT 3

1. tomcatD Bl

tomcat A > TWBIZEIF. HIFRL TSI W,

2.jdk DA YR b=

CentOS 712130pen)DKD /Ry = HARBEINTVWETDT, ZhEYyUmMICTI VA M=ILLET,

# yum install java-11-openjdk-headless

3.jetty 9.4 DA V2 h—Jb

https://www.eclipse.org/jetty/download.html & U REFFIRD /8w r —J(tgz)& 42> A—RLTA VYA b—ILLET,
& 52, Shibboleth Project A 2% L TN B ettty & E 7 7 1 IV Ef(jetty-base) 5 ECB L £ J,

XULT S FIEE R D RET

# wget https://repol.maven.org/maven2/org/eclipse/jetty/jetty-distribution/9.4.44.v20210927/jetty-distribution-9.4.44,v20210927. tar.gz
# tar zxv -C /opt -f jetty-distribution-9.4.%. v??7????7. tar.gz

# (cd /opt ; Ln -s jetty-distribution-9.4.%.v???????? /opt/jetty )

# wget https://build. shibboleth. net/maven/snapshots/net/shibboleth/idp/idp-jetty-base/9.4.1-SNAPSHOT/idp-jetty-base-9.4. 1-

20220208, 135650-767. tar. gz

# tar zxv -C /opt -f idp-jetty-base-9.4.?-7??????7.%. tar.gz


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=19432345
https://www.eclipse.org/jetty/download.html
https://repo1.maven.org/maven2/org/eclipse/jetty/jetty-distribution/9.4.44.v20210927/jetty-distribution-9.4.44.v20210927.tar.gz
https://build.shibboleth.net/maven/snapshots/net/shibboleth/idp/idp-jetty-base/9.4.1-SNAPSHOT/idp-jetty-base-9.4.1-20220208.135650-767.tar.gz
https://build.shibboleth.net/maven/snapshots/net/shibboleth/idp/idp-jetty-base/9.4.1-SNAPSHOT/idp-jetty-base-9.4.1-20220208.135650-767.tar.gz

Y—ERBENCIE, jettyBEIADI—HEFERT I EEHELET,

ZZTIE, — A jetty I—FEERLET, (L& jetty' 21— % FEAT2E280RE LCERBALET, ) s, Fieav Y RTa—¥ID- JiL—
7IDI& /usr/share/doc/setup-2.8.71/uidgid DEZFIA L TWETHMDETEREDH Y EHA, BEOI—Y - JIL—TFELEELARWVMEEREL TL
ZEW,

# groupadd -g 110 jetty
# useradd -u 110 -g jetty -d /opt/jetty-base -s /sbin/nologin -c "Jetty daemon” jetty

UTFDaAvy RTZOMIettyBIEDRE7 7L T4 LI M) DFREE, X—I v avaRELET,

# chmod -R g-w /opt/jetty-base

# chown jetty:jetty /opt/jetty-base/{logs, tmp}

LLIFOHRAT /etc/sysconfig/jetty ZYER L X9,

JAVA=/usr/Llib/jvm/jre/bin/java

JETTY _HOME=/opt/jetty

JETTY BASE=/opt/jetty-base

JETTY RUN=/opt/jetty-base/tmp

JETTY STATE=/opt/jetty-base/tmp/jetty.state

(} ZZTIANVA=TIELTWAIARY ROBFE - A=Y aVvaEBRLTHELELIWVWTL LI, javad 7Y RIC/HAZDE> TWBIBAIEZ DITEHI
BRLTHENEWVWEEA,

$ /usr/lib/jvm/jre/bin/java -version

openjdk version ”11.0.10” 2021-01-19 LTS

OpenJDK Runtime Environment 18.9 (build 11.0.1049-LTS)

OpenJDK 64-Bit Server VM 18.9 (build 11.0.1049-LTS, mixed mode, sharing)

BEIZRVU T ELUTOLIICERELEY.

# sudo cp —ip /opt/jetty/bin/jetty.sh /etc/init.d/jetty
# sudo cp -ip /opt/jetty/bin/jetty.service /etc/systemd/system/

/etc/systemd/system/jetty.serviceZ LA TDL I ICBELET,

[Service]

Type=forking
EnvironmentFile=-/etc/sysconfig/jetty
PIDFile=/opt/jetty-base/tmp/jetty.pid
ExecStart=/etc/init.d/jetty start
ExecStop=/etc/init.d/jetty stop
ExecReload=/etc/init.d/jetty restart
SuccessExitStatus=143

User=jetty

Group=jetty

REEZRRSE. BBEBOERETVET,

# sudo systemctl daemon-reload
#f sudo systemctl enable jetty

4. jetty-base DEEE



/opt/jetty-base/webapps/idp.xmlZ LU TFTD LS ICBELEFY, (idpwar? 7 1 ILD/XZBIE)

<{Configure class="org.eclipse. jetty.webapp. WebAppContext”>

<Set name="war”><{SystemProperty name="idp.war.path” default="/opt/shibboleth-idp/war/idp.war” /></Set)>
<{Set name="contextPath”><SystemProperty name="idp.context.path” default="/idp” /></Set>

<Set name="extractWAR”>false</Set>

<Set name="copyWebDir”>false</Set)>

<Set name="copyWebInf”’>true</Set>

</Configure>

idp-backchannel.iniz &AL RWVWE D ICLET,

# sudo mv -i /opt/jetty-base/start.d/idp-backchannel. ini /opt/jetty-base/start.d/idp-backchannel. ini.dist

/opt/jetty-base/start.d/start.ini Z L FOHRBTEKRL £,

# Any other required Jetty modules...

# Allows setting Java system properties (-Dname=value)
# and JUM flags (-X, -XX) in this file

# NOTE: spawns child Java process

——exec

# Uncomment if IdP is installed somewhere other than /opt/shibboleth-idp
#-Didp. home=/path/to/shibboleth-idp

# Newer garbage collector that reduces memory needed for larger metadata files
-XX:+UseG1GC

# Maximum amount of memory that Jetty may use, at least 1.5G is recommended
# for handling larger (> 25M) metadata files but you will need to test on

# your particular metadata configuration

-Xmx1500m

# Prevent blocking for entropy
-Djava. security. egd=file:/dev/. /urandom

# Set Java tmp location
-Djava. io. tmpdir=tmp

/opt/jetty-base/modules/idp.mod ZBEL £d, (https &sslZIAXY KT R)

[depend]
annotations
deploy
ext
#https
jsp

jstl

plus
resources
server
servlets
#ssl

/opt/jetty-base/start.d/idp.ini Z{E1IE L £ 9,



tt
# Module: idp

# Shibboleth IdP
i
--module=idp

--modu le=http

--modu le=http-forwarded

## Keystore file path (relative to $jetty.base)
jetty.sslContext. keyStorePath=../credentials/idp-userfacing. p12

(€=1:2)

KARRICLAT &80

## Connector port to listen on
jetty.ssl.port=443 XFFEINRW

jetty.http.host=127.0.0.1
jetty.http.port=8080

/opt/jetty-base/start.d/idp-logging.ini Z{EIEL £¥,

(€1

# Override logback version pinned in jetty-home/modules/logback-impl.mod
logback. version=1.2.10

# Override SLF4J version pinned in jetty-home/modules/slf4j-api.mod
slf4j.version=1,7.32

ZZTEMLTVSA—T 3 Vi lib/logback/ & & T log/slfdj/ U TFICREBENTWES A TS UDOA—T 3> TT, BRELKjetty-basetia
BifiH4 RICRBEDOEDEERZBEIF. ERICEBBEINTWVWE S A4 T3 D/N—T 3 V7% logback.version= & & U slf4]. version= [ZFEiR
LTS,

/opt/jetty-base/etc/tweak-ssl.xmlE L TFDORETYER L £9.

1 BEOEMTH A K TIE id="shibContextFactory” M4 %58 > T id="sslContextFactory” & LTHW L7z, AREFEL K RBIN B LS
IZ. BEEBRBEVWELET,



<IDOCTYPE Configure PUBLIC ”-//Jetty//Configure//EN”
"http://www. eclipse.org/jetty/configure 9 4.dtd”>
<Configure id="shibContextFactory” class="org.eclipse. jetty.util.ssl.SslContextFactory”>
<Set name="IncludeProtocols”>
<Array type="String”>
<Item>TLSv1.3</Item>
<Item>TLSv1.2</Item>
</Array>
</Set>
<Set name="ExcludeProtocols”>
<Array type="String”>
<Item>TLSv1. 1</Item>
<Item>TLSv1</Item>
<Item>SSL</Item)>
<Item>SSLv2</Item>
<Item>SSLv3</Item>
</Array>
</Set>
<Set name="IncludeCipherSuites”>
<Array type="String”>
<Item>TLS AES.*</Item)>
<Item>TLS CHACHA20.*</Item)>
<Item>TLS ECDHE.*</Item>
<Item>TLS EMPTY RENEGOTIATION INFO SCSV</Item>
</Array>
</Set>
<Set name="ExcludeCipherSuites”>
<Array type="String”>
<Item>, *NULL. *</Item>
<Item>, *RC4. %</Item>
<Item>”.* (MD5|SHA|SHA1)$</Item>
<Item>.*DES. *</Item>
<Item)>. *DSS. *</Item>
<Item>"TLS DHE .x$</Item>
<Item>”TLS RSA .*$</Item>
</Array>
</Set>
</Configure>

L7 7M1V EBRBT 5 &SI /opt/jetty-base/modules/idp-backchannel.mod I3BEE L £7.

(&B8)
[xmlL]

etc/idp-backchannel. xml
etc/tweak-ssl. xml

5. httpd DFRE

/etc/httpd/conf/httpd.conf DIEIE
(B8R)
fServerName example-idp.nii.ac.jp:80 <7HKZ h%

TaAxXyhTUN (#) EHIBR
(&18)

/etc/httpd/conf.d/ssl.conf DIEIE



(€=1:2))

<VirtualHost default :443>

(HE%)

TServerName example-idp.nii.ac.jp:443 < KZ k%
TaAXYRTUN (#) EHIBR

VBUF 3800

RequestHeader set X-Forwarded-Port 443
RequestHeader set X-Forwarded-Proto https
RequestHeader unset Forwarded

RequestHeader unset X-Forwarded-For

ProxyPass /idp/ http://localhost:8080/idp/ connectiontimeout=5 timeout=15
(€=1:2)

MAT, SSL3.OTAMINICHT ZHEARREINTHEYEITODT, HZSOMINLEEWELTZZE2BE8HOLET,
=SSL/N— 3 V3DHETEMIC D W T (CVE-2014-3566)

SSLProtocol all -SSLv2 -SSLv3

/etc/httpd/conf.d/virtualhost-localhost80. conf ZLATFORBTERL T EE L,
Z1iEShibboleth IdPA Rt B reload-metadata.shED AT Y R&F o R FEZAREICT 272HDEHED T,

1 T TICA—Ovirtual hostZ R0 & 22 TEHEL TVWBHFHEIE, TELICEFHTLLEIL,
F/z. 9 TIC _default_:80 DVirtualHostB EES N TWBIFEIFZDHDES D' localhost:80 ICERA I N2 £TDT,
BETHNIEZDEEEZD I 7MILICEEDTLEI W,
_default_:80 "EZEINTWS T 7 1 JLICFieProxyPass=&H 2 HEHH Y EITH. ABIOSOBEDT /AN X7
TRWVWEOBR—MIFLTETAZIEICARYETOTHELEEA,
(B52A. 77470 4—VETHEUICHLI N TOVNIEEEDL Y FHA)

<VirtualHost localhost:80>
ProxyPass /idp/ http://localhost:8080/idp/ connectiontimeout=5 timeout=15
</VirtualHost)

4. Shibbolethd®1 > XA h—JL

BI7 74 INVEBEDIEEN, Version 4ICERLTUVWET,

1. Shibboleth IdP Ry r—S @4 vA— K

@ FoVvO—RLEZ7AIVOEEHEHENDBIZIEPGPES (§9 > O— NURLIC"asc'2BMLEHD) AHELTL LI,

24VA M=

# tar xzvf shibboleth-identity-provider-4.7.7.tar.gz
# cd shibboleth-identity-provider-4.?.7
# sudo ./bin/install.sh -Didp.conf.credentials. filemode=640 -Didp.conf.credentials,group=jetty

installsh> LRV ) T hA2ETTEE, UTFOLIRBVWEDLEL’HY T,
FIFICH> T, EHTLESIL,


http://shibboleth.net/downloads/identity-provider/latest/
https://www.gakunin.jp/jolon77xf-427/#_427

VAN—IVEICANT 2R RT— RERERTHEIHZEEF. RSN WEDEFEAL T EE W,
Z ZTAA L 7= Cookie Encryption Key Password (&, /opt/shibboleth-idp/credentials/secrets.propertiesiCEEEH SN E 7,
—75 Backchannel PKCS12 Password (ZE2$k sz A,

4

Buildfile: /root/shibboleth-identity-provider-4.0.1/bin/bui ld. xml

install:
Source (Distribution) Directory (press <enter> to accept default): [/root/shibboleth-identity-provider-4.0.1] ?
[Enter] < AA7%L

Installation Directory: [/opt/shibboleth-idp] ?
[Enter] <AAB7%L

INFO [net.shibboleth. idp. installer.V4Install:151] - New Install. Version: 4.0.1

Host Name: [upkishib-idp.nii.ac. jp]

[Enter] «<AARL XRRINALKRRENEIFE., RELTLEIL,

INFO [net.shibboleth. idp. installer.V4Install:549] - Creating idp-signing, CN = upkishib-idp.nii.ac.jp URI = https://upkishib=idp.nii.
ac. jp/idp/shibboleth, keySize=3072

INFO [net.shibboleth. idp. installer.V4Install:549] - Creating idp-encryption, CN = upkishib-idp.nii.ac.jp URI = https://upkishib-idp.
nii.ac. jp/idp/shibboleth, keySize=3072

Backchannel PKCS12 Password: backpass[Enter] <« {EED/XZXT7—R
Re-enter password: backpass[Enter]

INFO [net.shibboleth. idp. installer.V4Install:592] - Creating backchannel keystore, CN = upkishib-idp.nii.ac.jp URI = https://upkishib-
idp.nii.ac. jp/idp/shibboleth, keySize=3072

Cookie Encryption Key Password: cookiepass[Enter] «—{EFED/SX7T— R
Re-enter password: cookiepass[Enter]

INFO [net.shibboleth. idp. installer.V4Install:633] - Creating backchannel keystore, CN = upkishib-idp.nii.ac.jp URI = https://upkishib-
idp.nii.ac. jp/idp/shibboleth, keySize=3072

INFO [net.shibboleth.utilities. java.support.security.BasicKeystoreKeyStrategyTool:166] - No existing versioning property,
initializing...

SAML EntityID: [https://upkishib-idp.nii.ac.jp/idp/shibboleth] ?

[Enter] <AA7%L

Attribute Scope: [nii.ac. jp]
[Enter] < ANARL XREFINLRI—THEIHZE. RELTLLEIW,

(&88)

BUILD SUCCESSFUL
Total time: 2 minutes 9 seconds

FEREOESBREMICBEARDS, A VA M=IETVET,

3.1R—=XvavoRE
jetty” A—YHFAT TP ANEEATESBEITALI N OFBEEEERELET,

RIS, X9T—9DRETALINYDREE - R—Iv > avZTERELET,
# sudo chown -R jetty:jetty /opt/shibboleth-idp/logs
# sudo chgrp jetty /opt/shibboleth-idp/metadata

# sudo chmod g+w /opt/shibboleth-idp/metadata
# sudo chmod +t /opt/shibboleth-idp/metadata

@ IdPAERRICER YT 2XREOMERIIEILEBINTHBYTEADT, FIAE - X—I v aVIEROFIETRELET.

4. jstl-1.2.jar DEE

KistlDBEA ¥ 2 M —ILIEFRE


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021662

574 LIMVMVTFy I RADEL
edit-webappMIZweb.xml Z{ER L £ 9,

# sudo cp -ip /opt/shibboleth-idp/dist/webapp/WEB-INF/web.xml /opt/shibboleth-idp/edit-webapp/WEB-INF/web. xml
# sudo chmod utw /opt/shibboleth-idp/edit-webapp/WEB-INF/web. xml

ER L 7=web.xml Z LA FORBTEEL XY,
XEEFED<servlet>DREIICEREZBML XY,

<filter-mapping>

<filter-name>SLF4JIMDCServ letFilter</filter-name)>
<url-patternd>/#</url-pattern>

</filter-mapping>

<l-- Servlets and servlet mappings -->

<{servlet>

<servlet-name>default</servlet-name>

<{servlet-classdorg.eclipse. jetty.servlet.DefaultServlet</servlet-class>
<init-param>

<param-name>dirAl Lowed</param-name>

<param-value>false</param-value>

</init-param>

<load-on-startup>0</load-on-startup>

{/servlet>

<servlet>
<servlet-name)idp</servlet-name)>

UFEETLTRBREETY,

# sudo /opt/shibboleth-idp/bin/bui ld. sh

httpd DEFRE) & Jetty DREIZITVWET, (T TillettyhEBENL TWBIFEIEstopL TH ST TLEETW)

#f systemctl restart httpd
# systemctl start jetty

1 XjettyiEBE)ICKM L 2 SEREBIER. /opt/jetty-base/tmp/ TICT 7 A LA K> TWELHIBRL THLBERBL T LT,
Xbuild.sh L 7= & sudo systemctl restart jetty LAWE KRS EH A,

5. ¥—ERDES - RILHE

H—E2 Efawv R Fiawv R Eagavv R
httpd systemctl start httpd = systemctl stop httpd | systemctl restart httpd
jetty systemctl start jetty | systemctl stop jetty = systemctl restart jetty

AVAM=HRTLEDS, VM MEREOREET>TTFXL.


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=20021630
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