IB: 1 X b—JL (IdPv4)

IdPv4D A > X b—Ib

EBt I F—RICERS NLinuxt —/3ZIDK, Tomcat, Shibboleth IdP%E 4 Y X h—IL§ 2 FIRE L >TUVWET,

1. RBICEATREY—/NICDOWT
2.Java11 (Open)DK) 4 VA K= 3
3. Apache Tomcat 9% A4 Y X k—ILT %

4. Shibbolethd 1 > X b —)b

5. —EXDiEE - FiIEAE

1. BBICERATSREBY—/NIIDWT
TIEABEM A RTHEET IFRERDIRIETT,
® OS. DNS, xv h7—2, BAEBEASIIBREFHEL>TWET, (Apache HTTP Server, mod_sslH 41 X b —ILiFEH)
® CentOS7
* XE2GBLE
® Apache HTTP Server 2.4 & mod_ssl
® Java 11 (OpenJDK)
® Apache Tomcat 9
® Shibboleth IdP v4

Fe, EBRBTIRSELnuXFENLEEINTWVWEEDE LTFIRZRHL TVWET, FELI~Y Y RTSELInUXEREN IR TEXT,

$ /usr/sbin/getenforce

2.Java 11 (OpenlDK) Z4 VYA ~h—JLT 3

A1V A M=
CentOS 7I121E0pen)DKDO/NRy r —IHAHBEINTVWET DT, ThEyumIiCTAI VA M=ILLET,

# yum install java-11-openjdk java-11-openjdk-devel

3. Apache Tomcat 9% 4 VY A h—J)LT %

1.AYA M=)

CentOS 7ICAHERINTWS /Ny —YdTomcat77 2 DT, Apache Software Foundation'Be#i § 2 Tomcat/Ny r—Y %4> O0— KL TA Y X =)L
LEXY,

# cd /root/PKG

#f tar zxv -C /usr/share -f apache-tomcat-9.?.??. tar.gz
#f Ln -s /usr/share/apache-tomcat-9.?.?? /usr/share/tomcat

F-BEHEHR YY) T ML, [/root/GETFILE] BT Dtomcat.servicexEWE T,



# cp /root/GETFILE/tomcat.service /etc/systemd/system

2. HEEBIDRE
UTFoavy RTEBESRELFMLET,

# systemctl enable tomcat

e :
UFoavy RCEBEHRELBMCTLIIENTZET,

# systemctl disable tomcat

” tomcat” 1—H TiEE

"root"1—HTIEA <, Tomcat@EBAOI—H%FEATII L2 HELET,
ZZ T, — Mm% "tomecat" 1 —HF AR L £ 9, (LR, "tomcat'2—H%FEAT 2B AR CTHRALET, )

# useradd -r -d /usr/share/tomcat -s /shin/nologin -c "Tomcat daemon” tomcat

UTFDaAY Y RTZOMTomcatFBEDBRET7 71 LT 1 LI MY DREE, R—Iv > avaERELET,

# chown -R tomcat:tomcat /usr/share/tomcat/{temp, logs, work}

# chown tomcat:tomcat /usr/share/tomcat/webapps

# chmod +t /usr/share/tomcat/webapps

# chmod got+rx /usr/share/tomcat/conf

# chgrp tomcat /usr/share/tomcat/conf/*. *

# chmod g+r /usr/share/tomcat/conf/x. %

# mkdir -p /usr/share/tomcat/conf/Catalina/localhost
# chgrp -R tomcat /usr/share/tomcat/conf/Catalina

# chmod -R g+r /usr/share/tomcat/conf/Catalina

# chmod -R +t /usr/share/tomcat/conf/Catalina

# chgrp -R tomcat /usr/share/tomcat/{bin, Lib}

3.JAVA_OPTSORE

BLTR®D & S ic/ete/sysconfig/tomcat #EE L F T,

#JAVA OPTS="-Xminf0.1 -Xmaxf0.3”
JAVA OPTS="-server -Xmx1500m -XX:MaxPermSize=256m -XX:+UseG1GC ”

4. profileD3B 1N

/etc/profile.d/java-tomcat.sh & WIFFBR I 7 A LEUTORETERLE Y,

# /etc/profile.d/java-tomcat.sh - set Java and Tomcat stuff
JAVA HOME=/usr/Llib/jvm/java

#export MANPATH=$MANPATH:/usr/java/default/man

CATALINA HOME=/usr/share/tomcat

CATALINA BASE=$CATALINA HOME

PATH=$JAVA _HOME/bin:$CATALINA BASE/bin:$CATALINA HOME/bin:$PATH
export PATH JAVA HOME CATALINA HOME CATALINA BASE

EBMLUICRREEREZHHRAHET,

#f source /etc/profile

5. Apache D&&E



AR ®D & 512 /ete/httpd/conf/httpd.conf ZEEL £ F,

(&88)
TServerName ex-idp-test??.gakunin.nii.ac.jp:80 < 22X ZHEWIROSNALEES (0F4LS T00] )
TaAXYETUN () EHIBR

(&B8)

LUF®D & SIS /ete/httpd/conf.d/ssl.conf ZEEL £,

(&B%)
<{VirtualHost default :443>
(&B8)
TServerName ex-idp-test??.gakunin.nii.ac.jp:443 < 2 ZBHEVIRSNEES (0FAS 00] )
TaAxXYhT7UN () ZHIR
ProxyPass /idp/ ajp://localhost:8009/idp/ « EZE A BN
(&B8)

6. Tomcat DR E

LUFDHAT /etc/httpd/conf.d/virtualhost-localhost80.conf ZERK L £ 9,

X ZhidShibboleth IdPAY R I B reload-metadata.shFED AT Y REFE > 7 BEAAREICT 2 HDEDTT,

<VirtualHost Llocalhost:80>
ProxyPass /idp/ ajp://localhost:8009/idp/
</VirtualHost>

LATR®D & 512 /usr/share/tomcat/conf/serverxm| Z{EE L ¢,

XEBTRETIX. Connector port="8080"#JI XY h 7O MLET,

&ll==
<Connector port="8080" protocol="HTTP/1.1”
connectionTimeout="20000"
redirectPort="8443" />

¥.Connector port="8009"ICATFD &L S ICBIML TL XL,

<l-- Define an AJP 1.3 Connector on port 8009 -->
<l--

<Connector protocol="AJP/1.3"

address="::1"

port="8009"

redirectPort="8443" />

-->

<Connector port="8009" protocol="AJP/1.3” redirectPort="8443"
secretRequired="false" enableLookups="false" tomcatAuthentication="false" address="127.0.0.1" maxPostSize="100000" />

4. Shibboleth® 1 > X b —Jb

ZI7 714 INVEBEDIBEIE, Version4.0.TICEMLTVET,

1. 41AYXA =)L
Shibboleth IdPD /8y r—2 &, T/root/PKGI B FICHY £,

LTFoaAvY RTHBELTLEIL,

# cd /root/PKG



# tar xzvf shibboleth-identity-provider-4.7.7. tar.gz
# cd shibboleth-identity-provider-4.7.7
# ./bin/install.sh -Didp. conf. fi lemode=640

installsh> TJLR V) PR EERTT2E. UTOLIREVEDENHY X7,
FIRICHE> T, EHTLEE L,

1 AYRAM—IVRBICAAT BT - FE2RERTEIBEIR. EUSNICKWEDZEFERLTIRS WL,
X ZTABDLE/RRT—RIL, /opt/shibboleth-idp/conf/idp.propertiesiCie# s n x4, (FEX)

Buildfile: /root/PKG/shibboleth-identity-provider-4.0.1/bin/build. xml

install:
Source (Distribution) Directory (press <enter> to accept default): [/root/PKG/shibboleth-identity-provider-4.0.1] ?
[Enter] < AHB7#RL

Installation Directory: [/opt/shibboleth-idp]

[Enter] < AAB#&L

Hostname: [ex-idp-test??.gakunin.nii.ac. jp]

[Enter] < AARL XRRINLKRAKREDEIIHZE., RELTLEIL,
Backchannel PKCS12 Password: backpass[Enter] < {EE®D/XX7T—K

Re-enter password: backpass[Enter]

Cookie Encryption Key Password: cookiepass[Enter] <« {E=EMD/XRXT—RK
Re-enter password: cookiepass[Enter]

SAML EntityID: [https://ex—idp-test??.gakunin.nii.ac. jp/idp/shibboleth]
[Enter] <AAB%L

Attribute Scope: [gakunin.nii.ac. jp]

=i

nii.ac.jp [Enter] <mnii.ac.jpERRELTLEIW,

(AE8)

BUILD SUCCESSFUL
Total time: 2 minutes 9 seconds

LROLDILEBICEZADNS, A VA M—ILETVWET,

2. 8—3X v avORE
Tomcat%” tomcat” 1 —HTEITTZHBE. OF 7 7ML EHANTEEZ LI TA LI N DFREEEZERELEY,
RRRIC, RET 7 ANLPAIT—IDRETALI NI REDFHRESE - X—IvarvibZELET,

ZZTHRELZ/R—Z v >3V %Shibboleth IdP7 v 75— MFICEBRINBR WL D FENVBETY, FHMIL IdPVv3T7 vy 75— MCET 2 1BR
"B

# chown -R tomcat:tomcat /opt/shibboleth-idp/logs
# chgrp -R tomcat /opt/shibboleth-idp/conf

# chmod -R g+r /opt/shibboleth-idp/conf

# find /opt/shibboleth-idp/conf -type d -exec chmod -R gts {} ¥;
# chgrp tomcat /opt/shibboleth-idp/metadata

# chmod g+w /opt/shibboleth-idp/metadata

# chmod +t /opt/shibboleth-idp/metadata

# chgrp tomcat /opt/shibboleth-idp/credentials/secrets.properties

# chmod g+r /opt/shibboleth-idp/credentials/secrets.properties
# chgrp tomcat /opt/shibboleth-idp/credentials/sealer.*

# chmod g+r /opt/shibboleth-idp/credentials/sealer.*


http://gakunin.nii.ac.jp/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=21437847

@ IdPAERICER T 2EAZOMERIIELEBINTHBY EFEADT, FIEE - X—I v aVIFROFIETRELET.

3.jstl-1.2.jar DECE

jstl-1.2.jarl&. F& [/root/PKG] BEFRICHY £,
edit-webapp/ BEEFICECE L. idp.warll&HET,

# cp /root/PKG/jstl-1.2, jar /opt/shibboleth-idp/edit-webapp/WEB-INF/Lib/
# /opt/shibboleth-idp/bin/bui ld. sh

Installation Directory: [/opt/shibboleth-idp]

[Enter] < AABAARL

Rebuilding /opt/shibboleth-idp/war/idp.war ...

...done

BUILD SUCCESSFUL
Total time: 3 seconds

4. idp.war D&%

${CATALINA BASE}/conf/Catalina/localhost/idp.xml & WS M7 7 1 L ELUTORAETIER L. idp.warkTomcatARBHTEBLIICLET,

<Context docBase="/opt/shibboleth-idp/war/idp.war”
privileged="true”
antiResourcelocking="false”
swallowQutput="true”>
{Manager pathname="" />

<I-- Work around lack of Max-Age support in IE/Edge -->
<CookieProcessor alwaysAddExpires="true” />

</Context>
httpd DBFEE & TomcatDERB EZTVWE T, (T TICTomcath'iE2E L TWBIEEIEstopLTHA DT> TLEE W)

# systemctl restart httpd
# systemctl start tomcat

TomcatDiEEN%. S{CATALINA_BASE}/logs/catalina.{B{f}.loglc TS5 —AHAI N TUVWAWEEEEL T LI W,

.@. eV

Xcatalina.{H{T}).loglcTomcati& T B (Bi2EIRE) DY M I VI TUTDEIBRIS—HARRIINEZ D HY ETHREDY FELADTER
LTLES WY,

ZMEPAY: A web application appears to have started a TimerThread named [Timer-0] via the java.util.Timer API but has failed
to stop it. To prevent a memory leak, the timer (and hence the associated thread) has been forcibly cancelled.

ZAnAY: A web application created a ThreadLocal with key of type [null] (value [ch. qgos. logback. core.
UnsynchronizedAppenderBase$1@XXXXXXXX]) and a value of type [java. lang.Boolean] (value [false]) but failed to remove it when
the web application was stopped. To prevent a memory leak, the ThreadlLocal has been forcibly removed.

(BEAETBNTLR-N)


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63875426
http://jira.qos.ch/browse/LBCLASSIC-183

5. Y —ERDEH - FILFHE

H—E2 EEavv R Fikavvk BEgavyF
httpd systemctl start httpd | systemctl stop httpd | systemctl restart httpd
tomcat systemctl start tomcat = systemctl stop tomcat = systemctl restart tomcat

AVAM=IBRT LEDS, U4 MEBFDOREET>TTFEL.


https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63875424

	旧: インストール（IdPv4）

