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M /etc/httpd/conf.d/ssl.conf

9. WBEEToot" I —HFDHNBRBRTEZLIICTIERAFIRIDD > TWEIEELTLAEIV, BEATERVBEIIUTOLSIICLTFHESE - 7
W=7 - R=I v oaVEHRELTLEIV,

chown root:root /etc/pki/tls/private/server.key — BB OEIRE
chmod 400 /etc/pki/tls/private/server. key

/etc/httpd/conf.d/ssl.conf ZLA T DL D ICHREL TLEE W,

(&8%)

SSLCertificateFile /etc/pki/tls/certs/server.crt <« H—/\EFEEEZ DRI
(&B8)

SSLCertificateKeyFile /etc/pki/tls/private/server.key — WEFE DML

(€=1:))
SSLCertificateChainFile /etc/pki/tls/certs/server—chain.crt < FRARECASEBAE DRINE
T %EEED T#)] ZHIBRL T, OXY MNERBRLTLZIW,
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https://certs.nii.ac.jp/
https://certs.nii.ac.jp/join/ee/
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=26188807
https://www.gakunin.jp/join/
https://www.gakunin.jp/join/

# cd /opt/shibboleth-idp/credentials

# UMASKORIG=""umask™” ; umask 0077

#f openssl pkcs12 -export —out server.pl2 —in H—/\SFBAZE. crt —inkey H—/ \FUZ5EE. key -name H—/\%
(ZZTEAIPNBIT Y RAR— h/SR7— R&#BDserver. xmldD TP12/S2T7— K| ICIEELE T, FBROLDABRETEEY)
#f umask ”$UMASKORIG”

(LEB—FEDumask 3~ > Kid”chmod 600 server.pl2” & FEFK)

Tomcat%"tomcat' I —H# TEITT 2HEIE. S OICUTOAYY REETLTomcathmABRND LD ICLET,

# chgrp tomcat /opt/shibboleth-idp/credentials/server.p12
# chmod g+r /opt/shibboleth-idp/credentials/server.p12
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https://build.shibboleth.net/nexus/service/local/repositories/releases/content/net/shibboleth/utilities/trustany-ssl/1.0.0/trustany-ssl-1.0.0.jar
W&y O—RLET,
trustany-ssl-1.0.0.jar % SCATALINA_HOME/lib BB FIcaE—L £ 9,

# wget https://build.shibboleth.net/nexus/service/local/repositories/releases/content/net/shibboleth/utilities/trustany-ssl/1.0.0
/trustany-ssl-1.0.0. jar
# cp trustany-ssl-1.0.0. jar $CATALINA HOME/Lib/

¥ r0O—RKENBIART 7 1 JLDSHA-256/\y ¥ 1 {EIFLUTDEY T, I OICEEMARIRE LA WESIFPGPELA ZFHIALL LT L,
# sha2b6sum trustany-ssl-1.0.0. jar
80f80f45dch6671ad963e6ebf761baeb195502cabb274b6b3f99e4ed2a900466 trustany-ssl-1.0.0. jar

3. SOAPERTE

SCATALINA_BASE/conf/serverxm| 7 7 1 JLICUA T &EBIML X T,

<Connector port="8443" protocol="org. apache. coyote.http11.Httpl11NioProtocol”
maxThreads="150"
SSLEnabled="true”
scheme="https”
maxPostSize="100000"
secure="true”
clientAuth="want”
sslEnabledProtocols="TLSv1, TLSv1. 1, TLSv1.2, TLSv1.3”
keystoreFile="/opt/shibboleth-idp/credentials/server.p12”
keystorePass="P12/X2 7 — R”
keystoreType="PKCS12”
trustManagerClassName="net. shibboleth.utilities.ssl.TrustAnyCertificate” />

@ sslEnabledProtocols (&SSLv3&EMICT B /=DM TY, 8. TLSv1.1, TLSv1.2, BLUTLSVI.3DZ&EHIH Y £TH, ERICHEATE
ZEMFJava(VM)D/NR—T a VICIREL £ T,


https://build.shibboleth.net/nexus/service/local/repositories/releases/content/net/shibboleth/utilities/trustany-ssl/1.0.0/trustany-ssl-1.0.0.jar
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63873243
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63873234
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=63873245
https://build.shibboleth.net/nexus/service/local/repositories/releases/content/net/shibboleth/utilities/trustany-ssl/1.0.0/trustany-ssl-1.0.0.jar.asc
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