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https://www.gakunin.jp/join/test/rule
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* 1. L WREL RIS OB
° 2 EFIREZLE (2020F128 178 10:00LL87IC )
* 3 IAAZEYIWEAKDRELE (20205128178 10:00LLH 12 1)

1. % L WRELFEEEAE O &
# L WREEREEBAZ A LU FOURLA S 4 >~ O0— K LT [/opt/shibboleth-idp/credentials/gakunin-test-signer-2020.cer] ICEE L £,

® https://metadata.gakunin.nii.ac.jp/gakunin-test-signer-2020.cer

1 EIEAEOD T 4 v H—F) v MER
Y yO0—RKULBEEGRIABED 71 Y A—T) v F2RREL. UTE—BHTI2NHRLTLEIL,
SHA256 Fingerprint=FA:11:11:5B:EC:13:4D:55:85:AF:60:32:E1:6C:01:01:EF:9C:A0:6B:17:8C:8B:9C:7F:2B:69:41:EB:68:30:1E
OpenSSLAY Y RTIEUTO LD ICHERLE T,

> openssl x509 -in gakunin-test-signer-2020.cer -fingerprint -sha256 -noout

2. MBS EEE (20204E128 178 10:00L081 - S21)

/opt/shibboleth-idp/conf/metadata-providers.xml RICEEHDT A k7 =57 L —¥ 3 VA D<MetadataProvider>% LU TFD & 5 ICBIE L. REEMEIEAE
& LCHIHMmEIRAE = e L £ 9,


https://metadata.gakunin.nii.ac.jp/gakunin-test-signer-2020.cer
https://www.gakunin.jp/join/test/rule

#£4 (unified difflg=)

{MetadataProvider id="HTTPMetadata”
(...B8...)
metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-test-metadata.xml”>

{MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-test-signer-2011.cer” />
{MetadataFilter xsi:type="SignatureValidation”>
<security:TrustEngine id="GTestTrustEngine” xsi:type="security:StaticExplicitKeySignature”>
<security:Credential id="GTestCredential” xsi:type="security:X509ResourceBacked”>
<security:Certificated%{idp. home}/credentials/gakunin-test-signer-2011.cer</security:Certificate>
{/security:Credential>
<{security:Credential id="GTestCredentialNew” xsi:type="security:X509ResourceBacked”>
<security:Certificated%{idp. home}/credentials/gakunin-test-signer-2020.cer</security:Certificate>
{/security:Credential>
{/security:TrustEngine>
<{/MetadataFilter)
(...B%...)
<{/MetadataProvider)>
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$ /opt/shibboleth-idp/bin/reload-service.sh -id shibboleth. MetadataResolverService

Biikid#%, T5—0O7% (/opt/shibboleth-idp/logs/idp-warn.log) ICTD & S ICRBBINTVWEBEIEBERILICKBRLTEY £TDT,
metadata-providersxmIDEEBAZ 7 7 1 LAEEL WA E D HhEESRL TL 23 L,

2020-11-30 14:05:32,408 - - WARN [org. apache. xml. security.signature. XMLSignature:777] - Signature verification failed

2020-11-30 14:05:32,409 - - ERROR [org.opensaml. saml, metadata. resolver. filter. impl,SignatureValidationFilter:419] - Signature trust
establishment failed for metadata entry GakuNin-test

2020-11-30 14:05:32,410 - - ERROR [org.opensaml. saml, metadata. resolver. impl.AbstractReloadingMetadataResolver:537] - Metadata

Resolver FileBackedHTTPMetadataResolver HTTPMetadata: Error filtering metadata from https://metadata.gakunin.nii.ac. jp/gakunin-test-
metadata. xml
org.opensaml. saml. metadata. resolver. filter.FilterException: Signature trust establishment failed for metadata entry

at org.opensaml.saml.metadata. resolver. filter. impl.SignatureValidationFilter.verifySignature(SignatureValidationFilter. java:
420)

1 2020128178 10:00LL2IC, TR0 MFAENVEARORERE] 25N TICEBL TR,

3. AEEAELI W B AR OREEE (20205128178 10:00L0kE 12 3R }HE)

/opt/shibboleth-idp/conf/metadata-providers.xml RICEEHD T A k7 = F L — 3 Y A D<MetadataProvider>% L TFD & 5 IIEIE L. MREFAEIEAE
ELTHIREDHEHRLET,



#£4 (unified difflg=)

{MetadataProvider id="HTTPMetadata”
(...B8...)
metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-test-metadata.xml”>

- {MetadataFilter xsi:type="SignatureValidation”)

- <{security:TrustEngine id="GTestTrustEngine” xsi:type="security:StaticExplicitKeySignature”>

- <security:Credential id="GTestCredential” xsi:type="security:X509ResourceBacked”>

- <security:Certificated%{idp. home}/credentials/gakunin-test-signer-2011,cer<{/security:Certificate)>

- </security:Credential>

- <{security:Credential id="GTestCredentialNew” xsi:type="security:X509ResourceBacked”>

- <{security:Certificated%{idp. home}/credentials/gakunin-test-signer-2020. cer</security:Certificate>

- {/security:Credential>

- {/security:TrustEngine>

- {/MetadataFilter)>

+ {MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-test-signer-2020.cer” />
(...B%...)
<{/MetadataProvider)>

1 FEIREREZ L TWARWEEIE, RIAIASZHARIICERNYEZI TSI W,

Z£49 (unified diff=X)
{MetadataProvider id="HTTPMetadata”
(...B&...)

metadataURL="https://metadata. gakunin.nii.ac. jp/gakunin-test-metadata.xml”>

- {MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-test-signer-2011.

cer” />
+ {MetadataFilter xsi:type="SignatureValidation” certificateFile="%{idp.home}/credentials/gakunin-test-signer-2020.
cer” />

(...B%...)

{/MetadataProvider>

EHEFK, UTOIXY RTCHRELABFHR»AALET,

$ /opt/shibboleth-idp/bin/reload-service.sh —id shibboleth. MetadataResolverService

BiaA#tk. T5—0O7% (/opt/shibboleth-idp/logs/idp-warn.log) ICATFD & S ICEEHFEIN TV R IBEIFERRIEICEKKRLTEY ET DT,
metadata-providers.xmIDEERAZE 7 7 1 LHAEEL WA E D MR L T 72X L,

2020-11-30 14:05:32,408 - - WARN [org. apache, xml. security.signature. XMLSignature:777] - Signature verification failed

2020-11-30 14:05:32,409 - - ERROR [org.opensaml.saml.metadata. resolver. filter. impl.SignatureValidationFilter:419] - Signature trust
establishment failed for metadata entry GakuNin-test

2020-11-30 14:05:32,410 - - ERROR [org. opensaml. saml.metadata. resolver. impl.AbstractReloadingMetadataResolver:537] - Metadata

Resolver FileBackedHTTPMetadataResolver HTTPMetadata: Error filtering metadata from https://metadata.gakunin.nii.ac. jp/gakunin-test-
metadata. xml
org.opensaml. saml. metadata. resolver. filter,FilterException: Signature trust establishment failed for metadata entry

at org.opensaml.saml.metadata. resolver. filter. impl.SignatureValidationFilter.verifySignature(SignatureValidationFilter. java:
420)
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