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WARN [net.shibboleth. idp. installer. impl.CurrentInstallStateImpl:158] - Unable to find property resource ’/opt/shibboleth-idp
/credentials/secrets. properties’ (check idp.additionalProperties?)
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# vi /opt/shibboleth-idp/credentials/secrets.properties
TEROABTIER

# chown root:jetty /opt/shibboleth-idp/credentials/secrets.properties
# chmod 640 /opt/shibboleth-idp/credentials/secrets.properties

secrets.propertiesT >~ 7L — k

# This is a reserved spot for most properties containing passwords or other secrets.
# Created by install at YYYY-MM-DDTtt:tt:tt.ttttttZ

# Access to internal AES encryption key
idp. sealer, storePassword =
idp. sealer. keyPassword =

#f Default access to LDAP authn and attribute stores.
idp. authn, LDAP. bindDNCredential

idp.attribute. resolver.LDAP.bindDNCredential = %{idp.authn.LDAP.bindDNCredential:undefined}

# Salt used to generate persistent/pairwise IDs, must be kept secret
idp. persistentld.salt =
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/opt/shibboleth-idp/conf/idp.properties:

idp.properties

(%)

# Settings for internal AES encryption key

#idp. sealer.storeType = JCEKS

#idp. sealer. updateInterval = PT15M

#idp.sealer.aliasBase = secret

idp. sealer.storeResource = %{idp.home}/credentials/sealer. jks
idp. sealer.versionResource = %{idp. home}/credentials/sealer. kver
idp. sealer. storePassword = cookiepass

idp. sealer. keyPassword = cookiepass
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/opt/shibboleth-idp/conf/Idap.properties:



Idap.properties
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# bind search configuration
# for AD: idp.authn.LDAP.bindDN=adminuser@domain. com
idp. authn. LDAP, bindDN = uid=myservice, ou=system

idp. authn. LDAP. bindDNCredential = myServicePassword

(B&)
/opt/shibboleth-idp/conf/saml-nameid.properties:

saml-nameid.properties
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# Do *NOT* share the salt with other people,
#idp.persistentId.algorithm = SHA
idp. persistentId.salt = changethistosomethingrandom

# BASE64 will match V2 values, we recommend BASE32 encoding for new installs.
idp. persistentId.encoding = BASE32
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it’s like divulging your private key.
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